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The Council of Canadian Academies (CCA) offices in Ottawa are located 

on the unceded traditional territory of the Anishinaabe Algonquin 

People, who have cared for these lands for millennia.  

 

The CCA is committed to reconciliation and honouring Indigenous 

sovereignty. Through our work in providing evidence for decision-

making, we recognize that a wide range of knowledges and experiences 

contribute to building a more equitable and just society. We encourage 

all who engage with our work to further learn about and acknowledge 

the past and present context of the land now known as Canada and of 

the Indigenous Nations and Peoples who steward it.
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Message from the Chair

Canada contributes substantial research output and impact within the global 

science ecosystem. Aspects of all kinds of research and innovation may be 

considered sensitive—that is, while intended for beneficial purposes, they may 

also be used by nefarious actors to harm the public, public health, public safety, 

and economic and national security. In an era of accelerating innovation and 

rapidly shifting geopolitical dynamics, the stakes for securing Canada’s 

sensitive research have risen sharply.

Conducting sensitive research is integral to scientific advancement—and, by 

extension, to Canada’s national interests. It holds enormous value for public 

health, military acumen, Arctic sovereignty, biosecurity, climate resilience, and 

technological innovation, among many other fields. The challenge before us is 

not whether we should conduct sensitive research, but how to do so in ways that 

are responsible and secure. Our support of open science needs to be considered 

alongside research security, as it fosters discovery, accelerates innovation, and 

enables knowledge-sharing. To that end, securing sensitive research requires 

thoughtful and adaptive safeguards. These must be calibrated to the risk of the 

research at hand, implemented throughout the research lifecycle, and grounded 

in evidence-based policy. Research security should not come at the expense of 

scientific advancement; it should facilitate trust and the long-term 

sustainability of the ecosystem itself.

Research security requires shared responsibility across the research 

ecosystem—from individual researchers and institutional leaders to funding 

agencies, government departments, intelligence bodies, and the private sector. 

Each plays a critical role in recognizing, assessing, and mitigating potential 

misuse of research. Clarity around roles, responsibilities, and expectations is 

essential to fostering a culture of security that is aligned with a commitment 

to open science.

Canada is well-positioned to lead in developing and championing models of 

research security that protect national interests and the global scientific 

ecosystem while encouraging responsible sharing. By investing in education, 

training, and capacity-building that acknowledge our diverse research 

environments—including the rights of First Nations, Inuit, and Métis Peoples 

over research affecting their communities—we can build a research ecosystem 

in which openness and security are mutually supportive values.

The terrain of sensitive research is complex. I commend my fellow panellists 

for navigating it with care. Their expertise, insights, and dedication 
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demonstrate a deep commitment to securing a robust future for research in 

Canada—one in which knowledge advances responsibly, ethically, and safely. 

It has been a pleasure to serve as chair of this panel. I would like to thank my 

fellow panel members for their contributions and thoughtful deliberations 

throughout the process, and the CCA team for their support. Finally, I would 

like to thank Defence and Research Development Canada and the Public Health 

Agency of Canada for submitting this important question and making our 

work possible.

Martha Crago, C.M., PhD, DSc, BVO

Chair, Expert Panel on Sensitive Research of Concern
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Executive Summary 

Canada’s research ecosystem relies on national, international, and 

cross-sectoral collaborations to conduct world-class research that offers 

significant scientific and societal benefits to Canada and its allies. The open 

and collaborative nature of the Canadian research ecosystem, however, makes 

it a potential target for malicious state and non-state actors wishing to exploit 

it to acquire economic, political, technological, or strategic advantages. These 

potential threats require that those engaged in research are equipped with the 

necessary tools to identify sensitive research, assess related risks, and adopt 

measures to safeguard it. A quickly changing geopolitical context, the rapid 

pace of technological advancement, and the demonstrated interest of a range of 

actors in misusing or misappropriating Canadian research highlight the need 

for all participants in Canada’s research ecosystem to adopt a proactive and 

collaborative approach to research security and ensure that research security 

measures adequately address current and potential threats while balancing 

open science and innovation.

Dual-use research of concern (DURC) is adopted in the life 

sciences to refer to a subset of dual-use research1 that, 

“based on current understanding, can be reasonably 

anticipated to provide knowledge, information, products, or 

technologies that could be misapplied to do harm with no, or only minor, 

modification to pose a significant threat with potential consequences to 

public health and safety, agricultural crops and other plants, animals, the 

environment, materiel, or national security” (Gov. of United States, 

2024a). 

Research security encompasses a suite of actions and activities 

intended to identify and protect sensitive research from risks, including 

but not limited to “undue influence, interference, or misappropriation 

of research; the outright theft of ideas, research outcomes, and 

intellectual property by states, militaries, and their proxies, as well as 

by non-state actors and organized criminal activity; and other activities 

and behaviours that have adverse economic, strategic, and/or national 

security implications” (SIGRE, 2022).

(continues)

1	 Dual-use research, depending on the context, refers to scientific knowledge, technologies, data, and 
processes that: (i) have both potential civilian and military applications; or (ii) have the potential 
for both benevolent and malevolent applications (Kavouras & Charitidis, 2019) and the capacity to do 
harm on physiological, moral, or ethical grounds (Evans & Commins, 2017).
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(continued)

Sensitive research refers to the research process and outputs—including 

but not limited to knowledge, goods, technologies, and data—in a variety 

of fields that, while intended for beneficial purposes, may be used by 

nefarious actors or for nefarious purposes to harm the public, public 

health, public safety, the environment, agriculture, fisheries, sovereignty, 

and economic and national security in Canada and internationally, or 

pose privacy and ethics risks (Gov. of New Zealand, 2022; Leopoldina & 

DFG, 2022a; ISED, 2023a,b; JASON, 2024). The panel acknowledges that 

this list of potential harms and risks is non-exhaustive and may change 

depending on the evolving geopolitical context.

Sensitive research of concern is a subset of sensitive research that 

can be reasonably anticipated to be misappropriated or misused 

immediately or in the future, with no or minimal modifications, and that 

needs to be subject to additional safeguards (Leopoldina & DFG, 2022a; 

ISED, 2023a,b; JASON, 2024).2

Open science and research security work together to facilitate the 
responsible sharing of research

Although open science and research security may be perceived as conflicting 

priorities because they emphasize different goals, they both inform decisions 

about when, with whom, to what extent, and in what format research can be 

shared. Because the level of sensitivity of research may change over time, an 

ongoing assessment of risks throughout the research lifecycle is necessary to 

avoid the potential of misuse and oversecuritization. Some types of research 

may be subject to necessary restrictions on sharing, while others may be 

openly shared. When research is not subject to restrictions on sharing, its 

dissemination can help foster transparency, discoveries, and equitable access to 

information. Concluding that a research type is sensitive and is subject to 

access restrictions does not mean it should not be funded or carried out. 

Sensitive research is often of critical importance to innovation, defence, public 

health, and agriculture, and its findings inform broader scientific 

advancements. However, to pursue sensitive research projects, researchers and 

institutions need to minimize the possibility of misuse by developing and 

adopting appropriate research security measures, including limiting access 

where appropriate. 

2	 The definitions of sensitive research and sensitive research of concern were developed by the panel 
based on the analysis of research security policies and Canada and foreign jurisdictions (CCA, 2025). 
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Open science is a combination of “movements and practices 

aiming to make multilingual scientific knowledge openly 

available, accessible and reusable for everyone, to increase 

scientific collaborations and sharing of information for the 

benefits of science and society, and to open the processes of scientific 

knowledge creation, evaluation and communication to societal actors 

beyond the traditional scientific community. It comprises all scientific 

disciplines and aspects of scholarly practices, including basic and 

applied sciences, natural and social sciences and the humanities, and it 

builds on the following key pillars: open scientific knowledge, open 

science infrastructures, science communication, open engagement of 

societal actors and open dialogue with other knowledge systems” 

(UNESCO, 2021). Open science supports collaborative discovery and the 

reproduction and validation of scientific results.

At the request of Defence Research and Development Canada (DRDC), the Public 

Health Agency of Canada (PHAC), and other supporting departments and 

agencies3 (hereafter referred to as the sponsor), the Council of Canadian 

Academies (CCA) convened an expert panel to review what is known about 

policies, strategies, and frameworks for identifying and protecting sensitive 

research of concern while balancing open science and innovation. Drawing on 

published evidence and interviews with policy-makers, practitioners, and 

academics, the panel explored measures to identify sensitive research, 

determine when it is of concern, and how to safeguard it throughout the three 

phases of the research process: the research design phase, the active research 

phase, and the post-research phase. The panel also considered enabling factors 

that support the implementation of these measures and open science. At the 

sponsor’s request, the panel applied its findings to two areas—ocean research 

and pathogen research—to demonstrate how to protect research that could be 

weaponized and/or that has a strategic value for public health, safety, 

or security.

3	 Fisheries and Oceans Canada; Environment and Climate Change Canada; National Research Council 
Canada; Natural Resources Canada; Transport Canada; Canadian Food Inspection Agency; Health 
Canada; Innovation, Science and Economic Development Canada; and Public Safety Canada. 
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Answering the charge

What policies, strategies, or frameworks could be applied  

to help researchers identify when their research is 

considered DURC?4 

To make an informed decision about the potential level of openness, those 

engaged in and overseeing research activities need to know how to identify 

sensitive research and determine when it becomes of concern because it 

presents additional risks that require mitigation. Lists are a common tool for 

helping researchers determine whether their research is sensitive and of 

concern. Various departments of the Government of Canada (e.g., Innovation, 

Science and Economic Development Canada, Global Affairs Canada) have 

adopted lists that have implications for research security, including goods and 

items subject to export controls, sanctioned persons and entities, and sensitive 

technologies and affiliations of concern. These lists can overlap and may also 

be combined to indicate that research is not only sensitive but becomes of 

concern (e.g., lists of sensitive research areas and affiliations of concern). In 

addition to lists, the research community in Canada and in other jurisdictions 

relies on risk assessments and consultations with external experts (e.g., 

Indigenous Peoples, defence or intelligence experts) to identify sensitive 

research of concern. Combined, lists, risk assessments, and external expertise 

provide an opportunity for a thorough identification of risks based on factors 

pertinent to the research project (e.g., sensitive research areas and affiliations 

of concern, geographic location of research activities, foreign partnerships). 

What principles or strategies could be applied to determine 

how to safeguard DURC?

Once sensitive research has been identified and assessed to be of concern, 

various measures focusing on people, institutions, and research projects can 

4	 While the charge refers to dual-use research of concern (DURC), this term is generally used to refer 
to life sciences research (Gov. of United States, 2024a). Throughout the report, the panel will use 
a broader term—sensitive research of concern—to include a variety of fields and disciplines that 
participate in the research enterprise.
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safeguard it throughout its lifecycle and mitigate the identified risks. These 

measures include, but are not limited to, security screenings of researchers, due 

diligence of research proposals and partnerships, cybersecurity and physical 

security, and pre-publication reviews of research results. To be effective, 

measures to safeguard sensitive research of concern must be continuously 

reassessed throughout the research lifecycle, taking into account the research 

context and the need to support all phases of the research process. Most of 

these measures focus on the first two phases of the research process—research 

design and active research—to identify and mitigate risk as early as possible. 

Additional guidance focused on the post-research phase can enable responsible 

sharing of data and communication of research results, thereby advancing both 

open science and research security. 

What does current evidence suggest for identifying and 

protecting DURC while balancing open science and innovation?

The panel found many promising measures to identify and safeguard sensitive 

research and sensitive research of concern. In recent years, Canada and its 

allies have increased focus on research security, which necessitates additional 

studies on the effectiveness of relevant measures. By enhancing our 

understanding of which measures are more effective, these studies can promote 

continuous learning and improvement, help balance research security and open 

science, optimize limited resources, and reduce the compliance burden placed 

on individual researchers and institutions. 

A modern research mindset is critical to building an open, innovative, 
and secure research system

Rapid technological advancement and shifting geopolitical contexts underscore 

the need for all actors in the research ecosystem to adopt a modern research 

mindset to navigate expectations around openness, collaboration, ethical 

conduct, and the safeguarding of sensitive information.
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A modern research mindset is one where all actors 

participating in the research ecosystem are aware of the 

context in which they conduct research, its impacts on the 

world, and of the policies, principles, and practices to 

address these impacts, including research security, open science, 

Indigenous rights, data sovereignty, ethics, consent and research 

integrity. These policies, principles, and practices allow individuals to 

assess how open and secure their research needs to be.

A modern research mindset is a key competency in today’s research 

landscape—one that embraces transparency and collaboration while also 

recognizing the critical importance of identifying and safeguarding sensitive 

research, adhering to security protocols, and mitigating risks such as foreign 

interference or data misuse. Cultivating this mindset is essential for 

successfully implementing research security measures in a way that also 

considers the imperatives of open science and innovation. It fosters a 

commitment to shared accountability, where responsibilities for research 

security are distributed across actors of the research ecosystem, including 

researchers, institutional leadership, research security staff, governments, and 

the private sector.

Education, communication, and capacity-building can help cultivate the 
modern research mindset to enable researchers to successfully engage 
with both open science and research security 

Education, communication, and capacity-building at individual and 

institutional levels can help cultivate a modern research mindset for 

individuals involved in the research ecosystem and foster widespread 

awareness and sensitivity to open science and research security issues. In 

Canada, entities such as Public Safety Canada’s Research Security Centre, 

federal and provincial/territorial research funders, the Canadian Security 

Intelligence Service’s Academic Outreach and Stakeholder Engagement 

program, and institutional research security units can provide guidance to the 

community. Research organizations across Canada have also come together to 

create national and regional communities of practice. These groups are critical 

in sharing advice and best practices across the research ecosystem. The 

Government of Canada has an opportunity to enhance these services through 

additional funding and improving communication channels among the 

intelligence community, researchers, and institutional administration. 

Research security guidelines and frameworks in foreign jurisdictions (e.g., 

Australia, Germany, United Kingdom, United States) highlight the important 
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role of universities and university leadership in the provision of adequate 

support, training, and education to staff and students. For example, in 

Germany, some institutions have established specialized committees to help 

researchers identify sensitive research of concern. In the United States, the 

National Science Foundation supports the work of the SECURE Center—an 

information hub, which aims to facilitate collaboration on research security 

issues and provide guidance and information to the research community. Other 

research security measures include organization-wide awareness-building 

efforts, communication strategies, and regular general training on research 

security, research integrity, and conflicts of interest and commitment. General 

training can be customized to better address the needs of specific groups (e.g., 

researchers, students, administrative support services). Training focused on 

specific policy requirements can also enable compliance across research 

institutions in Canada. 

Harmonization of approaches to research security and open science 
can improve the effectiveness of relevant measures 

Approaches to research security and open science differ across Canada, creating 

challenges for inter-institutional partnerships, the consistent implementation 

of research security measures, and research funding applicants and recipients 

supported by several funding agencies. This lack of harmonization places 

additional administrative burdens on researchers and weakens the uptake of 

initiatives. One way to address these issues is to establish common baseline 

criteria grounded in shared principles and approaches to key challenges, while 

allowing flexibility for tailored implementation to meet the specific needs of 

different contexts. This would help reduce duplication and administrative load 

for researchers and institutions working to deploy both research security and 

open science policies. 

Private sector participation in open science and research security 
practices is necessary to ensure the responsible sharing of 
research outcomes 

The private sector makes important contributions to the Canadian research 

ecosystem, including in sensitive research areas such as quantum technologies, 

pathogens and toxins, and AI. Different orders of government exercise limited 

control over research security and open science practices when research is not 

publicly funded, which is a gap in the domestic approach to research security 

and open science alike. In recent years, the Government of Canada has 

intensified its security engagement with private companies in the 

biopharmaceutical, life sciences, and data science sectors, as well as with 

small- and medium-sized enterprises utilizing emerging technologies. A 
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similar trend can be observed in foreign jurisdictions. For example, in the 

United Kingdom, the National Protective Security Authority and the National 

Cyber Security Centre have created the Secure Innovation toolkit for private 

sector innovators, while the government’s Engineering Biology Responsible 

Innovation Advisory Panel integrates industry into the governance of dual-use 

technologies. From 2020 to 2025, the U.S. National Academies of Sciences, 

Engineering, and Medicine conducted the Science, Technology, and Security 

Roundtable, where representatives from government, academia, and the private 

sector exchanged information and best practices related to research security. 

Developing similar inclusive approaches in Canada could facilitate 

information-sharing and reduce the exposure to threats across the entire 

research ecosystem.

The success of measures that enable open science and research 
security initiatives requires sustained funding 

Research security policies enacted by different orders of government increase 

the administrative burden on research organizations, highlighting the need for 

additional funding to support relevant programs and units in the private and 

public sectors. For example, additional resources are necessary when research 

security policies impose physical and cybersecurity requirements for storing, 

transmitting, and processing sensitive data and the safeguarding of equipment. 

The implementation of open science principles involves achieving FAIR 

(Findable, Accessible, Interoperable, and Reusable) data and adhering to TRUST 

(Transparency, Responsibility, User focus, Sustainability, and Technology) 

principles, all of which require extensive financial resources and infrastructure. 

In Canada, federal research security funding is calculated as a percentage of 

each post-secondary institution’s eligible direct research funding above $2 

million, which creates differences in capacity between large universities and 

other institutions, including small- and medium-sized universities, healthcare 

institutions and affiliated research institutes, and colleges and polytechnics. 

Providing support for building research security and open science capacity 

across all post-secondary institutions could help address these disparities. 

How would the above approaches be applied in case studies 

related to research that could be weaponized or that has a 

strategic value for public health, safety, or security?
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At the sponsor’s request, the panel applied its findings to two areas—ocean 

research and pathogen research—to demonstrate how to protect research that 

could be weaponized and/or that has a strategic value for public health, safety, 

or security. 

The security of ocean research can be enhanced with existing 
approaches that apply in other research areas and through Indigenous 
leadership 

The risks associated with ocean research have received far less attention in 

policies and guidelines than other areas such as pathogen research, and there 

are no comprehensive measures to identify sensitive ocean research and 

determine when it is of concern. Safeguarding measures apply to ocean 

research on a case-by-case basis depending on the applicable policies of 

research institutions or funding requirements. 

To enhance research security, ocean researchers need to be aware of and 

address a number of potential risk factors, most of which are not unique to 

ocean research. They include international partnerships, geography (e.g., 

research in the Arctic), the production and use of certain types of data and 

large datasets (e.g., personal data, spatial data), and research concerning 

certain technologies and research areas (e.g., some types of sonar, underwater 

wireless sensor networks). Research security policies promulgated by federal 

and provincial governments, as well as by some organizations conducting 

ocean research, can provide helpful guidance in the identification of risks. 

Factors that indicate increased sensitivity can be grounds for directly applying 

safeguarding measures or conducting an additional risk assessment. 

Specialized committees can help researchers identify research as sensitive or 

sensitive of concern because it can be reasonably anticipated to be 

misappropriated or misused immediately or in the future, with little or no 

modification. Safeguarding measures that apply to other types of research 

(including pathogen research) can be extended to ocean research identified as 

sensitive or sensitive of concern. 

While there are many promising approaches to ensuring the security of ocean 

research, their appropriateness for research involving First Nations, Inuit, and 

Métis can only be determined by the Indigenous communities themselves. In 

Canada, a rights-based framework for research involving Indigenous Peoples 

stems from the Constitution and the United Nations Declaration on the Rights of 

Indigenous Peoples, which stipulates that Indigenous Peoples have the right to 

self-determination in all aspects of research that affects them. Many 

Indigenous Peoples in Canada rely on marine ecosystems for subsistence and 

security. Indigenous leadership is instrumental in identifying and addressing 
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unique security and sovereignty challenges experienced by coastal communities 

due to climate change, coastal erosion, reduced access to marine resources, and 

increasing geopolitical tensions in the Arctic.

Approaches to ensuring the security of pathogen research can be 
enhanced through self-enforcement of government research security 
policies and multidisciplinary risk assessments 

Lists put forward by the Government of Canada are the main mechanism for 

identifying sensitive research involving certain types of human toxins and 

pathogens. Additional measures such as the review of research before 

publication and PHAC’s risk assessment process supplement and reinforce the 

application of lists. The convergence of pathogen research and emerging 

technologies (e.g., nanotechnology, AI, quantum) challenges existing 

approaches to identifying sensitive research of concern. Laws, regulations, and 

policies that guide the identification of risks do not always keep pace with the 

rapid advancements in technology. These challenges can be addressed through 

a risk assessment process that draws on multidisciplinary expertise and 

considers additional risk factors. 

In pathogen research, a host of measures to safeguard sensitive research of 

concern applies to the research design and active research phases of the 

research process. These measures include screening people working with 

security-sensitive biological agents, research licensing, controlled access to 

facilities, and additional cybersecurity requirements for some facilities. In 

addition to legal restrictions on research partnerships and collaborations, 

regulated facilities use internal policies and directives, non-disclosure 

agreements and training to safeguard their research, as well as limit the 

publication of outputs and data. The Policy on Sensitive Technology Research 

and Affiliations of Concern (STRAC) and the National Security Guidelines for 

Research Partnerships (NSGRP) are not always directly applicable to pathogen 

research; however, they can provide helpful guidance on how to avoid or 

mitigate security risks posed by certain collaborations and publications. 

Similar to ocean research, the existing legal framework for pathogen research 

that involves Indigenous Peoples, their Land, and their data upholds Indigenous 

rights by affirming that such research should be co-led and co-developed with 

communities to comply with the principle of data sovereignty. 
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T
he concept of research security—that is, protecting research from 

misuse, theft, or other malicious activities—is not new. During World 

War II, scientists employed at the Los Alamos National Laboratory as 

part of the Manhattan Project to create the world’s first atomic bomb became 

targets of espionage. Among other famous cases, the German theoretical 

physicist Klaus Fuchs served a nine-year prison sentence in the United 

Kingdom after the war, for stealing and supplying atomic secrets to the Soviet 

Union (Laucht, 2012). Research security developed as a subset of national 

security during the Cold War to protect the research enterprise from military 

technology espionage, often with a specific focus on research that could be 

considered dual use (i.e., have both military and civilian applications) (Wilner 

et al., 2022).

Today, the increased focus on research security is driven by the need to protect 

Canada’s open, international, and collaborative R&D environment from state 

and non-state actors wishing to exploit it in order to gain an economic, 

political, or strategic advantage (SIGRE, 2022; ISED, 2023c). Canada’s National 

Security and Intelligence Committee of Parliamentarians (NSICOP) has 

identified several risks driven by the geopolitical context, including espionage 

targeting domestic health, science, and technology sectors; cyber threats to 

critical infrastructure; potential use of nuclear, chemical, and biological 

weapons; and illicit and covert procurement of dual-use technologies (NSICOP, 

2021). Based on documented incidents and publicly reported information, 

foreign interference in Canada has manifested through unauthorized research 

collaborations, the misuse of official positions for foreign interests, the covert 

transfer of sensitive technologies, and targeted cyber activities, posing 

significant threats to national security, intellectual property, and institutional 

integrity (CBC News, 2014, 2024; Cyber Centre, 2024a; RCMP, 2024).

The concept of research security includes policies and practices that protect 

sensitive research intended for beneficial purposes (ISED, 2023c) (e.g., pandemic 

preparedness, disaster resilience, navigation accuracy) from “risks of undue 

influence, interference, or misappropriation …; the outright theft of ideas, 

research outcomes, and intellectual property …; and other activities and 

behaviours that have adverse economic, strategic, and/or national security 

implications” (SIGRE, 2022). 

As an element of national security, research security helps ensure that Canada’s 

technological and industrial capabilities are protected from espionage, theft, 

and other external threats (NSERC, 2024a). As an element of economic security, 

it fosters innovation; helps prevent the loss of intellectual property, patent 

opportunities, and potential revenue; and protects organizational 

competitiveness (Asselin, 2024). Research security is important for all 
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researchers and organizations because it advances the responsible conduct of 

research, helps avoid reputational damage and legal liability, and fosters public 

trust (GC, 2022a; NSERC, 2024a; SIGRE, 2024). In the panel’s opinion, all actors 

of the research ecosystem benefit from research security measures and share 

accountability for their implementation. 

Research security is interconnected with other movements and practices that 

underpin the research enterprise, including open science. Open science aims “to 

make multilingual scientific knowledge openly available, accessible and 

reusable for everyone, to increase scientific collaborations and sharing of 

information for the benefits of science and society, and to open the processes 

of scientific knowledge creation, evaluation and communication to societal 

actors beyond the traditional scientific community” (UNESCO, 2021). By 

applying open science practices (e.g., participatory research; open software, 

hardware, data, access, and education resources), the research community can 

accelerate scientific discovery, facilitate evidence-based policy-making, make 

research more accessible to the general public, and increase public trust in the 

research enterprise (GC, 2020; UNESCO, 2021; COS, n.d.). 

In the panel’s opinion, in an era of increased emphasis on research security, 

the practice of open science helps mitigate the risk of oversecuritizing 

research, ensures the responsible sharing of research and data to advance 

knowledge and innovation, and supports everyone’s right “to share in scientific 

advancement and its benefits" (UNGA, 1948). By enhancing accountability, 

transparency, and reproducibility in the research process and outcomes, open 

science promotes responsible conduct of research—that is, “the awareness and 

application of established professional norms, 

as well as values and ethical principles that 

are essential in the performance of all 

activities related to research” (GC, 2022b). 

Responsible conduct of research, in turn, 

supports open science by ensuring that 

research data, methods, and results are 

transparent, accurate, and handled in 

accordance with professional values, 

principles, and best practices that guide 

research communities.

Although open science and research security 

can be perceived as opposing priorities because they focus on different goals, in 

practice, they are interconnected and work together to inform decisions about 

how, when, with whom, and to what extent research can be shared (NSERC, 

2024a). These decisions are not always straightforward: they depend on both 

In an era of increased 

emphasis on research 

security, the practice of 

open science helps mitigate 

the risk of oversecuritizing 

research
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objective and subjective factors (e.g., area of research, geopolitical 

developments, researchers’ risk awareness, access to resources) and require an 

ongoing assessment of risks throughout the research lifecycle (Chapter 3). As a 

result of these assessments, some research may be subject to necessary 

restrictions on sharing, for example, because it poses risks to public health or 

national or economic security. In contrast, other types of research may be 

openly shared. In many instances, however, it is unclear which policies, 

strategies, or frameworks can identify the level of research openness and 

safeguard research identified as sensitive, and who bears the responsibility for 

implementing such frameworks effectively. 

1.1	 The charge to the panel
Recognizing the increased focus on and need for research security, as well as 

the value of open and collaborative research, Defence Research and 

Development Canada (DRDC) and the Public Health Agency of Canada (PHAC), 

with the support of other departments and agencies1 (hereafter referred to as 

the sponsor), asked the Council of Canadian Academies (CCA) to answer the 

following question and sub-questions:

What does current evidence suggest for identifying and 

protecting dual-use research of concern (DURC) while 

balancing open science and innovation?2

•	 What policies, strategies, or frameworks could be applied to help 

researchers identify when their research is considered DURC?

•	 What principles or strategies could be applied to determine how to 

safeguard DURC?

•	 How would the above approaches be applied in case studies related 

to research that could be weaponized or that has a strategic value for 

public health, safety, or security?

The sponsor requested that, in answering the third sub-question of the charge, 

the panel focus on two areas—ocean research (including a wide range of fields 

1	 Fisheries and Oceans Canada; Environment and Climate Change Canada; National Research Council 
Canada; Natural Resources Canada; Transport Canada; Canadian Food Inspection Agency; Health 
Canada; Innovation, Science and Economic Development Canada; and Public Safety Canada. 

2	 While the charge refers to dual-use research of concern (DURC), this term is generally associated 
with life sciences research (Gov. of United States, 2024a). Throughout the report, the panel will 
use a broader term—sensitive research of concern—to include a variety of fields and disciplines that 
participate in the research enterprise.
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and types of research) and pathogen research3—and demonstrate the 

application of measures with the greatest potential to identify and safeguard 

sensitive research while balancing open science and innovation. The sponsor 

chose these areas to illustrate the application of the report's findings to 

research with different levels of regulatory oversight. To answer this aspect of 

the charge, the panel presents examples of measures and how they can be 

applied in these areas. 

1.2	 Terminology 
During deliberations and evidence gathering, the panel encountered several 

terms and definitions that merit clarification (Box 1.1). While some of these 

definitions were taken directly from policies and literature, others were 

developed by the panel based on the analysis of policies adopted in Canada and 

select foreign jurisdictions (Aotearoa New Zealand, Australia, the EU, France, 

Germany, the Netherlands, the United Kingdom, the United States) (CCA, 2025). 

Box 1.1	 Definitions of key terms

Biosafety refers to “containment principles, technologies, and practices 

that are implemented to prevent unintentional exposure to regulated 

materials, and their accidental release” (PHAC, 2022).

Biosecurity refers to “security measures designed to prevent the loss, 

theft, misuse, diversion, or intentional release of regulated materials, and 

other related assets (e.g., personnel, equipment, non-infectious material, 

animals, sensitive information)” (PHAC, 2022).

Data sovereignty in the context of Indigenous rights can be defined 

as “Indigenous Peoples’ right to maintain, control, protect and develop 

their cultural heritage, traditional knowledge and traditional cultural 

expressions, as well as their right to maintain, control, protect and 

develop their intellectual property over these” (Kukutai & Taylor, 2016). 

Dual-use research, depending on the context, refers to scientific 

knowledge, technologies, data, and processes that: (i) have both 

potential civilian and military applications; or (ii) have the potential for 

both benevolent and malevolent applications (Kavouras & Charitidis, 

2019) and the capacity to do harm on physiological, moral, or ethical 

(continues)

3	 The sponsor variably uses biosafety, biosecurity, and pathogen research to refer to this area of 
research. The term pathogen research is used throughout the report, as it reflects the focus of this 
research area.
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(continued)

grounds (Evans & Commins, 2017). Almost all research can be dual 

use insofar as it can yield scientific knowledge, technologies, data, 

and processes with potential benevolent and malevolent applications 

(Kavouras & Charitidis, 2019; Lev, 2019; Kosal, 2020a). 

Dual-use research of concern (DURC) is adopted in the life sciences 

to refer to a subset of dual-use research that, “based on current 

understanding, can be reasonably anticipated to provide knowledge, 

information, products, or technologies that could be misapplied to do 

harm with no, or only minor, modification to pose a significant threat 

with potential consequences to public health and safety, agricultural 

crops and other plants, animals, the environment, materiel, or national 

security” (Gov. of United States, 2024a). 

Indigenous research has been defined as “research in any field or 

discipline that is conducted by, grounded in or engaged with First 

Nations, Inuit, Métis or other Indigenous nations, communities, societies 

or individuals, and their wisdom, cultures, experiences or knowledge 

systems, as expressed in their dynamic forms, past and present. 

Indigenous research can embrace the intellectual, physical, emotional 

and/or spiritual dimensions of knowledge in creative and interconnected 

relationships with people, places and the natural environment” 

(Indigenous Advisory Circle & SSHRC, 2025).

A modern research mindset is one where all actors participating in the 

research ecosystem are aware of the context in which they conduct 

research, its impacts on the world, and of the policies, principles, 

and practices to address these impacts, including research security, 

open science, Indigenous rights, data sovereignty, ethics, consent, 

and research integrity. These policies, principles, and practices allow 

individuals to assess how open and secure their research needs to be.

Open science is a combination of “movements and practices aiming 

to make multilingual scientific knowledge openly available, accessible 

and reusable for everyone, to increase scientific collaborations and 

sharing of information for the benefits of science and society, and to 

open the processes of scientific knowledge creation, evaluation and 

communication to societal actors beyond the traditional scientific 

community. It comprises all scientific disciplines and aspects of 

scholarly practices, including basic and applied sciences, natural and 

social sciences and the humanities, and it builds on the following key 

pillars: open scientific knowledge, open science infrastructures, science 

communication, open engagement of societal actors and open dialogue 

with other knowledge systems” (UNESCO, 2021). 

(continues)
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(continued)

Research encompasses both the research process and outputs—

including knowledge, goods, technologies, and data—in various fields. It 

includes both fundamental and applied research, as well as publicly and 

non-publicly funded research activities.

Research security encompasses a suite of actions and activities 

intended to identify and protect sensitive research from risks, including, 

but not limited to, “undue influence, interference, or misappropriation 

of research; the outright theft of ideas, research outcomes, and 

intellectual property by states, militaries, and their proxies, as well as 

by non-state actors and organized criminal activity; and other activities 

and behaviours that have adverse economic, strategic, and/or national 

security implications” (SIGRE, 2022).

Responsible conduct of research is “the behaviour expected of anyone 

who conducts or supports research activities throughout the life 

cycle of a research project (i.e., from the formulation of the research 

question, through the design, conduct, collection of data, and analysis 

of the research, to its reporting, publication and dissemination, as well 

as the management of research funds). It involves the awareness and 

application of established professional norms, as well as values and 

ethical principles that are essential in the performance of all activities 

related to research. These values include honesty, fairness, trust, 

accountability, and openness” (GC, 2022b).

Sensitive research refers to the research process and outputs—

including but not limited to knowledge, goods, technologies, and 

data—in a variety of fields that, while intended for beneficial purposes, 

may be used by nefarious actors or for nefarious purposes to harm 

the public, public health and safety, the environment, agriculture, 

fisheries, sovereignty, and economic and national security in Canada 

and internationally, or pose privacy and ethics risks (Gov. of New 

Zealand, 2022; Leopoldina & DFG, 2022a; ISED, 2023a,b; JASON, 2024). 

The panel acknowledges that this list of potential harms and risks is 

non-exhaustive and may change depending on the evolving geopolitical 

context.

Sensitive research of concern is a subset of sensitive research that 

can reasonably be anticipated to be misappropriated or misused 

immediately or in the future, with minimal or no modifications, and that 

needs to be subject to additional safeguards (Leopoldina & DFG, 2022a; 

ISED, 2023a,b; JASON, 2024). 

Council of Canadian Academies | 7

Introduction | Chapter 1



To provide researchers with clear guidance, the panel focused this assessment 

on measures to identify and safeguard sensitive research of concern, as this 

research, if misused or misappropriated, presents the greatest risks. While the 

sponsor’s charge focuses on dual-use research of concern, this term is 

predominantly associated with the life sciences (Gov. of United States, 2024a). 

The sponsor asked the panel to address research security concerns arising in 

various fields and disciplines and gave it discretion to make terminology 

choices that would allow it to fully answer the charge. Thus, throughout the 

report, the panel will use a broader term, sensitive research of concern, instead of 

DURC, to reflect the fact that the scope of the assessment extends to research 

security issues arising across and in a variety of fields, including social 

sciences and humanities. The panel also notes that this terminology is aligned 

with the approach taken by the Government of Canada, which calls on 

researchers to assess the sensitivity of research projects (ISED, 2024a; NSERC, 

2024b). The panel acknowledges that in the context of pathogen research, the 

term DURC remains widely used in policies and guidelines (e.g., PHAC, 2018a; 

NSABB, 2023). Terminology differences will be noted with a footnote when cited 

references use an alternate term.

1.3	 Sensitive research and Indigenous rights 
In Canada, Indigenous Peoples are involved in research in various ways—as 

researchers, communities, and research participants and subjects. Information 

collected by, for, and about Indigenous people and communities in any research 

context, including pathogen and ocean research, can be sensitive and require 

safeguarding for such reasons as privacy, community and cultural significance, 

and the risk of misuse and exploitation (UN, 2007; de Beer & Dylan, 2015; CCA, 

2023a). “Open science and research security can encompass many 

interconnected considerations, including the ability of communities to safely 

live their lives, have access to food and housing, ensure the physical safety of 

researchers and protect the Land, individual and collective privacy rights, and 

health data from exploitation” (N. Weetaluktuk, personal 

communication, 2025). 

1.3.1	 A rights-based framework

Standards for equitable research involving Indigenous Peoples and their Lands 

are set out in the United Nations Declaration on the Rights of Indigenous Peoples 

(UNDRIP) (UN, 2007). UNDRIP was codified into federal law in Canada in 2021 

and provides a legal foundation for governmental and institutional 

relationships with Indigenous Peoples (JUS, 2021). Several UNDRIP provisions 
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(Articles 3, 11.1, 13.1, 14.1, 18, 19, 26, 27, 28, 29.1, 31, 32) support the rights of 

Indigenous Peoples to self-determination with respect to research activities 

that affect them, as well as their data, knowledge, and Lands (UN, 2007). The 

provisions of UNDRIP must be considered when developing research security 

and open science policies. 

In Canada, the land on which research takes place may be subject to 

constitutionally protected Indigenous and treaty rights (GC, 1982). This 

rights-based framework has specific applications in both research areas 

explored in the report. In ocean research, where there is a particular focus on 

the Arctic, much of this area is subject to land claim agreements, which set out 

Indigenous rights and governance of the Land (ITK, 2018; CIRNAC, 2022a). 

Therefore, the identification and safeguarding of sensitive research of concern 

in these areas, as well as any other coastal and ocean areas involving 

Indigenous Peoples or Lands, require that research projects and protocols be 

co-developed and co-led by Indigenous communities to reflect unique research 

contexts and ensure cultural safety and mutually beneficial research outcomes. 

Community leadership and engagement are instrumental to understanding 

distinct security and sovereignty challenges experienced by Indigenous coastal 

communities, which can include those due to climate change, coastal erosion, 

and reduced access to marine resources (Leonard et al., 2022; Whalen et al., 

2022). These challenges are exacerbated in the Arctic, which presents particular 

interest to the sponsor due to increasing geopolitical tensions (Box 1.3).

Similar to ocean research, Canada's legal framework upholds a rights-based 

approach to conducting pathogen research 

that involves Indigenous Peoples, their Land, 

and their data, and highlights that such 

research should be co-led and co-developed 

with communities to comply with the 

principle of data sovereignty (UN, 2007). 

1.3.2	 Data sovereignty

The concept of data sovereignty refers to 

“meaningful control, ownership, and other 

claims to data articulated by a variety of 

agents ranging from individuals to countries” 

(Hummel et al., 2021). Interpretations and 

applications of the principle of data 

sovereignty are influenced by the geopolitical context and national priorities, 

which may change over time (Hummel et al., 2021; Belli et al., 2024; GC, 2025a). 

In the context of Indigenous rights, data sovereignty can be defined as 

The principle of data 

sovereignty and the 

inherent right of 

Indigenous Peoples to 

control how their data are 

accessed and used are 

instrumental in the design 

and implementation of any 

research security and open 

science policies
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“Indigenous Peoples’ right to maintain, control, protect and develop their 

cultural heritage, traditional knowledge and traditional cultural expressions, as 

well as their right to maintain, control, protect and develop their intellectual 

property over these” (Kukutai & Taylor, 2016) (Box 1.2). The principle of data 

sovereignty applies to all entities conducting Indigenous research, including 

government departments and agencies that have a constitutional duty to 

consult Indigenous Peoples and provide appropriate accommodation when 

planning activities that may impact their rights (UN, 2007; GC, 2025b). In the 

panel’s opinion, the principle of data sovereignty and the inherent right of 

Indigenous Peoples to control how their data are accessed and used are 

instrumental in the design and implementation of any research security and 

open science policies. The right of Indigenous Peoples to be involved in the 

co-development of research on their Lands includes an examination of what 

research security is, how research is controlled, and from whom research needs 

to be protected.

Box 1.2	 Initiatives advancing data sovereignty in 
Canada

For First Nations in Canada, the First Nations Information Governance 

Centre (FNIGC) administers the principles of ownership, control, access, 

and possession of data (commonly referred to as OCAP®4), which assert 

“that First Nations alone have control over data collection processes in 

their communities, and that they own and control how this information 

can be stored, interpreted, used, or shared” (FNIGC, n.d.). OCAP®, 

thus, is explicitly tied to considerations of open science and research 

security; the responsibility and right to determine the sensitivity of First 

Nations information lie with the First Nations individuals or communities 

implicated in the research. Researchers should not see OCAP® as a 

hindrance or an obstacle to their research activities, but as a stepping 

stone to relationship-building and advancing First Nations’ perspectives 

on open science and research security (Konczi & Bill, 2024).  

Budget 2021 allocated funding to advance data sovereignty for Inuit and 

Métis individuals and communities, supporting “baseline data capacity 

and the development of distinctions-based Inuit and Métis Nation data 

strategies” (GC, 2021a). In 2022, Inuit Tapiriit Kanatami committed 

$4 million for the creation of an Inuit data strategy to support regionally

(continues)

4	 OCAP® is a registered trademark of FNIGC. To better understand these principles, see their website at 
https://fnigc.ca/ocap-training/.
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(continued)

 specific strategies across Inuit Nunangat (ITK, 2018; Jamal, 2022). In 

the panel’s opinion, any research involving Indigenous Peoples or their 

Lands should be treated as sensitive by default because it implicates 

Indigenous rights (which can cross state borders) and requires consent 

of the communities in question (CIHR et al., 2022).

1.4	 The panel’s approach
To answer the charge, the CCA convened a multidisciplinary and multisectoral 

panel of 13 experts (hereafter referred to as the panel). Panel members were 

selected for their expertise in national and research security, the 

post-secondary research ecosystem, research infrastructure, nuclear policy, 

epidemiology and pathogen research, ocean research, contributions to open 

science, biosafety, and bioethics, as well as experience in implementing 

research security policies. Panel members served pro bono and were tasked 

with conducting a thorough and objective assessment of the available evidence. 

The panel met five times virtually and two times in person over a period of 11 

months, between July 2024 and June 2025, to develop this report.

To ensure the integrity of the assessment process, panel members were 

required to disclose to the CCA and fellow panellists any conflicts of interest—

actual, foreseeable, or perceived—relevant to the issues being discussed so 

these could be managed transparently. Panel members abided by a 

confidentiality agreement and code of conduct designed to support an 

environment that fosters collaborative and respectful deliberations, the free 

exchange of knowledge, and the synthesis of evidence. To maintain the panel’s 

independence, the sponsor did not appoint panel members, nor did it engage 

with the panel during the assessment process, with the following exceptions: 

(i) at the panel’s first meeting, where the sponsor was invited to present the 

charge, and (ii) at a briefing scheduled after the panel had formally signed off 

on the report prior to its public release, where the panel presented the main 

findings to the sponsor. 

The report underwent a comprehensive peer review, whereby an additional 13 

experts from Canada and abroad provided further evidence, expertise, and 

knowledge. Like panel members, peer reviewers participated as individuals and 

not as representatives of their respective organizations. Peer reviewers 

provided feedback to inform panel deliberations but were not asked to endorse 

the final report. They remained anonymous until the report was released. This 
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process was overseen by an independent peer review monitor appointed from 

the CCA’s Scientific Advisory Committee, further supporting the integrity of 

the review.

1.4.1	 Evidence and scope

The panel’s assessment was based on a review and synthesis of diverse sources 

of evidence, including peer-reviewed publications and grey literature (i.e., 

policy documents, government publications, websites, and reports by national 

and international organizations and committees). The panel conducted 

keyword-based searches of published literature using several databases and 

explored the websites of relevant government departments and agencies in 

Canada and select foreign jurisdictions (Aotearoa New Zealand, Australia, the 

EU, France, Germany, the Netherlands, the United Kingdom, the United States), 

examining relevant legislation, policies, and guidelines relating to research 

security measures to form an evidence base to answer the charge (CCA, 2025). 

This report is not based on a systematic review, but rather on a detailed 

synthesis of key references, informed by a jurisdictional scan and as identified 

by the panel ((CCA, 2025); available on the CCA website). 

The panel collected additional evidence through semi-structured interviews to 

better understand the breadth of perspectives on sensitive research and related 

areas. The panel interviewed Indigenous researchers and those engaged with 

Indigenous organizations working with data sovereignty, open science, and 

research security to ensure that these perspectives were considered alongside 

measures to identify and safeguard sensitive research of concern. In addition, 

the panel interviewed practitioners and academics in the two research areas of 

interest to the sponsor. 

The review of evidence did not focus on issues related to misinformation, 

disinformation, and alteration of data and knowledge by malicious actors, or 

comprehensive program and policy evaluations, as these areas were considered 

out of scope. 

The panel collected evidence between July 2024 and June 2025. The panel notes 

that the rapidly changing geopolitical context may result in some of the 

measures identified in this report being altered or withdrawn in the 

near future.
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1.4.2	 Research areas

The panel was charged with demonstrating how research security measures 

explored in the report could be employed in two areas: ocean research and 

pathogen research. These two areas have markedly different levels of oversight 

and awareness of research security concerns and approaches. 

The identification and safeguarding of sensitive research of concern is 
formalized in pathogen research, but existing frameworks cannot fully 
address the complexity of the research enterprise 

Pathogen research is crucial to both society and the economy in Canada. It is a 

key driver of improved healthcare, increasing quality of life and longevity 

(Uhlenhaut et al., 2013), and has also had enormous benefits for humanity 

through advances in biotechnology, including in food production, (bio)medicine, 

synthesis of biopharmaceuticals, (bio)materials, environment, energy, and 

counter-bioterrorism measures (Rappert & Selgelid, 2013; Rohden & Wieden, 

2022). Further, the growing use of life sciences methods in industrial processes 

is laying the groundwork for a rapidly developing bioeconomy (Rohden & 

Wieden, 2022). Biotechnology is also expected to drive industry research, 

education, and employment in the life sciences, supporting further innovation 

and discovery (RBC Thought Leadership, 2024). 

Pathogen research categorized as sensitive research of concern5 can be critical 

to public health, pandemic preparedness, and agriculture, and its findings 

inform broader scientific advancements (NIH, 2014; Wang et al., 2025). Given 

these benefits, concluding that a research project is of concern and that 

research can be used to cause harm does not mean it should not be funded, 

conducted, or shared. Instead, it means that researchers and institutions need 

to minimize the possibility of misuse by developing and implementing 

appropriate safeguarding measures (NIH, 2014). Arguably, the potential harm 

could be on a scale comparable to the good that positive applications 

can achieve.

The identification and safeguarding of sensitive research of concern involving 

pathogens are formalized through international instruments (e.g., WHO, 2022) 

and domestic laws, regulations, and guidelines (Chapters 3 and 4). According to 

the 2021 Global Health Security Index, Canada ranks first globally in terms of 

biosafety and third in terms of biosecurity (GHS Index, 2021; HC & PHAC, 2022). 

However, even when risk identification and assessment are formalized, existing 

frameworks cannot fully address the complexity of the research enterprise; 

circumstances can arise throughout the research process that lead to additional 

5	 NIH (2014) uses the term DURC. 
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risks. In Canada, existing measures to safeguard sensitive research of concern 

focus on biosafety and biosecurity, while rules regarding cybersecurity, 

research collaborations, and the responsible sharing and communication of 

research data are less clear (Chapter 4). 

There is a lack of guidance on identifying and safeguarding sensitive 
ocean research 

Ocean research, especially work using observational and predictive sciences, is 

increasingly open and available to the public and international bodies in the 

interests of climate modelling and safer marine traversal (e.g., CIOOS, n.d.-a,-b; 

ONC, n.d.-a). Open-access data identifying the location of various resources 

(e.g., fish shoals, mineral deposits) could have enormous value for both 

resource management and exploitation (Loft & Saumweber, 2020). Ocean floor 

mapping and depth of water (i.e., bathymetric) data aid in sustainable ocean 

management, geohazard identification, and understanding climate change 

(Wölfl et al., 2019). Up-to-date and accurate forecasting is crucial for 

maintaining industry and economic operations, environmental security, and 

human safety (GC, 2025c). In addition, monitoring ocean conditions is critical 

for climate modelling and requires regional and international cooperation to 

acquire accurate global information (e.g., Fujii et al., 2019; Révelard et al., 2022). 

Ocean data is collected by many actors, including researchers, the government 

(e.g., the Department of National Defence, Transport Canada, the Canadian 

Coast Guard), private companies, and non-governmental organizations (Iverson 

et al., 2019; CIRNAC, 2022b; Moran et al., 2022; DRDC, 2023; POLAR, 2023; GC, 

2025d; GFW, n.d.).

Canada participates in international ocean predictive services and observational 

networks, all of which rely on a certain level of openness and accessibility of 

Canadian ocean data (e.g., Global Ocean Observing System, International 

Hydrographic Organization) (IHO, 2021; DFO, 2022; CIOOS, n.d.-a). Many 

research outcomes (e.g., ocean observation, monitoring, tracking) are expected 

to be made open and accessible to mitigate the effects of climate change and 

ensure navigation safety. However, these data could also be used for covert 

navigation and evading surveillance within Canadian waters. 

Open access to real-time data regarding sea ice and weather forecasting is a 

critical need in the Arctic Ocean (Smith et al., 2019). The region experiences 

many of the leading effects of climate change (e.g., Rantanen et al., 2022); the 

ecological and social costs of these impacts, and the related physical data 

describing its changing environment, are valuable for modelling future climate 

scenarios and mitigation strategies at various scales (IPCC, 2019; Gaffey et al., 

2024). Such disruptions also significantly threaten the health and well-being of 
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Indigenous Peoples living in Arctic areas, who face disproportionate and 

interrelated impacts of climate change on food security and cultural identity 

(POLAR, 2022). Taken together, these factors underscore the importance of 

Arctic Ocean climate research, including research with Indigenous leadership or 

co-management (POLAR, 2022). 

The sponsor requested that, in the context of examining ocean research as a 

focal area, the panel pay particular attention to research security in the Arctic 

Ocean. The panel notes that: (i) it is the region where divergent interests are 

colliding, to the detriment of effective scientific collaboration, and (ii) the level 

of research openness can be informed by changing national priorities and 

geopolitical context (Box 1.3). 

Box 1.3	 Research security in the Arctic

Many jurisdictions have defined scientific research as a key element of 

their Arctic policies (Heininen et al., 2020). China has been focusing 

on expanding scientific collaborations with Arctic states in the areas 

of remote sensing, space observations, and climate change research, 

prompting concerns about potential military applications of these 

research activities (Robinson, 2020; Falco et al., 2024; Weisko, 2025). 

Moreover, in recent years, China and Russia have been ramping up their 

collaborations in the Arctic, with Russia increasingly reliant on China 

to fund and support the development of research and infrastructure 

projects due to sanctions imposed by other countries following the 

invasion of Ukraine (Funaiole et al., 2023; GC, 2024a). These trends 

increase China’s presence in the Arctic, which can pose significant 

threats to Canada’s national security (GC, 2024a). The increased 

navigability of the maritime Arctic due to climate change also raises 

national security considerations, including asserting sovereignty in the 

area and bolstering security capacity (SECD, 2023). 

The difficulty of providing clear guidance on identifying and safeguarding 

sensitive ocean research is exacerbated by the fact that ocean sciences are 

broad and encompass “all research disciplines related to the study of the ocean, 

the coast, and their relationships with societies: the natural, health, and social 

sciences, as well as engineering, the humanities, and multidisciplinary 

research” (CCA, 2013). According to the Woods Hole Oceanographic Institution, 

ocean research includes the study of climate and weather, coastal science, 

hazards, ocean chemistry, ocean circulation, ocean life, ocean resources and 
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policy, polar systems, pollution, seafloor, ocean technology, and underwater 

archaeology (WHOI, n.d.). Within each of these areas, there are further research 

specializations. For example, ship tracking is an important field of research in 

ocean technology because it helps ensure maritime safety and informs 

environmental decision-making (Nicoll et al., 2025). Beyond the breadth and 

diversity of disciplines involved, ocean research may also be interdisciplinary 

or transdisciplinary. 

1.5	 Report structure
This report describes measures (i.e., policies, strategies, or frameworks) that 

could help the research community identify and safeguard sensitive research of 

concern while balancing open science and innovation. It then applies these 

measures to ocean and pathogen research. Chapter 2 provides the context for 

the rest of the report by focusing on the research landscape in Canada through 

the lens of security and open science. Chapters 3 and 4 describe measures that 

can help the research community identify and safeguard sensitive research of 

concern throughout the research process—the research design phase, the active 

research phase, and the post-research phase. These measures are then applied 

to ocean and pathogen research through current and hypothetical examples. 

Chapter 5 describes the enabling factors that can help facilitate the measures 

outlined in the preceding two chapters. Chapter 6 summarizes the application 

of measures to ocean and pathogen research, concluding with the panel’s 

high-level reflections. It emphasizes that measures must be adopted holistically 

across all phases of the research process and supported by a system of shared 

accountability to be most effective.
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	Chapter findings

•	 Canada’s decentralized and internationalized research ecosystem 

presents opportunities for conducting world-class research in 

sensitive technology areas that offer significant benefits for scientific 

development and society more broadly. 

•	 There is limited state oversight of non-government-funded sensitive 

research in the current approach to research security and open science 

in Canada. 

•	 The private sector is an important actor in Canada’s research ecosystem, 

and its participation in open science and research security measures is 

necessary to ensure the responsible sharing of all research outcomes. 

•	 The funding of research by foreign multinational entities is outside the 

scope of Canadian federal jurisdiction, which is a gap in the domestic 

approach to research security.

•	 Government efforts to promote the uptake of open science in Canada 

have focused on open-access publications. Measures that support 

responsible management and sharing of research data are new 

and require resources, training, and incentives to be successfully 

implemented across the research ecosystem. 

C
anada’s research ecosystem has produced world-class research, 

including in sensitive technology areas, delivering benefits to science 

and society. However, as the research ecosystem becomes more 

internationalized and decentralized (Section 2.1), governments and institutions 

can lose control over how research, including sensitive research, is conducted, 

safeguarded, and shared (Section 2.2). Governments have implemented open 

science and research security policies to address this problem, but these 

policies need to be better applied and interconnected to fully realize the 

principle that “research should be as open as possible and as secure as 

necessary” (ISED, 2023a) (Sections 2.3 and 2.4). 

2.1	 Research ecosystem actors 
The higher education sector, which includes universities, colleges, polytechnics, 

healthcare institutions and affiliated research institutes, generates much of the 

fundamental research and many of the technological applications that are 

eventually commercialized. Canada’s R&D expenditures in the higher education 
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sector—over $18 billion in 2024 (StatCan, 2024a)—are proportionally higher 

than in most peer countries.6 In 2022, Canada had the second-highest higher 

education R&D intensity (spending as a percentage of GDP) across G7 countries 

(OECD, 2025). The Government of Canada has directed significant investments 

toward maintaining and building on areas of post-secondary research where 

Canada holds leading positions, many of which overlap with potentially 

sensitive areas of research. For example, in quantum technology, Canada is a 

leader in domestic R&D at public institutions, and the federal government has 

recently launched a national quantum strategy (ISED, 2022a; CCA, 2023b). AI is 

another area where the federal government has invested over $2 billion since 

2017 (PMO, 2024a) and pledged over $2 billion more in Budget 2024 (GC, 2024b). 

Post-secondary institutions in Canada are also training graduate students at a 

growing pace: more than twice as many PhDs were conferred in 2022 than in 

2002 (StatCan, 2024b). Canada’s graduate student body is highly international, 

particularly in technologically intensive fields; however, federal caps on 

international students introduced in 2024 and 2025, as well as research security 

policies, may affect this trend (GC, 2025e) (Section 2.4). More than 50% of the 

PhDs conferred in 2021 in STEM and health fields7 were granted to 

international students (StatCan, 2023), who may choose to leave Canada 

following the completion of their studies (CCA, 2021), contributing to the loss of 

opportunities for Canadian research and innovation. Factors such as language 

skills, expensive and lengthy immigration processes, time spent in the country 

of study, as well as socioeconomic and political conditions (in both country of 

study and home country) inform the retention of international PhD graduates 

(Trevena, 2019; Grewal, 2022; Malik et al., 2022; Richardson & Hussain, 2022). 

The private sector (e.g., industry, startups, foreign multinational companies) also 

conducts fundamental and applied research, but, in 2022, Canada’s business 

enterprise R&D intensity was the second-lowest in the G7 (OECD, 2025). Despite 

a relatively low level of research activity, some private research could be 

considered sensitive, necessitating careful oversight and risk assessment. For 

instance, pharmaceutical companies engaged in developing new vaccine 

platforms, such as mRNA vaccines, are working on technologies that prevent 

infectious diseases but can also be used for pathogen engineering, which could 

be detrimental to human health if used for nefarious purposes (Musunuri et al., 

2021; Sandbrink & Koblentz, 2022). As of 2019, it is estimated that 70% of 

6	 According to StatCan (2020) “the higher education sector is composed of all universities, colleges of 
technology and other institute[s] of post-secondary education, whatever their source of finance or 
legal status. It also includes all research institutes, experimental stations and clinics operating under 
the direct control of, or administered by, or associated with, the higher education establishments.”

7	 According to the Statistics Canada categories of “physical and life sciences and technologies,” 
“mathematics, computer and information sciences,” and “health and related fields” (StatCan, 2023). 
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Pathogen and Toxin Licences issued by PHAC were granted to the private sector 

(PHAC, 2020; Gryphon Scientific, LLC, 2023). The panel notes, however, that the 

number of issued licences may not reflect the private sector’s share of pathogen 

research activities. 

Various orders of government participate in the research ecosystem as 

researchers, research funders, and regulators. The federal government sets 

international trade policy (including export controls on goods and technology) 

by creating policy frameworks relating to national defence, competition, and IP 

(GC, 1982, 1985a, 2025f; de Beer, n.d.); conducts R&D and talent development to 

support the private sector and the delivery of public mandates (ISED, 2025); and 

provides national-scale research infrastructure, including 19 research facilities 

funded by the Canada Foundation for Innovation (CFI) (CFI, n.d.-a). PHAC is 

responsible for the administration and enforcement of laws and regulations 

that “promote and protect the health, safety and security of Canadians” and 

minimize the risks of research involving pathogens and toxins (PHAC, 

2022, 2024a).

Provincial and territorial governments have roles in education, intramural 

research, research funding and licensing, the provision of science 

infrastructure and health services, and support for regional centres of expertise 

(CCA, 2017, 2023a). Provincial and territorial jurisdiction over post-secondary 

education complicates the harmonization of research security policies across 

the country (Section 5.1).

As rights-holders, First Nations, Inuit, and Métis are entitled to determine what 

research activities can occur on their Lands, to control data related to their 

territories, Lands, knowledge, and language, and to determine what happens 

with the data and knowledge gained through those research activities (UN, 

2007). Indigenous Peoples also actively participate in research activities as 

knowledge-holders, researchers, and research subjects (GC, 2019a). 

2.2	 Features of the research ecosystem 

Canada’s research ecosystem benefits from international and 
intersectoral collaborations 

Interdisciplinary and intersectoral collaborations are an important feature of 

the Canadian research landscape. Canada has one of the highest rates of 

business investment in R&D performed by the higher education sector among 

members of the OECD, accounting for ~7–8% of funding between 2010 and 2022 

(OECD, 2025). Canada’s research in highly competitive fields such as AI involves 

investments from the public, philanthropic, and private sectors (notably by 
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foreign multinational companies) (Brandusescu, 2021; U of T, 2022; 

Geremia, 2024). 

Collaborations across disciplines or economic sectors are supported through 

granting programs (e.g., Alliance grants, New Frontiers in Research Fund, 

Canada First Research Excellence Fund) to encourage technological 

breakthroughs and high-risk, high-reward research with international and 

domestic private sector partners (GC, 2022c; NSERC, 2024c; CRCC, 2025). The 

Department of National Defence (DND) has been collaborating with the private 

and academic sectors to harness the benefits of innovation. In 2018, DND 

launched the Innovation for Defence Excellence and Security (IDEaS) program 

to enhance national defence and security capacity through demand-driven 

challenges for Canadian innovators (DND, 2023). As of March 2023, IDEaS has 

launched 75 challenges and invested over $330 million in projects. The majority 

of funding has been allocated to small- and medium-sized enterprises (53%), 

academia (27%), and large industry (17%) (DND, 2024a). Researchers within 

government science-based departments and agencies can collaborate 

internationally, including with private sector partners. For example, between 

2012 and 2023, scientists at Fisheries and Oceans Canada co-authored 6,623 

academic papers, 54% of which involved international collaborators and 11% 

included authors affiliated with for-profit organizations (Science-Metrix, 2024). 

Canadian researchers are also active in international collaborations. Based on 

the number of co-authored publications in the Web of Science, the United 

States is Canada’s most frequent collaborator, with 33,841 articles published in 

2020 (Figure 2.1). The United Kingdom and China are second and third, 

respectively. Between 2010 and 2020, collaborations between researchers in 

Canada and China increased by more than 75% (CCA, 2024a), which represents 

a shift from less frequent bilateral collaborations in the early 2000s. The panel 

notes that these publications reflect research collaboration that happened 

before the introduction of federal and provincial research security policies 

(Section 2.4). It is unclear if this upward trend will hold due to the cooling of 

the Canada–China relationship in recent years. The federal government relies 

on official science and technology agreements and partnerships with other 

jurisdictions to cement Canada’s place in the global research community (e.g., 

PMO, 2024b; GC, 1986). For example, in 2024, Canada and the EU signed an 

agreement that allows Canadian researchers and organizations to participate in 

Pillar II of Horizon Europe on the same conditions as their EU peers 

(EC, n.d.-a).
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Figure 2.1	 Canada’s top ten collaborating countries by 

co-authorship

Canada’s top collaborating countries based on the number of co-authored publications in 

Web of Science between 2010 and 2020.

Partnerships and collaborative research are often seen as catalysts for discovery 

and hailed for leveraging complementary skills and resources (TRIUMF, 2018; 

CCA, 2024a). However, Canada’s decentralized research ecosystem is also 
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vulnerable to security risks posed by the growing number of participants 

possessing distinct motivations, values, and incentives. Due to a lack of 

centralized oversight, threats to data, information, knowledge, and IP can arise 

from attacks by malicious actors or accidental disclosure (Wilner et al., 2022). In 

research areas where Canada possesses strengths, the stakes are higher because 

these areas are more likely to attract malicious actors seeking to misuse or 

misappropriate data, knowledge, technology, or IP (e.g., Cyber Centre, 2024a). A 

lack of awareness of threats among researchers or the rejection of standard 

security procedures and protocols can exacerbate these vulnerabilities (Cyber 

Centre, 2024b; ISED, 2024b). 

Sensitive research activities are taking place in locations that are 
increasingly open and outside the jurisdiction of existing government 
oversight 

The history of sensitive research is marked by several examples of technologies 

ubiquitous in civilian life after being discovered or first researched in 

government-funded military or industrial R&D settings. Although the internet, 

global-positioning systems, and AI models are shaped by decades of 

development work across several sectors, all three originated in research 

activities either carried out or funded by the U.S. government (Evan & Hays, 

2006; Mowery, 2010; Lukasik, 2011; Ueno, 2023). Similarly, U.S. military 

procurement programs supported private laboratories, such as Bell Labs, 

working on electronics and semiconductors (Holbrook, 1995; Nokia Bell Labs, 

2022). Technologies and processes developed or funded by the U.S. government 

still feature prominently on export control lists (GC, 2025f). 

In the past several decades, sensitive technologies have also been developed 

independently of government-funded R&D. For example, quantum technologies, 

CRISPR-Cas9, and recent implementations of AI involve early-stage R&D borne 

out of basic research in the academic sector and increasingly funded by the 

private sector (Zhang, 2019; Pannier, 2023; Major et al., 2024). The development 

of technologies with dual-use potential outside of direct state jurisdiction 

reduces governmental control over research activities and the sharing of 

research results. In consulting with foreign policy officials from the European 

Commission, France, and the United States, Pannier (2023) found that 

governments were made uneasy by the significant role played by large 

multinational enterprises (MNEs), since their decisions surrounding the 

location of R&D activities and the choice of partnerships do not take into 

account existing bilateral alliances between states and a state’s sovereignty or 

national security priorities. These challenges can be exacerbated by the fact 

that some profit-seeking entities may be wholly or partially state-owned and 

aligned with foreign government interests (Jin et al., 2022; Libman et al., 2022). 
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The participation of some foreign private companies in sensitive research 

further highlights the vulnerabilities surrounding the loss of research, data, 

knowledge, information, and IP due to malicious actions or inadvertent 

disclosure (Wilner et al., 2022; CSIS, 2024a).

In Canada, MNEs were responsible for the vast majority (76%) of business R&D 

expenditures in 2022, with foreign MNEs accounting for the largest share 

(44%), followed by Canadian MNEs (32%) and non-multinationals (24%) 

(StatCan, 2024c). The funding of research by foreign MNEs is currently outside 

the scope of Canadian federal jurisdiction. In the panel’s view, this represents a 

gap in the domestic approach to research security, which focuses on protecting 

only some publicly funded research. The Business Council of Canada, 

representing over 170 Canadian companies, has suggested that, to ensure 

economic security, the federal government focus its efforts on supporting 

collaborations among Canadian private, public, and academic sectors and on 

adopting policies to replace problematic foreign sources of financing for 

academic research (BCC, 2023, n.d.). A number of enabling factors can bolster 

domestic research security across all sectors while harnessing the potential of 

non-government-funded research and innovation (Chapter 5). 

Arctic research remains a priority for Canada, but comes with 
geopolitical security challenges 

Several foreign jurisdictions have increased their presence in the Arctic through 

strategic policies targeting research, security, or other factors (Heininen et al., 

2020; POLAR, 2020; IARPC, 2021; Gov. of United States, 2022a; Eiterjord, 2023; 

Lipunov & Devyatkin, 2023). These policies are driven by interests and values 

that are not always aligned with those of Canada and may be fraught with 

geopolitical tensions. Adversarial relations among China, Russia, and the 

United States are playing out in the Arctic for strategic reasons and due to gaps 

in Arctic governance (Zandee et al., 2020; Cunningham, 2024; Tatlow, 2024). 

Although Canada relies on international research collaborations to enhance 

knowledge of the Arctic region, including about biodiversity and climate 

change, efforts to establish research partnerships may be hampered by 

geopolitical developments (GC, 2024a). For example, the interruption of 

collaborations with Russia following its invasion of Ukraine has prompted the 

former to cease providing its share of Arctic climate data—describing nearly 

half of the region—to the detriment of widely used climate modelling efforts 

(Breum, 2024). 

The research efforts of other countries in the Arctic present concerns for 

Canada’s national security (Tatlow, 2024) because physical geoscientific data 

collected in the course of research activities can be used to assert presence or 
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dominance in northern geopolitically contested areas (Eiterjord, 2024). The 

expansion of unmanned sensing infrastructure and the establishment of 

satellite ground stations—ostensibly used for scientific purposes (e.g., to 

facilitate data transfer from sensing infrastructure)—is one example of 

sensitive research activities in the Arctic, as collected data can be used for 

military surveillance purposes (Thomson, 2017; Falco et al., 2024). Another 

example is underwater sensing technologies that can be used by foreign actors 

to examine the ocean floor for mineral resources located in the Arctic Ocean 

(Sun et al., 2021; DND, 2024b). It has been argued that China pursues research 

efforts in the Arctic to solidify its position in the region, secure trade routes 

through the Northwest Passage, and explore resources (e.g., Brady, 2017; 

Eiterjord, 2023). 

Pathogen research, which is critical for pandemic preparedness, is 
targeted by malicious actors 

Pathogen research is critical for effective pandemic preparedness, enabling 

early detection, development of diagnostics, therapeutics, and vaccines, and 

evidence-based response strategies (NIAID, 2021). The number of laboratories 

conducting pathogen research has increased since the first identification of 

SARS-CoV-2, the virus that causes COVID-19, in 2019. As of 2023, there were 51 

operating Level 4 laboratories in 27 countries, representing about a twofold 

increase over the past ten years (Global BioLabs, 2023). Canadian laboratories 

that work with pathogens and toxins have made important contributions to 

domestic and international pandemic research, which makes them key targets 

for malicious activities (Cyber Centre, 2024a). During the COVID-19 pandemic, 

the Canadian Centre for Cyber Security and multinational technology 

companies detected an increase in the volume of threat activities against 

Canadian and foreign laboratories and other entities participating in pandemic 

response efforts (Cyber Centre, 2020). In July 2020, Canada, the United States, 

and the United Kingdom released a joint statement on the activities of APT29, a 

cyber espionage group targeting vaccine research organizations to 

misappropriate intellectual property (NCSC et al., 2020). Researchers and 

research organizations continue to be targets of cyber threat activity for 

espionage and financial gain, resulting in the implementation of additional 

measures to safeguard sensitive research of concern (Cyber Centre, 2024a).

2.3	 Open science
Governments support open science mainly for its promises to accelerate 

scientific progress and promote positive societal impact (EC, 2019; GC, 2020; 

UKRI, 2024a). At its core, open science ensures the implementation of an 
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internationally recognized legal principle: that people have the right to enjoy 

the benefits of scientific progress (UNGA, 1948, 1966; ISC, n.d.). In healthcare, 

for example, data-sharing among researchers can lead to more rapid innovation 

and discoveries, resulting in faster access to treatments or cures for rare 

diseases (Rubinstein et al., 2020). Additionally, giving patients access to research 

means they can become more empowered in their care (TOH, 2021). 

To this end, several countries, including Canada, enacted policies mandating 

that publications or other research outputs be shared (e.g., TBS, 2014; ISED, 

2016; OSTP, 2022; cOAlition S, n.d.-a,-b). Within the Canadian government, the 

2014 Directive on Open Government defined new objectives with regard to open 

data, which subsequently led to the Chief Science Advisor’s 2020 Roadmap for 

Open Science that more comprehensively outlines responsibilities of federal 

departments and agencies concerning open science (TBS, 2014, 2018; GC, 2020). 

This roadmap spurred the creation of several coordinated but distinct open 

science action plans across various departments and agencies (e.g., DND & CAF, 

2021; ECCC, 2021; StatCan, 2024d). In the panel’s opinion, the implementation 

of these policies by the Government of Canada is critical for enhancing public 

access to intramural research and the consistent application of open science 

principles across the research ecosystem. 

Open science, however, does not imply universal access; in practice, access is 

often limited and focused on particular aspects of research. Open-by-default 

policies do not grant unfettered access to raw data, and the unconditional 

availability of data and metadata for access and use is considered an exception 

rather than the default at a typical research data repository (CoreTrustSeal 

Standards and Certification Board, 2022). All researchers in Canada must 

comply with federal, provincial, and territorial 

privacy laws and respect the principle of 

Indigenous data sovereignty, which stems from 

the rights of Indigenous Peoples to 

self-governance and self-determination (GC, 

1982; UN, 2007; OPC, 2018; CIHR et al., 2022; 

FNIGC, n.d.). The Tri-Council Policy Statement: 

Ethical Conduct for Research Involving Humans 

(TCPS 2) outlines additional considerations 

relating to confidentiality or other measures to 

restrict disclosure and access to potentially 

sensitive or personal data (CIHR et al., 2022). Compliance with TCPS 2 is 

mandatory for institutions eligible to administer tri-agency funding and for 

researchers conducting tri-agency funded research (CIHR et al., 2022). Within 

the federal government, researchers are urged to respect “privacy, security, 

Open science does not 

imply universal access; 

in practice, access 

is often limited and 

focused on particular 

aspects of research
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ethical considerations and appropriate intellectual property protection” despite 

pursuing an open-by-default posture (GC, 2020). Moreover, some open science 

advocates criticize open-by-default as a potentially imprudent paradigm with a 

narrow ethical justification, particularly given the power of emerging platform 

technologies such as AI (Spitale et al., 2024). 

The Government of Canada’s recent efforts to promote the uptake 
of open science have focused on responsible management and the 
sharing of data

A key component of Canada’s shift to open science involves responsible storage, 

management, and sharing of research data, supported by the Tri-Agency 

Research Data Management Policy (RDM policy) (GC, 2021b; Moher & Cobey, 

2021). This policy, adopted in 2021, requires action on behalf of institutions and 

researchers and encourages data-sharing if it is allowed under applicable 

ethical, cultural, legal, and commercial requirements (GC, 2021b) (Box 2.1). 

Adopting these actions can support both open science and research security by 

requiring consideration of responsible information-sharing.

Box 2.1	 Key elements of the tri-agency 
RDM policy 

•	 Institutional strategy: All post-secondary institutions and research 

hospitals eligible to administer tri-agency funding must publish an 

RDM policy, which includes, among other things, “promoting the 

importance of data management to researchers, staff and students; 

guiding their researchers on how to properly manage data in 

accordance with the principles outlined in the Tri-Agency Statement 

of Principles on Digital Data Management, including the development 

of data management plans,” and “providing, or supporting access to, 

repository services or other platforms that securely preserve, curate 

and provide appropriate access to research data.”

•	 Data management plans (DMPs): Best practices in RDM should 

inform all research proposals submitted to the tri-agency, and 

some proposals must include DMPs that will be considered in the 

review process. DMPs should describe “how data will be collected, 

documented, formatted, protected and preserved; how existing 

datasets will be used and what new data will be created over the 

course of the research project; whether and how data will be shared; 

and where data will be deposited.” DMPs should also assign 

(continues)
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(continued) 

responsibility for managing data, describe succession plans, and 

outline limitations (ethical, legal, and commercial) on data.

•	 Data deposit: By the time of publication, federal funding recipients 

must store in a repository “all research data, metadata and code that 

directly support the research conclusions in journal publications and 

pre-prints that arise from agency-supported research.” The chosen 

repository must ensure safe data storage, preservation and curation. 

The policy also provides that institutional strategies, DMPs, and data 

deposits must advance the principle of data sovereignty with respect to 

“data created in the context of research by and with First Nations, Métis, 

and Inuit communities, collectives, and organizations.”

(GC, 2021b)

According to Moher and Cobey (2021), successful implementation of the RDM 

policy in Canada depends on several factors, including: 

•	 training and education of researchers—developing a core syllabus that 

could be tailored to different institutions and disciplines; 

•	 funding for data-sharing—supporting researchers’ efforts through grants 

and investments in data-sharing services;

•	 audit and feedback—implementing dashboards that monitor data-sharing 

rates and then establishing benchmarks;

•	 meta-science—evaluating progress across and within disciplines and the 

post-secondary research ecosystem; and 

•	 career advancement—using alternative metrics when assessing 

researchers for career advancement. 

This last factor is aligned with the recommendations of the San Francisco 

Declaration on Research Assessment (DORA), which is signed by more than 

22,300 individuals and organizations, including CFI, Canadian Institutes of 

Health Research (CIHR), Natural Sciences and Engineering Research Council of 

Canada (NSERC), Social Sciences and Humanities Research Council (SSHRC), and 

Fonds de recherche du Québec (FRQ) (DORA, 2012; FRQ, 2020; NSERC, 2023). 

Otherwise, efforts made by researchers to share research data and materials 

may not be rewarded or recognized from a professional standpoint to the same 

extent as open-access publications (Moher & Cobey, 2021). 

28 | Council of Canadian Academies

Balancing Research Security and Open Science



In the panel’s opinion, research data management is an important element of 

research security, as it enables researchers to store and use data throughout the 

research process and, when appropriate, share it. Moreover, strong research 

data management practices directly advance the goals of recently adopted 

federal research security policies (Section 2.4) by providing researchers and 

institutions with the means to uphold research integrity (GC, 2024c). 

Before the adoption of the RDM policy, measures to encourage open 
science in publicly funded research have focused almost exclusively on 
open-access publications

Currently, the tri-agency policy requires that publications be open access 

within 12 months (ISED, 2016), although this approach is under review (ISED, 

2023d). In alignment with broader international commitments to maximize the 

quality and impact of research, the FRQ is 

asking beneficiaries to provide immediate 

open access to peer-reviewed publications 

(CoARA, 2022, 2025; FRQ, 2022). Institutional 

open-access mandates may also exist in 

addition to those established by the research 

funder (e.g., SFU, 2023). Despite these policies, 

the participation of Canada’s academic 

research community in open access is 

inconsistent (Moskovkin et al., 2021; Simard 

et al., 2022). Canada’s track record in 

open-access publishing is poor in comparison to that of EU member states and 

other G7 members—approximately half of the articles published between 2015 

and 2019 by authors in Canada are openly available (Paquet et al., 2022; EC, 

n.d.-b). Other open science practices, such as clinical study registration and 

reporting of results, which are key to supporting evidence-based 

decision-making in medicine, are also not widely implemented in Canada 

(Alayche et al., 2023). 

Private companies rely on various mechanisms to limit access 
to research 

For private R&D (including companies borne out of academic research), sharing 

access to research or research data proceeds differently, and the government 

lacks the levers of tying funding requirements to open-access policies. Access 

to research in the private sector involves incentives and motivations that are 

less well-defined than those of government-funded researchers. Knowledge, 

software, research results, and data are all critical, intangible assets for 

businesses, particularly in the tech marketplace (Asselin & Speer, 2019; Lamb & 

Strong research data 

management practices 

directly advance the goals 

of recently adopted federal 

research security policies
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Munro, 2020). Remaining competitive requires strategic decisions surrounding 

the disclosure and protection of these and other assets that comprise a 

company’s IP. 

Some economically valuable research outputs are kept confidential and 

considered trade secrets, which are a key component of IP strategy for 

businesses (WIPO, n.d.). Partnership agreements between academic researchers 

and the private sector can invoke trade secrets or confidentiality to make 

exemptions to open-data policies (Plomp et al., 2019; MESR, 2021). 

Non-disclosure agreements are also commonly used to enforce confidentiality 

in the private sector (EC, 2022; van der Molen et al., 2023). Moreover, the 

disincentive to share data in partnerships may be heightened due to legal 

repercussions for misappropriating trade secrets under major North American 

free trade agreements (Malone, 2021; Akhtar, 2024). 

These factors do not always result in the private sector withholding research 

results unconditionally. Instead, some strategic considerations (e.g., potential 

monetization of research outcomes) can guide decisions to share openly 

(Pannier, 2023). In AI research, for example, some large technology developers 

espouse openness and publish vast amounts of software and data (e.g., 

Heikkilä, 2024), while their competitors pursue an opposite course due to 

perceived opportunity costs resulting from excessive transparency (Heaven, 

2023; Pannier, 2023; Tiku & de Vynck, 2023; Yao, 2023). 

2.4	 Research security 
In response to the growing number of security risks faced by Canada’s research 

ecosystem, different orders of government have ramped up its research security 

efforts to manage the misappropriation and undesirable use of research 

generated in Canada. 

2.4.1	 Federal policy environment

While biosecurity has been a focal point of security efforts for several decades, 

in 2021 and 2024, the Government of Canada implemented two main policies—

the National Security Guidelines for Research Partnerships (NSGRP) and the 

Policy on Sensitive Technology Research and Affiliations of Concern (STRAC)—

that leverage federal research funding in order to place limitations on research 

partnerships in diverse sensitive research areas.
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The STRAC policy prohibits those aiming to advance sensitive 
technology research areas from maintaining active affiliations with 
named research organizations

The STRAC policy, which came into force in 2024, introduced additional 

eligibility criteria for federally funded research partnerships. Research projects 

are ineligible for federal funding if they meet two criteria: (i) a member of the 

research team has an active affiliation with or receives funding and/or in-kind 

support from a foreign named research organization (NRO) “connected to 

military, national defence, or state security entities that could pose a risk to 

Canada’s national security” (ISED, 2023e); and (ii) research is being advanced in 

one of the defined sensitive technology areas (ISED, 2023b). Although the 

requirements on affiliation, funding, and in-kind support apply to the entire 

research team, only researchers with named roles must submit an attestation 

on meeting the requirements of the STRAC policy (ISED, 2023f)—potentially 

leading to confusion about who is accountable and what is expected from other 

team members. 

The STRAC policy defines the list of NROs and technology areas that it 

considers sensitive in order to provide guidance to researchers carrying out 

self-assessments when applying for federal research funding (ISED, 2023f). The 

list of NROs was developed by Public Safety Canada (PS) based on a number of 

disclosed and confidential indicators (PS, 2023). One disclosed indicator is if an 

institution publicly states it is conducting research for a foreign military or 

security agency. Private companies are currently excluded from the list, and 

other mechanisms, like the NSGRP, are used to manage potential risks in 

private sector collaborations. 

The list of sensitive technology areas was developed by PS in cooperation with 

other federal departments and agencies and includes technologies that can be 

used by malicious actors to “degrade Canadian or allied security or defence 

efforts or enhance an adversary’s security or defence efforts” (PS, 2023). These 

technology areas are:

•	 Advanced digital infrastructure technology

•	 Advanced energy technology

•	 Advanced materials and manufacturing

•	 Advanced sensing and surveillance

•	 Advanced weapons

•	 Aerospace, space and satellite technology

•	 Artificial intelligence and big data technology

•	 Human–machine integration
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•	 Life science technology

•	 Quantum science and technology

•	 Robotics and autonomous systems

ISED (2023b)

Recognizing that these are broad subject areas, the STRAC policy also contains 

subcategories and examples to provide a degree of specificity for researchers 

(ISED, 2023b). For example, the category of life science technology includes two 

subcategories—biotechnology and medical and healthcare technology—which, 

in turn, contain more specific research areas covered by the STRAC policy (e.g., 

biomanufacturing, synthetic biology, gene therapy) (ISED, 2023b). This list 

doesn’t apply to “ubiquitous and widespread” technologies, unless there is a 

concern that novel applications of such technologies can pose risks (PS, 2023). 

The lists of NROs and sensitive technologies are evergreen and adapted to 

technological developments through ongoing efforts of several government 

departments and agencies (PS, 2023). In this dynamic landscape, the 

application of the STRAC policy requires a case-by-case analysis by researchers 

and post-secondary institutions. In 2025, the Government of Canada released a 

Sensitive Technology List (STL), which includes the same 11 categories of 

technology as found in the STRAC policy, but provides more detailed 

information and examples for each category. The STL is not directly related to 

research security policies, but it could be used to update future iterations of the 

STRAC policy (GC, 2025g). 

The NSGRP includes national security considerations in the creation, 
evaluation, and funding of research 

In 2021, the Government of Canada released the NSGRP (ISED, 2021), which 

aims to protect Canada’s research ecosystem from “foreign interference, 

espionage, and unwanted knowledge transfer that could contribute to 

advancements in military, security, and intelligence capabilities of states or 

groups that pose a threat to Canada; or disruption of the Canadian economy, 

society, and critical infrastructure” (ISED, 2023a). The NSGRP applies to a 

number of federally funded research programs, including, but not limited to, 

research partnerships supported by the tri-agency (ISED, 2023a). These include 

NSERC Alliance grants, CIHR Project Grant program, Tri-agency Institutional 

Programs Secretariat Canada Biomedical Research Fund (Stage 2); organizations 

funded through the Strategic Science Fund (e.g., Genome Canada); and all 

research funded through CFI, except the College Fund (Genome Canada, 

2024a,b; NSERC, 2024b; CFI, n.d.-b). Although the exact timelines for applying 

the NSGRP to some CFI programs, including the Major Science Initiatives Fund, 

have not yet been determined, some research facilities have taken steps to 

32 | Council of Canadian Academies

Balancing Research Security and Open Science



enhance research security in alignment with both the NSGRP and the STRAC 

policy (CFI, n.d.-b; CLS, n.d.; GlycoNet, n.d.). 

The NSGRP covers more types of research security risks than the STRAC policy 

and extends to 11 sensitive technology research areas, as well as to other areas 

listed in Annex A, including critical minerals, critical infrastructure, large 

datasets, and personal data that “can be considered sensitive” (ISED, 2023a). 

Research funding applicants must submit a risk assessment form with their 

grant application if their funding opportunity falls under the NSGRP and they 

plan on conducting research with a qualifying partner (ISED, 2024a). What 

constitutes a qualifying partner depends on the funding opportunity, creating 

complexities and uncertainties for funding applicants (U of A, 2024a) (Table 

2.1), though some harmonization is in progress. 

Table 2.1	 Some examples of definitions of private-sector partner 

under the NSGRP, depending on research funder 

Research funder Definitions

Tri-agency “Private sector partner organizations involved in the proposed 
research project, including industrial associations and producer 
groups” (NSERC, 2024b).

CFI •	“Has an active role in the research activities described in the 
proposal (e.g., sharing of intellectual property, providing 
expertise, actively participating in research activities, 
contributing financially to the research activities); or

•	houses part or all of the research infrastructure; or

•	contributes more than $500,000 to the infrastructure through 
a cash or in-kind contribution to any single item” (CFI, n.d.-b).

Genome Canada 
(funded through the 
Strategic Science Fund)

“A for-profit organization, or an organization that assists, 
supports, connects and/or represents the common interests 
of a group of for-profit, incorporated organizations, such as 
an industry association or a formal or informal consortium” 
(Genome Canada, 2024b). 

Lists of dual-use items, sanctioned persons, and sanctioned entities 
limit research collaborations, as well as the transfer and sharing of 
technologies and research results

Federal restrictions on research are typically limited to lists, whether of 

individuals, institutions, or areas of research. These are subsequently 

referenced in various regulations. For example, to ensure biosecurity, the 

Government of Canada has adopted a list of security sensitive biological agents 

(SSBAs) and imposed licensing requirements and other security measures on 

facilities and researchers working with them (GC, 2009, 2024d; PHAC, 2023). 

Lists of dual-use items, sanctioned persons, and sanctioned entities limit 

research collaborations, as well as the transfer and sharing of technologies and 

Council of Canadian Academies | 33

The Research Landscape in Canada | Chapter 2



research results. These lists are adopted under the Export Control List (GC, 2021c), 

the Human Pathogens and Toxins Act (GC, 2009), the Human Pathogens and Toxins 

Regulations (GC, 2024d), the Nuclear Safety and Control Act (GC, 1997), the Nuclear 

Non-proliferation Import and Export Control Regulations (GC, 2010), and other laws 

and regulations.

Despite significant progress in the field of research security, these policies and 

approaches have limitations. Biosecurity measures, lists of dual-use items, and 

sanctioned persons and entities provide fragmented federal jurisdiction over 

research security (Wagner & Zaia, 2023). Moreover, research security policies 

that are attached to federal funding omit significant parts of the research 

enterprise funded through other sources, such as the private sector (Flagg & 

Arnold, 2021). The current approach is also insufficient to prevent the transfer 

of sensitive technologies—developed with public funding—to entities of 

concern through commercialization, thereby posing risks to national and 

economic security (SRSR, 2024). Regardless of the research area, advancements 

in R&D and the application of rapidly developing technologies such as AI and 

quantum may create new circumstances in which identifying sensitive research 

becomes challenging, and list-based approaches become outdated 

(Section 3.2.1). 

2.4.2	 Subnational initiatives

A growing number of related research security requirements have been 

imposed by provincial governments. The Government of Ontario has 

implemented its own research security measures attached to research funding 

(Gov. of ON, 2023). These measures establish risk assessment and mitigation 

procedures for all publicly funded research projects and require that applicants 

(including universities) disclose their international partnerships to the province 

(Gov. of ON, 2023, 2024a) (Section 4.1.2). Additionally, in Ontario, research 

security is emerging as a new accountability metric for provincial operational 

funding received by universities (e.g., U of T, 2025). Meanwhile, the Government 

of Alberta has ordered that the four comprehensive academic and research 

universities in the province (University of Alberta, University of Calgary, 

University of Lethbridge, and Athabasca University) pause agreements with 

China that involve graduate student research, visiting researchers, and 

post-doctoral fellows in sensitive research areas identified in Annex A of the 

NSGRP (U of A, 2024b). As part of the 2024–25 competition, Alberta’s Research 

Capacity Program requires that applicants for some funding streams uphold 

measures to safeguard research (Gov. of AB, 2024). If these grants support 

inter-institutional projects, research security requirements apply to researchers 

from institutions outside Alberta. Divergent approaches such as these can 
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complicate the consistent implementation of research security measures across 

the country (UCalgary & U of A, 2023) (Section 5.1). 

Canadian universities have been ramping up research security efforts

Canadian universities have played an important role in the development of 

government research security policies. The Government of Canada-Universities 

Working Group on Research Security, first established in 2018, has been 

instrumental in developing the Government of Canada’s Safeguarding Your 

Research Portal and the NSGRP (U15, 2023). Institutional policies on research 

integrity and responsible conduct of research have laid the groundwork for the 

development of risk management frameworks, policies, and practices, including 

those associated with international collaborations and policies for the 

protection of research data, research results, and IP (U15, 2023). 

While research support services at universities have experience dealing with 

sensitive data and research, federal, provincial, and territorial policies 

encourage universities to adopt a broader geopolitical lens in their approach to 

research security (Owens, 2023a). To enhance existing research support 

services, universities have established high-level administration roles focused 

on research security and created research security units. These staff have been 

more heavily involved in vetting research proposals in sensitive technology 

areas and screening foreign research partners and international collaborations 

(Owens, 2023a). These efforts have been made possible through dedicated 

Government of Canada funding provided in Budget 2022 and allocated through 

the Research Support Fund to 51 universities in 2024–2025 (GC, 2024e,f). The 

allocation method—based on the amount of research funding received by 

post-secondary institutions from the federal government—has resulted in 

significant differences in capacity and subsequent approaches across 

institutions (GC, 2024e; TIPS, 2024). The establishment of new administrative 

offices and functions requires additional funding, particularly at small- and 

medium-sized universities, healthcare institutions and affiliated institutes, and 

at colleges and polytechnics (Section 5.2). 

The panel acknowledges the real tensions between open science and research 

security while stressing that it is not a zero-sum issue. In Canada, policies 

governing data-sharing in the two areas of interest—pathogen research and 

ocean research—reflect the interconnectedness between open science and 

research security (Section 4.3.2). For example, the Canadian Biosafety Guideline: 

Dual-Use in Life Science Research acknowledges that the decision to 

communicate the results of research involving SSBAs is rarely clear-cut. A 

well-developed communication plan outlining what will be communicated, to 

whom, how, and when is essential for achieving a balance between openness 
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and the need to protect sensitive information (PHAC, 2018a). The Ocean 

Networks Canada Data Policy underscores a default position of openness with 

exceptions based on clearly defined security, ethical, or legal concerns, 

including personally identifiable information, Indigenous partnerships, military 

or national security concerns, endangered species protection, or sensitive 

technology (ONC, 2021a).

The uptake of open science may be low in Canadian academic research due to 

the relative absence of strong research security policies. In France, open 

science practices are comparatively more widely employed despite strict 

research security rules (Owens, 2023b; CNRS, 2024). Infrastructure and 

compliance measures, such as the French Open Science Monitor, may have 

contributed to boosting the uptake of open science among researchers (MESR, 

2023; Owens, 2023b). Given that the majority of research is presumably not 

sensitive and that Canada lags in data-sharing, policy-makers should expect to 

make progress in both research security and accessibility while monitoring and 

disentangling true areas of tension.
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	Chapter findings

•	 Various risk factors are used to identify sensitive research, and a 

combination of those, as well as the use of additional tools such as 

lists, risk assessments, and specialized expertise, can further determine 

if sensitive research is of concern. Researchers, institutions, and 

governments share accountability and responsibility for these activities.

•	 Tension exists between researchers’ desire for clear and delineated 

guidance on how to identify sensitive research (e.g., lists) and those of 

policy-makers and research security experts, who prefer dynamic and 

responsive assessments of sensitivity. 

•	 The level of sensitivity of research may change throughout the research 

process; identification measures may be repeated prior to, during, and 

after each research phase, involving all actors in the research system in 

greater or lesser capacities at various stages.

•	 Institutional or regional expert committees to assess the sensitivity of 

research can be successful in offering a combination of domain and 

research risk knowledge, providing support to researchers. They can also 

be an additional mechanism to identify sensitive research throughout the 

research process. 

T
he first step in operationalizing research security measures is 

identifying sensitive research and determining when it becomes of 

concern. This step is challenged by the rapid pace of development and 

diffusion of emerging technologies—which heightens prospective tensions—as 

well as by ongoing shifts in the geopolitical landscape (Kosal, 2020b). For every 

researcher’s goal to publish a novel application, there could conceivably be a 

new avenue for misuse (e.g., DiEuliis & Giordano, 2017; Spitale et al., 2024). The 

level of research sensitivity has implications for the level of openness and 

access to research outputs; determining where on the continuum of fully open 

to completely closed the research and data sit is essential, and this judgment is 

influenced by the sensitivity of research. Similarly, determining the point at 

which sensitive research becomes of concern is impacted by several factors 

(Section 3.1) and is influenced by documented risks, as well as the risk 

perception of the actors responsible for the identification of sensitive research. 

Recall, defining sensitive research as a type that is of concern requires analysis 

of whether it can be misappropriated or misused immediately or in the future, 

with minimal or no modifications (Section 1.2). Several of the factors for 

38 | Council of Canadian Academies

Balancing Research Security and Open Science



identifying sensitive research discussed below (Section 3.1), when considered in 

isolation or in combination, can also indicate that research is of concern. 

Additional tools are available to help assess whether a research project is of 

concern (Section 3.2). 

A growing variety of research activities are now subject to research security 

frameworks (e.g., ISED, 2023f; EC, 2024a), which require capacity to assess and 

manage risk in rapidly evolving contexts and 

in areas where it was previously not needed 

(Chapter 5). The current approach to identifying 

sensitive research involves several actors in the 

research ecosystem, including researchers, 

institutions, and governments. Research 

security frameworks have been developed to 

help determine where research falls on the 

spectrum of sensitivity.

Frameworks to identify sensitive research 

typically advocate for risk-based approaches 

that balance academic freedom and open 

science with research security, and therefore 

aim to avoid scenarios where researchers forego publication or avoid projects 

for purely precautionary reasons (MPG, 2017; CNRS, 2024). For instance, in the 

United States, the Federal Select Agent Program has seen the number of 

registered entities decline from 247 in 2019 to 226 in 2023 (HHS et al., 2020, 

2024). In the panel’s experience, this drop may be due to the increased level of 

scrutiny and administrative burden that deters researchers from engaging in 

this type of research. Thus far, evidence on the impact of emerging frameworks 

in Canada is limited, but the NSGRP (Section 2.4.1) pilot found that 

approximately 4% of proposals processed over a one-year period warranted a 

national security assessment by partner agencies (ISED, 2023c). The panel 

notes, however, that without dedicated 

monitoring and tracking of the impacts of 

research security (and open science) 

directives, it is difficult to determine their 

effectiveness and best practices for 

implementation (Section 5.1). 

Social sciences and humanities research is 

largely excluded from sensitive research 

policy in Canada (with some exceptions, e.g., 

the advancement of AI tools to analyze 

population data), which instead focuses on 

A growing variety of 

research activities are 

now subject to research 

security frameworks, 

which require capacity to 

assess and manage risk in 

rapidly evolving contexts 

and in areas where it was 

previously not needed

Social sciences and 

humanities research is 

largely excluded from 

sensitive research policy in 

Canada. Nevertheless, data 

collected in these fields 

could be used nefariously
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the advancement of technologies or risks associated with partnerships (ISED, 

2023a,f). Nevertheless, data collected in these fields could be used nefariously 

(e.g., as a source of disinformation or propaganda, to track dissident behaviour) 

(Spitale et al., 2024). Risks to researchers themselves—and their academic 

freedom—are also features of sensitive research in social sciences and 

humanities, in particular when researching topics associated with foreign state 

interference or influence (e.g., Harlan, 2019). The policy gap stemming from the 

exclusion of social sciences and humanities disciplines—explicitly or de facto—

from existing research security frameworks has been raised in France, with a 

recommendation for their inclusion in some national research security policies 

(Gattolin, 2021). Moreover, methodologies and practices used within the social 

sciences (e.g., psychology, economics, sociology, political science) may be 

instrumental in designing and understanding evidence-based practices in 

research security (Dao et al., 2024) and promoting uptake through institutional 

or cultural change (Huising & Silbey, 2018; Huising, 2019) (Section 5.4). 

To address this gap, the definition of sensitive research of concern (Box 1.1) 

adopted by the panel encompasses threats to public health and safety, inclusive 

of privacy and ethics—not least of which are the rights expressed in UNDRIP, 

which asserts that Indigenous Peoples have the right to own and control 

information and data about themselves (Section 1.3). Researchers in the social 

sciences and humanities may already be aware of ethical or privacy risks, but 

not necessarily consider their research to be sensitive in terms of national 

security. In the panel’s experience, for example, developing databases for health 

organizations requires addressing risks through security measures and 

platform design, and openness is constrained more by privacy and 

jurisdictional issues than by risks to national security. This tension complicates 

the identification of sensitive research.

Certain factors relating to potential risks can 

alert researchers, institutions, and governments 

that further analysis is needed to determine 

the level of sensitivity and whether the 

research is of concern. Identification of some of 

these factors may immediately lead research to 

be recognized as sensitive and of concern (e.g., 

weapons research), while others require 

additional analysis or clarification through the 

use of various tools (e.g., as a component of 

risk assessment; Section 3.2). This chapter 

discusses some of these factors, as well as tools 

that can then aid the research community in 

Certain factors relating 

to potential risks can 

alert researchers, 

institutions, and 

governments that 

further analysis is 

needed to determine 

the level of sensitivity 

and whether the 

research is of concern
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understanding the level of risk and next steps for safeguarding research at the 

appropriate level. These tools are applied to examples and scenarios in 

pathogen and ocean research, both in terms of how they are being used in 

Canada and how practices may be implemented in the future. They can be 

found throughout this chapter and the next in the boxes entitled Application 

of measures.

3.1	 Factors that make research sensitive 
A variety of factors can signal to researchers that certain types of research may 

be sensitive and warrant additional assessment to determine whether research 

is of concern, as well as the level of exposure to risk and potential mitigation 

strategies. For example, research partnerships with individuals or institutions 

outside of Canada are common and encouraged, yet they may be considered 

sensitive due to risks associated with potential bad actors, regardless of 

nationality. It is critical to note, however, that the level of sensitivity may be 

determined to be very low and only warrant safeguarding measures such as 

basic cybersecurity protections for all partners involved. Another factor is the 

direct threat to human health or safety; working with certain pathogens 

immediately signals that the research is of concern, and the researcher can 

consider the best ways to safeguard their research (Chapter 4). 

The two research focus areas discussed in this report may be subject to several 

unique triggering factors. For example, pathogens research is sensitive because 

much of the work could negatively impact people if misused. The factors to 

gauge whether it is of concern and the level of appropriate safeguards are 

context-specific and may be determined by using tools such as risk 

assessments (Section 3.2.2). The risk assessment may require the researcher to 

think about the transmissibility of certain pathogens, which would then lead 

the research to be classified as both sensitive and of concern. Ocean research, 

as a broader and less clearly delineated field of study, is subject to different 

types of factors that indicate potential risks. For instance, the sampling 

frequency of certain signals may vary in sensitivity, where a low sampling rate 

is considered sensitive but not of concern (e.g., bottom hydrostatic pressure 

sensors monitoring tsunami waves), whereas a higher sampling rate may pick 

up activity that is sensitive in nature and may provide enough detail to classify 

the data as of concern (M. Paulson, personal communication, 2025). In both 

research areas, the assessment focuses on whether the research can be 

misappropriated or misused immediately or in the future, with no or 

minimal modifications.
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Table 3.1 provides a range of factors that indicate research sensitivity, some of 

which may be broad and widely applicable, while others are more domain 

specific. These may provide the initial signal to a researcher that their research 

is (i) sensitive, (ii) sufficiently risky to also potentially be of concern, or (iii) 

certainly of concern when specific factors are combined. The panel notes that 

this table is not exhaustive, and many other factors may be used across the 

research ecosystem. Furthermore, these factors are not equivalent in their 

relative levels of sensitivity, and they vary depending on the context 

and project.

Table 3.1	 Sensitive research factors

Factor Rationale and applicability Tools for identification

Partnerships 

Situations where researchers 
are collaborating with 
individuals or organizations 
outside of their own 
institution or Canada. 

Researchers can consider whether 
partners and their affiliates are 
subject to influence, interference, 
or control by malicious actors 
(including foreign governments), 
which may “pose a national 
security risk by using the research 
knowledge, technology, and 
intellectual property” (ISED, 
2024a).

Lists (e.g., in STRAC)

Risk assessments (e.g., 
due diligence)

Research concerning 
Indigenous Peoples

UNDRIP states that 
Indigenous Peoples have the 
right to self-determination 
in all aspects of research 
that affects them, their 
knowledge, and their Lands 
(UN, 2007). 

Researchers working with 
Indigenous people, or on the Lands 
of Indigenous Peoples, are required 
to consult and collaborate with 
the Indigenous communities or 
individuals concerned to ensure 
that research is being undertaken 
respectfully, ethically, and in line 
with the desires of the communities 
in question. 

Specialized expertise 
(e.g., research ethics 
boards, research 
permits)

Research on humans

Any research funded by the 
tri-agency is subject to the 
Tri-Council Policy Statement: 
Ethical Conduct for Research 
Involving Humans (TCPS 2) if 
it involves human participants 
or human biological materials 
(CIHR et al., 2022).

Research identified under these 
conditions is subject to ethics 
board approval, which in turn 
may involve stipulations for 
safeguarding research. 

Specialized expertise 
(e.g., research ethics 
boards, research 
permits)

Geography 

Research taking place in a 
specific geographic location.

Research location may impart 
a certain level of sensitivity, 
regardless of the type of research 
and who conducts it. The Arctic, 
for example, is both the subject 
of increasing geopolitical tension 
as well as the homeland of many 
Indigenous Peoples.

Risk assessments

(continues)
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(continued)

Factor Rationale and applicability Tools for identification

Technology readiness level 
(TRL)

TRLs are systematic metrics 
used to assess the maturity 
of a particular technology, 
ranging from fundamental 
research to commercial 
availability (JASON, 2024).

TRL assessments have been 
suggested to evaluate the potential 
impact of technologies at different 
stages of development on national 
security (EC, 2021a; JASON, 
2024). High-TRL items or related 
knowledge may require additional 
safeguarding measures given the 
relative ease with which the threat 
or impacts of misuse might be 
realized.

Risk assessments

Potential harmful 
applications of research 

Project-specific assessments 
to evaluate future harmful 
applications of research, 
such as dual-use potential 
or unethical applications 
(JASON, 2019; Gov. of New 
Zealand, 2020, 2022).

The potential impact of research 
on economic and national security 
(e.g., increasing the offensive 
military potential of foreign nations, 
weakening domestic defensive 
capacity) is often identified as a 
separate factor that should be 
considered during risk assessments 
(CNRS, 2024; NPSA & NCSC, 2024).

Lists, risk assessments, 
specialized expertise

Large datasets, geospatial 
data, and personal data 

Researchers are encouraged 
to exercise extra care 
when working with large 
datasets and personal data 
(e.g., identifiable health 
or genetic data, biometric 
data, financial data, private 
communications) (ISED, 
2023a). 

Geospatial data may also 
be sensitive, in particular 
high-resolution data that may 
accurately identify sensitive 
objects (e.g., U.S. GAO, 
2022).

Datasets “may be analyzed 
to reveal patterns, trends, 
and associations, especially 
related to human behaviour and 
interactions [that may have] 
ethical, commercial, or legal impact 
on the individual, domestic, or 
international level” (ISED, 2024a). 
There may also be potential ethical 
concerns arising from misuse of 
research data (GC, 2021d).

Risk assessments, 
specialized expertise 
(e.g., ethics review)

Institutional or national 
strengths

Institutions or nations with 
strengths in particular areas 
or disciplines may consider 
these areas to be sensitive, 
particularly for economic 
security.

Research areas where the 
institution or nation may have 
world-leading capacity, or that hold 
a particularly high value for other 
reasons (Gov. of Netherlands, 2022; 
VU Amsterdam, 2023).

Lists, risk assessments 
(e.g., asset analysis), 
specialized expertise 
(e.g., institutional 
review bodies)

Risks to researcher safety

Research that may result 
in harms to researchers, 
stemming from the topic of 
their research (e.g., violations 
of academic freedom). 

Threats to academic freedom, 
involving research on topics that 
may be considered sensitive 
by certain governments (e.g., 
criticism of government policies) 
or in locations undergoing conflict, 
where researchers are at risk of 
physical harms or persecution (Gov. 
of Netherlands, 2022; Heathershaw 
et al., 2022).

Risk assessments
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Some of the factors listed in Table 3.1 are broad but are intended to stimulate 

context-specific assessments that account for the nature of the research and its 

participants. These can be guided by information, resources, and case studies, 

providing the necessary tools for investigators to self-assess risks to their 

research programs (e.g., GC, 2021d,e,f) as well as risk exposure, which is 

influenced by factors ranging from participation in foreign talent or 

recruitment programs to failures in establishing effective training and 

compliance protocols for biosafety or cybersecurity (GC, 2024g). 

3.1.1	 Challenges for identifying sensitive research

Differences in risk perception and conflicting incentives complicate the 
role of researchers in identifying research as sensitive

Some identification criteria may not align with the incentives of grant 

applications. Asking researchers to objectively assess the future impact of their 

research could be challenging because the incentive to exaggerate the work’s 

impact may be in tension with the desire to potentially avoid national security 

scrutiny. In the panel’s view, training researchers to anticipate potential 

challenges and threats (Section 5.2) and then developing strategies to address 

them proactively (Chapter 4) can help ensure that research remains both 

innovative and secure. 

Moreover, asking researchers whether their projects can be considered sensitive 

places the burden of identifying sensitive research entirely on researchers, who 

may not be aware of the broad potential risks associated with their activities 

(Kosal & Huang, 2015; Evans et al., 2022). France, for example, largely exempts 

researchers from this activity and instead transfers responsibility for 

identification to specialized government bodies (CNRS, 2024). An additional 

challenge that can occur, in the panel’s experience, involves situations where 

researchers may not be made aware of a known vulnerability, since disclosure 

of its existence presents a security risk and therefore is not shared. Increasing 

transparency and enhancing partnerships with academia, Indigenous 

governments and organizations, and the private sector are key goals for the 

Canadian Security Intelligence Service (CSIS), which may help to overcome this 

barrier in the future (CSIS, 2024b).

In addition to procedural challenges in this area, decisions surrounding the 

level of tolerable risk will be influenced by risk perception; discrepancies exist 

between real and perceived risks (Dao et al., 2024). In the biosecurity context, 

risk perception has been shown to be both inconsistent and variable across the 

general population as well as among communities of experts (Engel-Glatter & 

Ienca, 2018; MacIntyre et al., 2020). These issues impact the governance of 
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emerging technologies (e.g., AI; Brenneis, 2024) and contribute to challenges in 

consistently interpreting and managing risk. This also relates to research 

involving Indigenous partners, who may identify, perceive, and prioritize 

research risks differently. For example, the First Nations Data Centre On-Site 

Policies and Procedures Guide requires that researchers consider potential 

harms to communities, and privacy issues pertaining to groups rather than 

individuals (FNIGC, 2021, 2024). Unfamiliarity with the nature of harms to 

communities or collective rights could therefore raise tensions when 

considering research risks alongside economic, national security, or other risks. 

Factors for identifying sensitive research are constantly evolving, 
warranting re-assessment of research at every stage 

Once research projects have been conceived, funded, and are underway, there is 

still value in conducting regular assessments of potential risks, especially 

when the participants or parameters of research change, or unexpected results 

arise. For instance, increased tension in a geographic area (e.g., the Arctic) or 

evolving political situations with partnering countries (e.g., the United States) 

can have knock-on effects for the likelihood 

and impact of certain risks to research, 

increasing its sensitivity and potentially 

making it of concern. Alternatively, some 

research that is considered sensitive may no 

longer be considered as such, and safeguards 

may become more relaxed or removed 

altogether. The sensitivity of research may 

therefore change throughout the research 

process, and identification measures benefit 

from ongoing review—it is important to 

consider that tools such as lists and risk assessments are essentially snapshots 

in time and may not reflect the risk landscape at every point in the lifespan of 

a research project. 

Additionally, different actors in the research system will play varying roles as 

the research progresses. While research is ongoing, top-down government 

oversight will become less engaged in the process, and researchers may be 

required to self-assess risks as their research progresses. Institutional bodies, 

such as expert committees or research security offices, may be called upon to 

provide support for researchers who require assistance adequately 

characterizing the sensitivity of their research throughout the research process. 

Tools such as lists and risk 

assessments are essentially 

snapshots in time and may 

not reflect the risk landscape 

at every point in the lifespan 

of a research project

Council of Canadian Academies | 45

Identifying Sensitive Research of Concern | Chapter 3



3.2	 Measures and tools for identifying sensitive 
research of concern

Factors indicating that research may be sensitive and of concern can be 

clarified, analyzed, and compared using specific tools. These tools can be 

standalone (e.g., lists addressing one aspect of sensitivity) or combined to fully 

explore the risk landscape. For example, the appearance of a research area on a 

critical technologies list may then require a risk assessment to determine the 

level of sensitivity and types of risks most likely to manifest, indicating 

whether or not the research is of concern. Three broad categories of tools for 

identifying sensitive research of concern are discussed below: lists, risk 

assessments, and specialized expertise mechanisms. 

3.2.1	 Lists

A common tool for helping researchers determine whether their research is 

sensitive or sensitive of concern is a list. Lists are often top-down approaches; 

what is included on a list is determined by a government or institution 

(through risk assessment processes of their own) and is then implemented by 

researchers or institutions, depending on the context. Lists reflect a range of 

sensitivity factors. Relationships with foreign jurisdictions are guided by export 

control, permitting, and sanctions lists. Lists may also be combined to indicate 

a higher level of concern. The STRAC policy, for instance, comprises two lists 

(Section 2.4.1); if a researcher is aiming to advance an area on the sensitive 

research list but not with a named research organization (NRO), then no further 

actions are required under the policy. Sensitive research of concern is signalled 

when two factors (advancing specific technologies and partnering with NROs) 

are combined, and the safeguarding measure is deterring the researcher from 

conducting this research by withholding funding. 

List-based approaches are common across jurisdictions for identifying 
research that may pose harms to individuals and populations

In various contexts, lists are employed to provide accessible measures for 

identifying sensitive research: trade controls regulating dual-use goods, items, 

and research activities with sanctioned people and entities; lists of sensitive 

research areas, technology areas, or critical technologies (e.g., STRAC policy; 

Section 2.4.1); lists of entities or affiliations of concern; and lists of SSBAs, 

which are relevant to biosafety and biosecurity (GC, 1992, 2025f; Gov. of France, 

2020; ISED, 2023f; BIS, 2024; Gov. of Australia, 2024; Gov. of New Zealand, 

2024). A 2024 Parliamentary committee report (The Nexus Between Science and 

National Security in Canada: The Case of the National Microbiology Laboratory 

in Winnipeg) recommends expanding the list of NROs of concern and creating 
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an additional list of trusted jurisdictions with whom IP and research may be 

shared more freely (CACN, 2024), which would support open science principles. 

Canada already provides lists of countries that are exempt from export controls 

for certain goods (GC, 2021c), but this may be expanded to include provisions 

for rapidly advancing technologies, as has been reflected in amendments to 

export controls (GC, 2025h,i). 

Working with pathogens and toxins on SSBA lists necessitates adhering to 

requirements for researchers and research facilities relating to licensing and 

security clearances (e.g., Gov. of Australia, 2013; PHAC, 2018a). While lists of 

dual-use goods and SSBAs are largely standardized pursuant to international 

non-proliferation treaties, other lists are tailored to address domestic security 

concerns. These lists, however, share some commonalities relating to the 

identified areas of research (e.g., emerging technologies) and the jurisdictions 

of affiliation of research partners (e.g., China, Iran, North Korea, Russia). Many 

allied jurisdictions have adopted lists of sensitive research areas or 

technologies, which vary in their specificity and enforceability. In Australia, for 

example, the List of Critical Technologies in the National Interest outlines 

some of the benefits and risks of the critical technologies and aims to 

coordinate and align the development of these fields within Australia and its 

governmental activities (Gov. of Australia, 2023). In Canada, receipt and 

retention of federal research funding from specified funding streams requires 

adherence to research security policies, including the STRAC policy 

(Section 2.4.1). 

APPLICATION OF MEASURES: 

Lists for pathogen research 

Canadian policies and guidelines specifically relating to pathogen and 

toxin research include the Human Pathogens and Toxins Act (HPTA) 

(GC, 2009) and the Human Pathogens and Toxins Regulations (HPTR) 

(GC, 2024d), as well as the Canadian Biosafety Guideline–Dual-Use in 

Life Science Research (PHAC, 2018a). The HPTA is meant to “establish 

a safety and security regime to protect the health and safety of the 

public against the [risks] posed by human pathogens and toxins” (PHAC, 

2021), while the HPTR specify how PHAC will implement the HPTA 

and authorize controlled activities with human pathogens and toxins. 

These documents provide a list of SSBAs that are safeguarded through 

licensing and security clearances. Researchers apply for security 

clearance through PHAC to conduct certain types of pathogen research 

(a safeguarding measure discussed in Section 4.1.1). 

(continues)
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(continued)

Roles and responsibilities: “HPTA and HPTR apply to organizations 

and individuals conducting activities with human pathogens and toxins, 

[including] universities, public health laboratories, industry, hospitals, 

and diagnostic services for human and animal health” (PHAC, 2024b). 

They are maintained and enforced by PHAC.

Stage of research: For consideration and implementation in the research 

design phase.

APPLICATION OF MEASURES: 

Lists for ocean research

Outside of military research explicitly covered under the Defence 

Production Act and controlled goods regulations (GC, 1985b, 2016; 

PSPC, 2024), restrictions on ocean research in Canada originate in 

export control legislation and the STRAC policy, where several listed 

technologies may be applied to, or are directly concerned with, marine 

technology development (ISED, 2023b; GC, 2025f). The majority 

of those technologies are listed in the category ‘advanced sensing 

and surveillance’ and include technologies that “detect, measure or 

monitor physical, chemical, biological or environmental conditions 

and generate data or information about them” (ISED, 2023b). Of 

particular importance to ocean research are acoustic systems (such 

as single-beam, multibeam, and side-scan sonar), optical sensors (like 

cameras, LiDAR, and fluorescence sensors), electromagnetic sensors 

(e.g., magnetometers and sub-bottom profilers), as well as technologies 

for navigation, communication, and environmental monitoring (including 

CTD sensors, chemical analyzers, and underwater communication 

systems) (Sun et al., 2021). These technologies use acoustics to 

scan bodies of water, image the seafloor, and communicate, collect, 

or transmit data for the purposes of surveillance, exploration, and 

monitoring. The development of semi-autonomous or uncrewed marine 

vehicles is also on this list (ISED, 2023b). These sensitive technologies 

are of concern for national security, but they are also important for 

civilian and academic purposes.

Roles and responsibilities: The STRAC policy primarily governs 

researchers and organizations applying for tri-agency or CFI funding, 

though other individuals and organizations may also use it (e.g., Genome 

(continues)
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(continued)

Canada, 2024b). This excludes private companies and individuals 

developing and deploying these technologies independently—a common 

practice in certain marine technological development areas, in the 

panel’s experience. 

Stage of research: For consideration in the research design phase 

(pre-award).

Similar to the STRAC policy, the U.S. Department of Energy restricts 

collaborations in certain sensitive areas with researchers affiliated with China, 

Iran, North Korea, and Russia (COGR, 2023). The U.S. Department of Defense, 

however, is agnostic to research area and focuses on potential conflicts of 

interest and conflicts of commitment of researchers applying for fundamental 

research funding (DOD, 2023). The Australian Research Council (ARC) 

implements a different approach: if researchers apply for funding concerning 

technologies on the List of Critical Technologies in the National Interest, the 

ARC considers a range of factors to determine what risks may be present (e.g., 

foreign financial support, involvement in foreign talent programs, associations 

with foreign governments or militaries) (ARC, n.d.). If the ARC identifies a 

potential risk, national security agencies may become involved, and the host 

university’s administration will be notified and required to provide a risk 

mitigation strategy or plan (ARC, n.d.). Within this framework, the ARC exerts 

some control over research security by having the ability to withhold funding 

for certain research until appropriate risk mitigation measures are proven 

(ARC, 2023). 

At a provincial level, applicants to Ontario research funding programs are 

subject to research security review by the Ministry of the Solicitor General of 

Ontario (SOLGEN) (Gov. of ON, 2024a). SOLGEN may identify research projects 

as high risk if they involve collaborations or relationships that receive 

third-party funding or in-kind support (e.g., lab equipment, travel expenses, 

consultations) and the main applicant or any of the co-investigators are 

connected with “‘hostile state actors’ military, intelligence and national 

security apparatus, state-owned or influenced national research organizations, 

state-owned laboratories and enterprises … [or] sanctioned by the Canadian 

government” (Gov. of ON, 2024a). SOLGEN adheres to the two lists comprising 

the STRAC policy, but may also assess risks against additional resources, such 

as those provided by the United States and Australia, thereby further enhancing 

its risk evaluation (Gov. of ON, 2024a).
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Export control lists provide detailed guidance on materials requiring 
permits for export

Though researchers may participate in sensitive research within a given 

country, they are limited in the sharing and export of research outputs and 

technologies once research or development has been completed. Trade (or 

export) control lists are largely standardized and limit the export of dual-use 

goods and items identified in the international non-proliferation export control 

regimes (e.g., The Australia Group, 2023; WAS, 2023). In Canada, these lists are 

implemented through the Export and Import Permits Act (GC, 1985c) with details 

provided in the Export Control List (GC, 2021c), and through the Nuclear Safety and 

Control Act with details provided in the Nuclear Non-proliferation Import and 

Export Control Regulations (GC, 1997, 2010). 

In addition to lists adopted pursuant to international agreements, countries 

implement economic sanctions and catch-all controls to limit the export of 

items not regulated under multilateral control regimes (EC, 2021b). France, for 

example, has adopted a list of quantum technologies and related processes 

subject to export control (Gov. of France, 2024). End-use, or catch-all controls 

are also in place for when there are “reasonable grounds to believe that such 

items may be intended for use in connection with a nuclear weapons program” 

(CNSC, 2014). Groups of goods and technologies listed as requiring export 

permits or licences in certain situations may be classified as dual use (as 

controlled through the Wassenaar Arrangement), munitions, nuclear 

non-proliferation (as controlled through the Treaty on the Non-Proliferation of 

Nuclear Weapons), nuclear-related dual use, missile technologies, chemical and 

biological weapons non-proliferation, and other miscellaneous strategic goods 

(GC, 2021c). Once goods or items have been identified as sensitive or dual use in 

these lists, an export permit or licence is required to engage in trade outside 

of Canada. 

APPLICATION OF MEASURES:

Export control lists for pathogen research

Research into pathogens and toxins is explicitly listed under Group 7 in 

the Export Control List and encompasses goods and technologies that 

Canada has agreed to control 

… in accordance with the Guidelines for Transfers of Sensitive 

Chemical or Biological Items and the Common Control Lists, 

as amended from time to time, that are issued by the Australia 

Group to control the export of chemical and biological 

(continues)
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weapons; and…under the Convention on the Prohibition of the 

Development, Production, Stockpiling and Use of Chemical 

Weapons and on Their Destruction, signed at Paris, France, on 

January 13, 1993, as amended from time to time. 
� (GC, 2021c)

Roles and responsibilities: All residents of Canada are bound by these 

rules. In practice, pathogen researchers are limited in their ability to 

share research findings and specimens with others, depending on the 

type of research they are undertaking.

Stage of research: Although researchers should be aware if their 

research is subject to export controls before beginning active research, 

these controls come into place in the post-research phase if the export 

of materials is requested.

Lists can simplify the identification of sensitive research, allowing 
a greater number of individuals to participate in research 
security measures

Lists present several advantages. For example, academic researchers may 

appreciate the reduced administrative burden associated with cross-referencing 

their activities and partners to corresponding lists, in comparison to 

conducting risk assessments at varying levels of formality and rigour. 

Researchers in both pathogen and ocean research interviewed for this 

assessment expressed appreciation for lists as tools for simplifying processes 

around sensitive research identification, promoting clarity, and allowing for a 

more streamlined research process (D. Barclay and K. Subbarao, personal 

communication, 2024). Moreover, lists do not require researchers or 

administrators to have a strong understanding of risk assessment and potential 

for misuse. They can be used by administrators or staff to identify sensitive 

research at various stages in the process; for example, faculty grant officers 

may review grant applications to check against the STRAC policy as an 

additional step in the pre-award grant development process (S. Decrausaz, 

personal communication, 2024). However, as explained below, lists also have 

several downsides, leading some jurisdictions to use alternate or supplemental 

approaches (Gov. of New Zealand, 2020; Gov. of Netherlands, 2022; Leopoldina 

& DFG, 2022b).
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Some jurisdictions do not use lists because they can lead to a false 
sense of security and create vulnerabilities

Lists to identify sensitive research are not used across all jurisdictions. In the 

Netherlands, for example, lists of countries, partner organizations, or sensitive 

research areas are generally not used outside of the export control setting 

because they are viewed as flawed and problematic by decision-makers and 

research organizations alike (AWTI, 2022; Gov. of Netherlands, 2022; KNAW, 

2023). By implying that research activities that do not intersect with lists are 

safe, lists can arguably contribute to a false sense of security (KNAW, 2023). In 

the panel’s view, researchers who do not see themselves or their research in 

policy documents will not evaluate their research for sensitivity and risk in the 

same way that researchers whose work is mentioned or adjacent will, creating 

a vulnerability.

Listing criteria may also provide potential adversaries with details that may be 

used to circumvent security policies (PS, 2023), while lists carry the additional 

risk of fuelling discrimination against groups of researchers based on 

nationality (KNAW, 2023). Country-agnostic screening, as practiced in France, 

avoids stigmatization by requiring all researchers (French and international) to 

undergo security screening if working in certain sensitive areas (CNRS, 2024). 

As a compromise, some jurisdictions, including Aotearoa New 

Zealand, acknowledge that lists exist and can be useful resources, while 

encouraging researchers to use their own judgment (Gov. of New Zealand, 2020, 

2022). Many of these drawbacks are most pronounced if lists are relied upon 

too heavily, but alternative uses of lists and changes to how they are populated 

present promising alternatives (Section 3.2.2). In the panel’s view, Canada’s 

heavy reliance on lists (e.g., the STRAC policy) puts it at risk of 

these drawbacks.

APPLICATION OF MEASURES:

Most areas of ocean research do not appear on 
sensitive research lists 

Ocean research is one area where current lists may lead to a false 

sense of security for researchers and institutions. Although certain 

types of technologies appear in the STRAC policy (e.g., advancement 

of unmanned underwater vehicles), other areas of research and data 

outputs that are known to be somewhat sensitive (e.g., acoustics, fish 

tracking) do not (ISED, 2023b). While many of these research areas may 

not be considered of concern or pose immediate risks to human health, 

(continues)
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some level of sensitivity may be warranted, in the panel’s view, especially 

in certain geographic areas like the Arctic. 

Lists can become outdated due to rapid advancements in research 
areas, or by being too broad or too narrow at the outset

The level of detail used in a sensitive research list is an important factor in its 

effectiveness. For example, overly broad lists result in a level of ambiguity that 

may provide researchers with leeway to include or exclude research activities or 

outputs depending on their framing (JASON, 2024). In Canada, the STRAC 

policy may not adequately identify or provide clarity on the full scope of what 

research may be considered sensitive. For example, the list dictates that “of 

specific concern is the advancement of a technology during the course of the 

research” (ISED, 2023b). What constitutes advancement may be unclear, 

especially in areas where existing technologies are used in novel applications 

(e.g., side-scanning sonar in new regions) but may not be perceived as novel in 

and of themselves. In these situations, institutional research security offices, or 

specialized regional organizations, may be able to provide additional supports 

in navigating the process to identify sensitive research (PS, 2024a). The panel 

notes, however, that not all of these entities have achieved their full potential 

to date due to insufficient resourcing (Section 5.1). 

In contrast, overly detailed lists can be unwieldy due to the amount of 

information needed to ensure a lack of ambiguity (JASON, 2024). Extensive 

efforts would be required to build and maintain a database in support of such 

detailed lists, along with consistent updates to ensure timeliness (JASON, 

2024). Lists of this nature could also conceivably grow much longer based on 

the rapid rate of technological development (Hähnel, 2024). The rapid 

advancement of certain technologies further complicates the use of lists, which 

may quickly become out of date (KNAW, 2023). The STRAC policy is intended to 

be updated periodically to reflect technological advances and changes to the 

risk profiles of foreign institutions; any changes will only be forward-looking 

and not apply retroactively (PS, 2023; NSERC, 2025). 
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APPLICATION OF MEASURES:

Multiple emerging technologies contributing 
to pathogen research present challenges to 
identification of sensitivity

A central challenge moving forward for measuring risks in pathogen 

research is the convergence of several emerging technologies and 

biological sciences, with implications for the identification of sensitive 

research (Himmel, 2023). Quantum technologies, and quantum 

computing specifically, are projected to accelerate computational 

tasks relating to biological processes and drug design (Gunashekar 

et al., 2022; CCA, 2023b). Similarly, AI technologies can be combined 

with pathogen research to generate novel pathogens or change the 

virulence of pathogens in a targeted manner (Brockmann et al., 2019). 

AI technologies present challenges for assessing risks and imposing 

appropriate standards for their use (Pouget & Zuhdi, 2024). 

Roles and responsibilities: All actors in this system may be challenged 

by this issue, but researchers from discrete fields may be at a distinct 

disadvantage as they may lack the expertise to have a broad view of 

research security risks for collaborative multidisciplinary projects.

Stage of research: This challenge presents during the research design 

phase; however, researchers may also encounter it in the active 

research phase if new tools and technologies are incorporated into 

methodologies as they are developed. 

Periodically reviewed institutional lists avoid several drawbacks and can 
be more responsive to technological and research advancements

In lieu of foregoing top-down lists provided by the central government, 

institutional research security teams in the Netherlands are encouraged to 

generate internal lists of research topics, informed by risk assessment, to guide 

security activities (Gov. of Netherlands, 2022). This process involves conducting 

prized asset analysis to identify research areas where the institution may have 

world-leading capacity or hold a particularly high institutional value for other 

reasons (Gov. of Netherlands, 2022; VU Amsterdam, 2023). In the panel’s view, 

identifying sensitive research topics at the institutional level and allowing for 

re-assessment as research evolves can avoid some of the aforementioned 

drawbacks of lists while still creating clarity for researchers and departments. 

In contrast, however, publicly identifying valuable assets may also draw the 

unwanted attention of nefarious actors, and runs the risk of becoming overly 

protectionist from an economic standpoint. 
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The U.S. Department of Energy does not rely exclusively on lists to identify 

potentially sensitive research (COGR, 2023; JASON, 2024). Instead, its subject 

matter experts conduct periodic assessments to evaluate the current state of 

progress in several areas of research associated with economic competitiveness, 

national security, and/or scientific leadership (e.g., batteries, quantum, AI) 

(JASON, 2024). Research in these areas is then categorized into three groups: 

fundamental and non-sensitive, potentially sensitive from an economic or 

national security standpoint, or requiring additional protective measures. This 

classification is used to restrict activities such as foreign engagements and 

travel, cooperative R&D agreements, and access to projects and data that 

involve countries of risk (China, Iran, North Korea, Russia) (COGR, 2023) 

(Section 4.2). NASEM8 (2022) recommended the adoption of a similar approach 

across the U.S. federal government because it shifts the focus from critical 

technology lists in favour of strategically important classes of technology, 

which is better aligned with protecting U.S. national interests. JASON9 (2024) 

also supports adopting a more flexible and dynamic approach to identifying 

potentially sensitive research based on its potential applications, TRLs, and 

direct and predictable national security impact. Although lists present 

numerous downsides, the above approaches can improve their usefulness as a 

resource rather than a decision-making tool. 

APPLICATION OF MEASURES:

Prized asset analysis for ocean research

Several academic institutions in Canada house departments or 

faculties focusing on ocean research. These entities may be considered 

important assets if they are world-renowned or perform research of vital 

importance to Canada and its participation in international initiatives 

such as ocean observation networks (DFO, 2022; CIOOS, n.d.-a,-b; 

GOOS, n.d.). Listing areas of institutional strength and conducting 

risk analyses for each of these sensitive areas can aid in determining 

appropriate safeguarding measures for national security, the safety 

of staff, and academic integrity (Gov. of Netherlands, 2022). As the 

sensitivity of research may change over time, these institutional lists 

benefit from being periodically reassessed (Gov. of Netherlands, 2022). 

(continues)

8	 The National Academies of Sciences, Engineering, and Medicine in the United States.

9	 JASON is an independent group, established in 1960, that advises the U.S. federal government on 
defence, science, and technology (DOD, 2022).
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(continued)

Roles and responsibilities: Institutions are responsible for conducting 

asset analysis and may be supported by governments providing 

resources to implement risk analyses.

Stage of research: Throughout the research lifecycle.

3.2.2	 Risk assessments

Once the researcher has identified a factor that indicates sensitivity, risk 

assessments are helpful tools for determining the level of sensitivity of 

research, how factors interact with one another, and whether sensitive research 

is of concern. Risk assessment is a “formal, systematic process for estimating 

the level of risk in terms of likelihood and consequences for the purpose of 

informing decision-making” (PS, 2010). The goal of risk assessment is to 

provide a clear understanding of potential risks and their likelihood, along 

with their possible impacts on desired outcomes (PS, 2010). Once risks are 

identified, appropriate risk mitigation measures can be implemented (Chapter 

4). However, risk assessments may require those utilizing them to have a better 

understanding of potential risks to research security to do an assessment; in 

comparison, the use of lists does not require a similar level of knowledge.

The core principles for assessing risk are adaptable to diverse contexts

Risk assessments help researchers and institutions identify instances where 

their research and collaborations may be of concern, but assessments vary in 

terms of their specificity. While some assessments can follow detailed 

guidelines asking researchers to consider additional risk factors (e.g., 

technological readiness levels, criteria for determining institutional autonomy) 

(Gov. of Australia, 2021; JASON, 2024), others rely on researchers’ judgment to 

identify risks based on broad guidelines (e.g., anticipated risk) (Gov. of New 

Zealand, 2020). Publicly available information provides Canadian researchers 

with guidance to conduct their own assessments (ISED, 2022b), though 

institutions and administrators may also have responsibilities in this space. In 

the Netherlands, for example, the National Contact Point for Knowledge 

Security “can share information and expertise available in the ministries and 

services of the central government and consult on possible mitigation measures 

that could be taken” (Gov. of Netherlands, 2022). 

The governance of these various risks typically follows a set of widely used 

processes that can be aligned with international standards (e.g., ISO, 2018). The 
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specific terminology used in these processes (and how they are implemented) 

varies according to application area and is reflected in differences across 

federal government departments and agencies that employ risk-based oversight 

(e.g., PHAC, 2018a; PMRA, 2024; PS, 2024b). The factors indicating potential 

sensitivity discussed in Section 3.1 may serve as a precursor to, or a major 

component of, risk assessments, depending on the discipline. 

Despite the influence of context on the methodological details of risk 

governance and its role in decision-making, risk assessment is ubiquitous and 

plays a key role in the identification of sensitive research. To account for 

differences in application areas, the first step of risk assessment typically 

involves a context-setting exercise (PS, 2012). This defines the themes of 

interest for risk assessment, the individuals or groups involved, and any 

relevant historical considerations. This step can, for example, define the scope 

and relevant timelines for risk assessment (Verga, 2013). 

APPLICATION OF MEASURES:

Biosafety risks in the Canadian 
Biosafety Guideline 

The Canadian Biosafety Guideline details how to identify pathogen 

research with dual-use10 potential by offering a decision tree asking 

several questions about the characteristics of an organism or toxin, 

including harmfulness, novelty, modification risks, and misuse potential 

(Figure 3.1). 

(continues)

10	 Dual-use research and dual-use research of concern are the terms used in this box instead of the 
broader sensitive research of concern due to the specificity of language in the PHAC process. PHAC 
defines dual-use potential as “qualities of a pathogen or toxin that allow it to be either used for 
legitimate scientific applications (e.g., commercial, medical, or research purposes), or intentionally 
misused as a biological weapon to cause disease (e.g., bioterrorism)” (PHAC, 2018b).
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(continued)

©All rights reserved. Reproduced with permission: PHAC (2015)

Figure 3.1	 PHAC process for identifying the dual-use potential 

of research

This decision tree outlines how research subjects (e.g., pathogens) and outputs 

might lead to, or exacerbate, hazards. Pathogen and toxin research uses dual use 

and dual-use research of concern as preferred terms instead of sensitive research. 

CFIA – Canadian Food Inspection Agency

PHAC – Public Health Agency of Canada

The panel notes, however, that there are other risk factors beyond those 

listed in this decision tree, including unique production methods and the 

potential to re-create previously extinct pathogens. PHAC recommends 

that research found to have dual-use potential based on the questions in 

Figure 3.1 be subject to a risk assessment to evaluate if existing biosafety 

and biosecurity measures are adequate (PHAC, 2018a). 

(continues)
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(continued)

Roles and responsibilities: PHAC is charged with creating these risk 

assessments, while researchers are responsible for implementing them.

Stage of research: Research design phase.

Risk assessments may guide partnerships in research collaborations

Outside of lists, risk factors associated with foreign partnerships may also be 

addressed through risk assessment processes to be completed by researchers or 

institutions. Risk assessments may include conducting due diligence of 

partners based on publicly available information and expert advice, researchers 

formally disclosing conflicts of interest and commitment when applying for 

funding, and determining the institutional autonomy of research partners. 

Publicly available information, such as current and past affiliations and 

projects, and disclosed research funding sources, may suggest existing or 

potential conflicts of interest (Gov. of New Zealand, 2020; Gov. of ON, 2023; 

ISED, 2024a). In some instances, addressing legislative complexities associated 

with due diligence processes requires cross-departmental input within research 

institutions, including “legal, governance, finance, international office, 

development office, and information technology” (Marwaha et al., 2023). Threat 

assessments conducted by intelligence agencies may also offer relevant 

information for conducting due diligence with potential partners and better 

understanding the nature and scope of threats (e.g., cybersecurity threats) 

(CSIS, 2024b; Cyber Centre, 2024c). In the Conducting Open Source Due 

Diligence for Safeguarding Research Partnerships guidance, ISED lists several 

foreign companies that may accelerate and supplement due diligence activities 

(ISED, 2022c). The panel notes, however, that relying on foreign due diligence 

tools may be at odds with Canadian values and priorities, particularly in the 

face of dynamic geopolitical circumstances. 

Participatory risk assessment processes capture valuable perspectives 
outside of researchers or governments

Among the key justifications for having researchers self-assess risks and other 

aspects of sensitive research is the sense that researchers possess a deeper 

understanding of their subject area than external assessors do (SIGRE, 2024). 

However, researchers may struggle to assess the sensitivity of their activities 

due to a combination of factors, including a lack of training, insufficient time, 

the breadth of risks to assess, and bias. Under these circumstances, it may be 

beneficial to consider efforts undertaken in participatory risk assessment, 
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which could potentially aid in identifying hazards and strategies for effective 

engagement with impacted communities regarding risk (Stirling et al., 2018). 

Where evolving technologies can impact citizens or patients, involving 

communities and other knowledgeable parties (e.g., healthcare practitioners) in 

the assessment may offer a more thorough account of risk tolerances and 

sensitivities, leading to a more robust decision-making process. Participatory 

exercises such as workshops and multi-criteria mapping within risk 

assessments have been effective in informing governance frameworks around 

emerging biological technologies (see review in Stirling et al., 2018). Leveraging 

existing relationships could be an avenue forward for this method of risk 

assessment; the community liaison committee at the Vaccine and Infectious 

Disease Organization (VIDO) provides education and resources to the public 

about its research (VIDO, 2025), while simultaneously conveying community 

concerns and questions back to VIDO (V. Gerdts, personal 

communication, 2025). 

Expert committees can bolster existing processes for risk assessment 
and create communities of practice, provided conflicts of interest are 
appropriately managed

In some jurisdictions, independent committees of experts have emerged. These 

share similarities with research ethics boards but are tasked with identifying 

sensitive research. For example, Stanford University has established an Ethics 

and Society Review Board (ESR) in order to assess AI research for its potential 

impacts on society (Bernstein et al., 2021). This process is a required step for 

researchers to receive institutional funding. Surveys and interviews conducted 

with researchers who went through the ESR process found that “58% felt that it 

had influenced the design of their research project, [and] 100% are willing to 

continue submitting future projects to the ESR” (Bernstein et al., 2021). 

At a national scale, the German Research Foundation (DFG) and National 

Academy of Sciences Leopoldina (Leopoldina) introduced a framework in 2022 

aimed towards both researchers and research institutions to oversee “security 

relevant research” (Leopoldina & DFG, 2022b). Specifically, they define 

security-relevant research of concern as “scientific work that has the potential 

to produce knowledge, products or technologies that can be directly misused by 

third parties to cause significant harm to human dignity, life, health, freedom, 

property, the environment or peaceful coexistence” (Leopoldina & DFG, n.d.-a). 

This research is classified as of concern because the potential damage is 

significant and misuse can be foreseen as immediate. Notably, the guidance 

recommends that academic institutions create specialized research ethics 

committees known as Kommissionen für Ethik sicherheitsrelevanter Forschung 
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(KEFs) tasked with overseeing security-relevant research and helping to 

designate it of concern (Leopoldina & DFG, 2022b; Jakob et al., 2024). Each 

institution recruits experts to serve on a KEF that can provide advice to other 

researchers. The KEF is empowered as an institutional decision-making body 

in the area of security-relevant research through internal policies and 

regulations (Leopoldina & DFG, 2022b). Should an institution lack the necessary 

capacity or resources to host a KEF, coalitions may come together to create 

KEFs to serve multiple institutions while sharing resources. KEFs are further 

supported by the DFG and Leopoldina Joint Committee on the Handling of 

Security-Relevant Research, which shares experiences and acts as a point of 

contact (Leopoldina & DFG, 2022b).

A central responsibility of the KEF is to carry out assessments of research, 

which consist of a self-assessment directed to the researcher, followed by 

assessments by the KEF (Leopoldina & DFG, 2022a). KEFs ask questions 

regarding the nature of the research and its objectives, participants, and 

sponsors. This line of questioning concerns several ethical areas relating to 

benefits and risks (intended or unintended) and asks whether researchers 

possess the knowledge or resources to make informed and accurate decisions 

from an ethical standpoint (Jakob et al., 2024; Leopoldina & DFG, n.d.-b). The 

KEF then poses a series of questions to inform a conclusive assessment, 

querying researchers on potential misuses of research, need for re-assessment 

by the KEF, compatibility with constitutional principles, ethical considerations, 

and whether risks can be adequately reduced by the imposition of proposed 

conditions (Leopoldina & DFG, 2022a).

The KEF approach potentially fills gaps that may be overlooked in processes 

strictly reliant on self-assessment. Jakob et al. (2024) caution, however, that if 

the necessary expertise for an assessment cannot be found within a KEF, 

outside experts from other KEFs or elsewhere must be included in the 

assessment, which can raise issues related to confidentiality or data protection. 

This model elicited concerns among members of the panel regarding conflicts 

of interest, given that fields where sensitive research is taking place tend to be 

highly competitive—at both the institutional and individual level. Moreover, as 

an opt-in process, the KEF model relies on a culture where security is taken 

seriously; impediments or delays to research are accepted as legitimate and 

necessary on this basis, which implies the establishment of a particular 

institutional research culture (Jakob et al., 2024). The panel also emphasizes the 

commensurate need for resources and supports to minimize any potential 

administrative burden and significant time costs arising from a KEF-type 

review, particularly for researchers who may already be reluctant to engage in 

mandatory review or research. Limited time to apply for grants would impact 
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the effectiveness of these types of committees, as any elongation of the 

application process would likely be negatively received by researchers. 

Nevertheless, the creation of such committees could assist in building 

communities of practice, particularly at regional levels, since some 

considerations of risks (and threats) may be more relevant than others when it 

comes to research security (CNRS, 2024), and since capacity and resources may 

be strongly divergent across institutions (UNL, 2024), particularly in Canada 

(TIPS, 2024).

Expert groups, such as KEFs, present both opportunities and drawbacks, but 

their inherent multidisciplinarity and the involvement of experts specializing 

in ethics are assets in navigating the sensitivity of research. KEFs offer an 

alternative to other national research security frameworks investigated by the 

panel, which primarily focus on natural and applied sciences due to their direct 

link to technology as well as their potential economic significance (e.g., SGDSN, 

2018; Gov. of Australia, 2023; ISED, 2023b; Gov. of United Kingdom, 2024; UKRI, 

2024b; ASIO, n.d.). 

APPLICATION OF MEASURES:

Institutional review boards for ocean research 

As with prized asset analysis, institutions with existing strengths in ocean 

research could employ review committees to help determine the level of 

sensitivity of research, as well as appropriate safeguards if it is deemed 

to be of concern. These committees may be comprised of researchers 

within institutions but may also benefit from the participation of other 

actors in the ocean research system (e.g., representatives of private 

industry, fisheries, governments, and coastal Indigenous communities). 

In situations where institutions lack sufficient capacity to undertake 

internal reviews, regional or national organizations could be leveraged 

or formed to serve in this capacity for a greater number of institutions 

with similar strengths. For example, the Oceans Research in Canada 

Alliance (ORCA) has a mandate to coordinate ocean science and 

technology efforts and acts as a forum to share information and discuss 

priorities within ocean research (ORCA, 2022). ORCA, whose secretariat 

is housed within Fisheries and Oceans Canada (ORCA, 2023), may be 

able to support a review body to help researchers and institutions assess 

sensitive research and avoid internal competition among researchers 

that may stymie efforts to establish internal review boards. 

Institutional review committees could also assess research sensitivity in 

certain geographic areas, such as the Arctic. Northern Indigenous 

(continues)
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(continued)

sovereignty and the right to research, as well as escalating geopolitical 

tensions are factors that add complexity to identifying sensitive research 

in this area. Institutions and organizations conducting research in the 

Arctic may benefit from establishing committees to help identify risks 

and formulate strategies on how best to mitigate risks and account 

for this complexity. The panel cautions, however, that any bodies 

dictating how research is being conducted in the North (especially when 

considering risks to northern populations) should be led by northerners, 

and by northern Indigenous Peoples more specifically, where capacity 

exists (CCA, 2023a). 

Roles and responsibilities: Institutions and regional or national research 

organizations.

Stage of research: In the research design phase, with the possibility for 

re-assessment during the active phase.

3.2.3	 Specialized expertise

Specialized expertise external to the researcher or institution conducting 

research is another measure that can identify the relative sensitivity of the 

research in question and designate it as of concern. In situations where 

responsibility for identifying sensitive research is shared with partners who 

have specialized knowledge, these partners may flag certain research processes 

or outputs as sensitive in all phases of research. 

Indigenous Knowledge Holders are best placed to identify sensitive 
information when it concerns them or their Lands

In cases where researchers are working in collaboration with, or on the Lands 

of, Indigenous Peoples, there are situations where Indigenous Knowledge 

Holders may bring their expertise to bear in the identification and protection of 

sensitive information. For example, in the case 

of surveying coastal erosion processes in the 

Inuvialuit Settlement Region, a federal 

researcher from the Geological Survey of 

Canada relied on the knowledge and guidance 

of members of the local hunter and trapper 

committees to aid researchers with 

respectfully interacting with graves that were 

eroding out of the landscape due to 

Indigenous Knowledge 

Holders may bring their 

expertise to bear in the 

identification and protection 

of sensitive information
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permafrost thaw and ground subsistence (D. Whalen, personal communication, 

2025). Once research outputs and data are identified as sensitive, data 

management or governance plans created in accordance with the protocols of 

Indigenous communities and rights-holders (in the research design phase) may 

be implemented to determine the appropriate level of access and sharing, as a 

component of the safeguarding process (Section 4.2.4). 

Research partnerships with military actors may require the 
identification of sensitive data by specialists with classified knowledge

In situations where research data outputs are known to be potentially sensitive, 

partnerships with relevant organizations may be put into place to identify 

sensitive data in real time. For example, the panel heard from several ocean 

researchers whose work was overseen by the Canadian Armed Forces and DND, 

either through memoranda of understanding (MOUs) or funding agreements.

APPLICATION OF MEASURES:

Screening of ocean research data by 
military partners

Ocean Networks Canada (ONC) operates a network of acoustic sensors 

off Canada’s coasts, producing data that are made publicly available 

online (ONC, n.d.-a,-b). However, some data may be of importance 

to national security and are thus screened by military partners for 

sensitive content, a process governed by an MOU between ONC and 

DND (M. Paulson, personal communication, 2025). Data collected that 

are deemed sensitive are retained indefinitely, to prevent access of 

the sensitive data from potential bad actors. Non-sensitive data are 

returned to ONC for archiving and open-data use (M. Paulson, personal 

communication, 2025) (Section 4.3). 

Roles and responsibilities: Researchers, institutions, and specialized 

expertise holders (e.g., the military) can make agreements in advance, 

and potentially as a condition of funding.

Stage of research: While agreements to conduct this screening are 

established during the research design phase, screening occurs as data 

are being collected during the active phase.
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Some journals have editorial policies to review submitted manuscripts 
for sensitive research of concern potential

While relatively few journals have published policies on reviewing sensitive 

research, in several cases, journal editorial boards have engaged in this type of 

review (Musunuri et al., 2021). In these situations, editors, special committees 

convened by journals, government bodies, reviewers, and authors participate in 

the identification of the level of sensitivity or risk of publishing research and 

make decisions on how best to safeguard it (e.g., redacting certain information, 

rejecting submissions outright. The rapid proliferation of pre-prints during 

COVID-19 increased concerns about the lack of review for dual-use potential, a 

process that can happen during publication but is largely circumvented through 

pre-prints (Musunuri et al., 2021). Several pre-print servers created screening 

processes for dual-use potential prior to submission, though authors may 

choose not to submit to the pre-print servers offering this utility (Yoshizawa 

et al., 2023).

APPLICATION OF MEASURES:

DURC11 potential assessment by 
journal publishers

Certain journals use the expertise of their referees to identify DURC 

potential; in response to recommendations from the U.S. National Science 

Advisory Board for Biosecurity, journals overseen by the American 

Society for Microbiology introduced a questionnaire in 2007 asking 

referees to assess whether submissions involved “experiments of concern” 

(Casadevall et al., 2015). More recently, these journals have employed a 

more formalized process for dealing with DURC utilizing three stages: 

screening, discussion, and decision (ASM Journals, 2021). The screening 

process (i.e., identification phase) involves several key actors and steps. 

First, self-declaration of sensitive content by authors may be found in the 

submission cover letter, alerting editors and reviewers to consider biorisk 

in their reviews. Editorial staff then consult the U.S. Select Agents and 

Toxins List, and search for key phrases relating to increased virulence, 

transmission, or related concepts that would trigger enhanced scrutiny 

of the manuscript. Should a manuscript be identified as DURC, the 

editorial staff then moves on to the next stages of discussion and decision 

to determine the level of access and publication (i.e., sharing) for the 

manuscript (Casadevall et al., 2015; ASM Journals, 2021).

(continues)

11	 DURC is used instead of the broader sensitive research of concern due to the specificity of language in 
this process, as it concerns pathogen research. 
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(continued)

Roles and responsibilities: Journal editorial staff are implicated in 

this measure.

Stage of research: In the post-research phase, as a condition of 

publication.

Indigenous research partners have the right to determine how research 
outputs are shared

Indigenous Peoples have the right to dictate how research and information 

about them and their Lands are used, including how these are shared once 

collected (Section 1.3). MOUs, access and benefits sharing agreements, and data 

governance plans can all be established prior to the start of research to set 

roles and responsibilities regarding how research outputs are treated upon the 

completion of research (CCA, 2023a). In these situations, decision-making lies 

with Indigenous communities or individuals (e.g., Elders, members of hunter 

and trapper committees); these identify the sensitivity of certain information 

and then dictate how it may be shared in order to adequately protect it 

(Section 4.3.3). 

APPLICATION OF MEASURES:

Identification of sensitive research by Indigenous 
community partners

Researchers working with coastal Indigenous communities or on 

the Lands and waters of Indigenous Peoples should be conscious of 

sensitivities associated with ocean research. For example, in a situation 

where a researcher maps the locations of breeding or spawning grounds 

for fish, local Indigenous communities who rely on these resources may 

identify this information as sensitive for its cultural significance and thus 

wish to control access to this information to avoid negative impacts such 

as overfishing (M. Hoeberechts, personal communication, 2025).

Roles and responsibilities: Indigenous Peoples and Knowledge 

Holders can exercise their right to protect information about 

themselves and their Land. Researchers should be aware of the rights 

codified in UNDRIP and their responsibilities to conduct research in a 

respectful way.

(continues)
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(continued)

Stage of research: Agreements and relationship-building should 

be conducted prior to the start of research, with communication 

on potential risks and outcomes throughout the active and 

post-research phases.
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4.1	 Research design phase

4.2	Active research phase

4.3	Post-research phase

4.4	Safeguarding the research lifecycle

Safeguarding 
Sensitive Research 
of Concern
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	Chapter findings

•	 Measures to safeguard sensitive research of concern are interconnected 

and contextual, and they need to be revisited throughout the research 

process to maintain a balance between openness and security.

•	 Implementing and complying with measures to safeguard sensitive 

research of concern are shared responsibilities among researchers, 

institutions, and governments. 

•	 Measures to safeguard sensitive research of concern focus on the first 

two phases of the research process: research design and the active 

research phase. There is a lack of clear guidance on responsible data-

sharing and publication of research results in the post-research phase. 

•	 The principles of self-governance and self-determination uphold the right 

of Indigenous Peoples to decide how to safeguard sensitive research of 

concern. A lack of support and resources as well as the dominance of 

non-Indigenous research institutions prevent Indigenous Peoples from 

fully realizing these rights. 

T
he second step in the operationalization of research security measures is 

safeguarding sensitive research once it has been deemed to be of 

concern. The application of these measures depends on a range of 

factors, including the nature of the research project (e.g., subject matter, 

methodology, research participants), funding sources, and research partners. 

These measures can be considered best practices for safeguarding the research 

enterprise more broadly and applied to both sensitive research and sensitive 

research of concern while balancing open science and innovation. 

The measures discussed in this chapter are organized according to the stages of 

the research process—the research design phase (Section 4.1), the active 

research phase (Section 4.2), and the post-research phase (Section 4.3). These 

measures are interconnected and must be used consistently to be effective. 

Despite various mechanisms that can be applied to people, institutions, and 

research projects, the implementation of safeguarding measures is often 

fragmented and left to the discretion of individual researchers and institutions. 

Moreover, existing approaches focus on the first two phases of the research 

process, leaving researchers and institutions with little guidance on sharing 

data and communicating research results. This chapter concludes by discussing 

considerations that can help all actors of the research ecosystem determine 
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their roles and responsibilities in the implementation of safeguarding measures 

(Section 4.4).

4.1	 Research design phase
In the research design phase, researchers make important decisions about their 

project, including identifying the research question and methodology, potential 

partnerships and collaborations, and funding sources. Researchers, institutions, 

governments, and funders can safeguard sensitive research of concern from 

misuse and misappropriation by adopting measures that prevent malicious 

actors from getting access to data, knowledge, information, and IP at the outset 

of the project. 

4.1.1	 Screening of researchers 

Immigration, Refugees and Citizenship Canada (IRCC) conducts a security 

assessment of all foreign nationals (including professors, visiting researchers, 

and students) applying to study or work in Canada in any field or discipline (PS, 

2024c). This assessment is focused on determining whether the applicant has 

been involved in criminal activities. Based on the results of this assessment, 

some researchers may be declared admissible to Canada, while others may be 

subjected to a comprehensive security screening that involves the Canada 

Border Services Agency (CBSA) and the Canadian Security Intelligence Service 

(CSIS) (PS, 2024c). One of the goals of the comprehensive review is to determine 

if the applicant presents a national security risk (and a risk to sensitive 

research) based on several factors, including their education, employment 

history, and research interests, as well as open-source information on the 

hostile activities of foreign countries (e.g., FC, 2023a,b). As a result of the 

review, some researchers may be declared inadmissible to Canada 

under the Immigration and Refugee Protection Act for a number of reasons, 

including being a national security risk or engaging in espionage (GC, 2001; PS, 

2024c). This review, however, represents a snapshot in time and cannot account 

for researchers’ changing circumstances and motivations, due, for example, to 

external pressures and threats (HC & PHAC, 2022). These risks highlight the 

need for a periodic review of security measures and security clearances, if 

applicable (HC & PHAC, 2022). Regardless of the results of security reviews 

completed by IRCC, CBSA, and CSIS, those actively affiliated with certain named  

research organizations (NROs) and working in sensitive research areas 

identified in the STRAC policy are ineligible for tri-agency funding in those 

areas (ISED, 2023f). 
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APPLICATION OF MEASURES:

Security screening of ocean researchers 

Foreign ocean researchers applying to work and study in Canada 

are subject to security assessments and may also be subject to 

comprehensive security screenings by IRCC, CBSA, and CSIS. Ocean 

researchers and organizations can refer to the STRAC policy to avoid 

collaborations with researchers affiliated with NROs (ISED, 2023f).

Unlike Canada, some jurisdictions have formally incorporated research  

security considerations into the immigration review process and moved to 

targeted immigration screenings for researchers from certain countries 

working in sensitive research areas. For example, the Government of the  

United Kingdom has introduced Academic Technology Approval Scheme 

certification requirements for foreign students and researchers from certain 

countries who are working in sensitive research areas (Gov. of United Kingdom, 

2025). A Government of the Netherlands plan to introduce a screening process 

for non-EU nationals working in high-risk areas has been criticized  

for its potential to cause discrimination and immigration processing delays 

(De Bruijn, 2023; Gov. of Netherlands, 2025; Sharma, 2025). 

APPLICATION OF MEASURES:

Security screenings of people working  
with SSBAs

In addition to security checks performed by IRCC and its partners, the 

Human Pathogens and Toxins Act (HPTA) establishes special security 

procedures for all researchers (Canadian and foreign) undertaking 

projects with SSBAs (GC, 2009). Researchers must obtain security 

clearance under the HPTA (PHAC, 2024c). The application for HPTA 

security clearance is submitted to PHAC and includes information on 

places of residence, employment and education history, and spouse 

or common-law partner, as well as a criminal records check. Foreign 

nationals must provide additional documentation, including a copy of 

their curriculum vitae and foreign police record checks (PHAC, 2024c). 

The Evaluation of the Human Pathogens and Toxins Act and Regulations 

Framework completed by PHAC and Health Canada in 2022 raised issues 

regarding security clearance criteria (HC & PHAC, 2022). Biological 

Safety Officers suggested expanding the list of who should have a 

(continues)
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(continued)

security clearance—that is, beyond those working with or having access 

to SSBAs—"as well as increasing the level of scrutiny prior to issuing [a] 

security clearance for foreign nationals.” The evaluation also suggested 

implementing continuous vetting of issued security clearances (typically 

valid for five years), noting that circumstances can change over time (HC 

& PHAC, 2022). 

4.1.2	 Security review of research proposals 

Research proposals may be subject to additional security screenings before they 

reach peer review. For example, under the NSGRP, a risk assessment is 

conducted independently of the merit review and consists of the 

following steps:

1.	 Preliminary administrative review. The granting agency reviews the 

applicant’s risk assessment form to ensure it is complete and conducts 

its own risk assessment based on publicly available information. 

2.	 Additional administrative review. Applications with potential or 

identified risks are referred for a more detailed screening by the 

granting agency’s Risk Assessment Committee, which considers the 

following: (i) the sensitive nature of research (per Annex A of the 

NSGRP) and (ii) whether “one or more private sector partner 

organizations were identified from open-source information to be 

associated with, or originating from, organizations or countries that 

are subject to sanctions, and/or associated with criminal or ethical 

concerns” (NSERC, 2024b).

3.	 Merit review. The granting agency proceeds with a merit review, but 

the risk assessment form submitted by the applicant and the results 

of the Risk Assessment Committee’s review are not shared with 

peer reviewers.

4.	 Review of some applications by security agencies. Following a successful 

merit review, some applications flagged by the granting agency’s Risk 

Assessment Committee are referred to PS for a national security 

assessment that may involve CSIS and the Communications Security 

Establishment Canada. PS may consult other departments (e.g., Global 

Affairs Canada) to consider additional pertinent factors, such as the 

economic and diplomatic consequences of funding the application.
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5.	 Funding decision. The granting agency considers the results of the 

national security assessment and merit review to make the funding 

decision. Successful applicants are required to implement the risk 

mitigation plan described in their funding application and, in some 

cases, additional risk mitigation measures. Applicants who were 

denied funding based on the results of the national security 

assessment can request additional information from the granting 

agency and the Research Security Centre. 

(GC, 2025j)

Between July 2021 and July 2022, NSERC used the NSGRP to review applications 

submitted to the Alliance grants program (ISED, 2023c). Out of 1,158 submitted 

applications, 48 (~4%) were subject to in-depth security screenings, and, of 

those, 32 (or ~2.5% of all applications) were rejected due to security concerns. 

These applications involved private sector partner organizations that had 

“public ties to foreign states known to target academic institutions, the private 

sector, and the general public; and/or a public record of not complying with 

import/export regimes” (ISED, 2023c). 

APPLICATION OF MEASURES:

Security review of research proposals in 
ocean research 

An ocean researcher applying for tri-agency funding (e.g., NSERC 

Alliance grant) must submit a risk assessment form with their grant 

application if their funding opportunity falls under the NSGRP and they 

plan on conducting research with a qualifying partner (e.g., private 

sector organization). The goal of this risk assessment form is “to 

identify and assess potential risks that research partnerships may pose 

to Canada’s national security” (ISED, 2024a). A research proposal will 

be subject to a risk assessment conducted independently of the merit 

review. Although the NSGRP policy applies only to some publicly funded 

research, other organizations that fund ocean research may use it as 

guidance for conducting security reviews of research proposals based 

on open-access sources.

The Research Security Guidelines for Ontario Research Funding 
Programs have a broader scope than the NSGRP and the STRAC policy

The Research Security Guidelines for Ontario Research Funding Programs 

(ORSG) apply to research collaborations funded through the Ontario Research 
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Fund (Gov. of ON, 2024a). The Government of Ontario’s approach to research 

security is partially aligned with the federal STRAC policy (Gov. of ON, 2024a). 

However, the ORSG is broader in scope than the STRAC policy and the NSGRP; it 

requires that all named researchers in all funding applications submit an 

attestation form acknowledging that they comply with the ORSG (Gov. of ON, 

2024a,b). These requirements apply regardless of the research area and 

affiliations (Gov. of ON, 2024a). Another difference is that the STRAC policy 

considers only active affiliations with research organizations of concern at the 

time of the application and for the duration of the grant (ISED, 2023f). The 

ORSG, however, considers collaborations within two years preceding the 

submission of the proposal and for the duration of the proposed project. Such 

collaborations include, but are not limited to, “co-authorship, co-publication, 

co-hosting of international conferences, joint research, or joint funding 

recipients, … a memorandum of understanding, partnership, joint venture, 

joint funding, joint degree/exchange program, graduate student supervision, 

visiting scholar, or participation in a foreign funded talent program” (Gov. of 

ON, 2024a). It is important to consider these differences if researchers 

participate in projects funded by both the federal government and the 

Government of Ontario. It is possible that some projects will comply with 

federal research security policies but may be considered high risk under the 

ORSG (UVic, 2024).

A security review of certain research proposals is required by U.S. 
legislation 

In the United States, there have been changes to the merit review of some 

projects funded by the National Science Foundation (NSF) due to security 

concerns mandated under the CHIPS and Science Act of 2022, which notes that “a 

number of emerging areas of research have potential … safety, and security 

implications that might be apparent as early as the basic research stage” (Gov. 

of United States, 2022b). The NSF has been examining how to best incorporate 

“ethical, social, safety, and security considerations into … the merit review 

process” to mitigate “the potential harms of scientific research” (NSF, 2024a). 

This review is in addition to other research security requirements imposed on 

the recipients of federal research funding (including the NSF and the National 

Institutes of Health) under federal policies and guidelines (NSTC, 2022; 

COGR, 2024).
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APPLICATION OF MEASURES:

Licences under the HPTA

In pathogen research, an additional layer of security and safety 

review applies to people and organizations proposing to conduct 

research activities12 with human pathogens and toxins identified as risk 

groups two, three, and four (PHAC, 2024d). Such research requires 

a licence under the HPTA. Licence terms and conditions depend on 

the pathogen’s risk group and the SSBA status of the toxin. A facility 

wanting to do research on pathogens falling under several risk groups 

and SSBAs will require several licences (PHAC, 2024d). Prior to getting a 

licence, applicants are also required to prepare biosafety and biosecurity 

action plans (PHAC, 2021).

4.1.3	 Bans and preliminary approvals of research partnerships 
and collaborations

The governments of Canada and Ontario can refuse to fund research 

partnerships and collaborations that do not meet research security 

requirements (Section 4.1.2). However, the government’s refusal to allocate 

research funding does not ban such partnerships and collaborations because 

bans and limitations do not have the same legal effect as government orders or 

legislation. Because higher education is administered by the provinces and 

territories (GC, 1982), respective governments can use mechanisms other than 

funding to require that the higher education sector exercise greater caution in 

international collaborations, or even pause or stop some of them.

For example, in 2021, the Government of Alberta ordered the four 

comprehensive academic and research universities in the province (University 

of Alberta, University of Calgary, University of Lethbridge, and Athabasca 

University) to pause any new or renewed partnerships linked to the Chinese 

government or ruling Chinese Communist Party in order to ensure such 

partnerships adhere to strict risk assessments and due diligence procedures 

(Chase, 2022). In 2022, these universities were allowed to resume “low-risk 

agreements” with China, though limited to arrangements for “undergraduate 

student mobility and transferability” and “corporate training opportunities” 

(SRSR, 2024). In 2023, colleges and research universities in the province were 

asked to pause only those agreements with China that involve graduate student 

12	 Defined broadly as “possessing, handling, using, producing, storing, permitting any person access, 
transferring, importing, exporting, releasing, abandoning, disposing” (PHAC, 2024d).
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research, visiting researchers, and post-doctoral fellows in sensitive research 

areas identified in Annex A of the NSGRP (U of A, 2024b).

APPLICATION OF MEASURES:

Research partnerships and collaborations among 
pathogen research facilities

“Work involving pathogens in Canada may require compliance with 

international, national, and provincial laws and guidelines” (PHAC, 

2025a), which can impose limitations on international partnerships and 

collaborations (e.g., export controls) (GC, 2024h). Regulated facilities 

also use internal policies and directives, non-disclosure agreements, and 

training to safeguard their research (PHAC, 2024e). Facilities can use 

the STRAC policy as guidance to avoid collaborations that pose security 

risks. In addition, pathogen researchers applying for federal funding 

for projects that involve the application of life science technology (as 

identified in the STRAC policy) cannot collaborate with researchers 

affiliated with NROs (ISED, 2023b) and must comply with applicable 

legislation that covers broad topics, including research security. 

Some jurisdictions require preliminary government approvals on 
collaborations with foreign research institutions

Governments in foreign jurisdictions have been exploring and applying various 

regulatory approaches to address the security risks of research partnerships, 

including introducing stricter rules than Canada and imposed preliminary 

approvals for collaborations with foreign research institutions. In France, 

research institutions conducting activities covered under the Regulation on the 

Protection of the Scientific and Technical Potential must have their partnership 

agreements approved by the Ministry of Higher Education and Research 

(Pannier, 2023). In Australia, public universities must notify the Minister for 

Foreign Affairs before entering a partnership arrangement with a foreign 

organization (Gov. of Australia, 2020). The minister can ban the partnership if 

they determine that a foreign university lacks institutional autonomy based on 

one or more legislatively defined criteria:

(a)	 a majority of the members of the university’s governing body are 

required, by a law or the university’s governing documents, to be 

members or part of (however described) the political party that forms the 

foreign government; 
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(b)	 education provided or research conducted at the university is required, by 

a law or the university’s governing documents, to adhere to, or be in 

service of, political principles or political doctrines of: (i) the foreign 

government; or (ii) the political party that forms the foreign government;

(c)	 the university’s academic staff are required, by a law or the university’s 

governing documents, to adhere to, or be in service of, political principles 

or political doctrines referred to in paragraph (b) in their teaching, 

research, discussions, publications or public commentary.

(Gov. of Australia, 2020)

Some organizations and researchers met this system of legislatively imposed 

limitations and approvals on research partnerships with resistance and 

criticism (Morris, 2020). As noted by Universities Australia (2024), the 

legislation defines “arrangement, foreign entity and institutional autonomy” 

too broadly, placing an unnecessary reporting burden on universities. Moreover, 

it does not provide for a mechanism to appeal the decision of the minister 

(Universities Australia, 2024). Differences in legal systems and cultures need to 

be considered when assessing the extent to which foreign approaches are 

appropriate in a Canadian context.

4.1.4	 Security provisions of research cooperation agreements 

Researchers can mitigate security risks at the outset of a project by including 

relevant provisions in cooperation agreements with their research counterparts. 

Cooperation agreements can establish rules regarding the use of data and 

infrastructure, confidentiality, licences and transfers, registration of property 

rights, warranties, liability, applicable law, dispute resolution, and an exit 

clause for non-compliant partners (Leibniz Association, 2021). However, 

researchers must be aware that some jurisdictions “have laws or practices that 

compel entities and individuals to be subject to direction from their 

governments to provide Canadian information, research knowledge, technology, 

and its resulting intellectual property” (ISED, 2023a). In such cases, contractual 

provisions are largely unenforceable, making partnerships risky and beneficial 

only to one party. 

4.1.5	 Ethics review, research permitting, and licensing of 
Indigenous research 

The principles of Indigenous self-determination and self-governance, codified 

in UNDRIP, guide Indigenous research (see definition in Box 1.1) and signify 

that Indigenous Peoples have the right to determine how to identify and then 

safeguard sensitive research of concern (UN, 2007). This right is fully realized 
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when Indigenous Peoples are equitable participants in the research process 

(ITK, 2018; GC, 2019a). In Canada, there is a lack of ethics reviews and research 

licensing mechanisms that support community-led and community-centric 

measures for safeguarding sensitive research of concern (CCA, 2023a). 

Ethics reviews and research licensing mechanisms do not fully uphold 
the rights of Indigenous Peoples to self-determination and self-
governance 

The Tri-Council Policy Statement: Ethical Conduct for Research Involving 

Humans (TCPS 2) contains considerations for those receiving tri-agency 

funding for research involving First Nations, Inuit, and Métis (CIHR et al., 2022). 

However, the National Inuit Strategy on Research has explicitly stated that 

“companion ethical guidelines do not exist for research involving wildlife and 

the environment” (ITK, 2018). The system of research permitting and licensing 

administered by territorial governments and, in some instances, Indigenous 

communities (e.g., Nunatsiavut Government Research Advisory Committee, 

Ittaq Heritage and Research Centre) partially addresses the shortcomings of 

ethics reviews in this respect (CCA, 2023a; IHRC, n.d.; NGRAC, n.d.). The 

purpose of the process is to ensure a rights-based approach to safeguarding 

sensitive research of concern:

Coastal erosion research that doesn’t involve humans is not subject to 

institutional ethics review. Still, researchers need to get a research permit 

from the Inuvialuit Settlement Region if they are conducting research on 

their Land. Similarly, physical data collected for geological research may be 

important to the community for security reasons. The system of research 

licensing exists so that the researcher remains accountable to 

the community.

(D. Whalen, personal communication, 2025) 

Although licensing and research permits represent an important shift in 

influence over how Indigenous research is conducted, these processes are 

limited due to the insufficient capacity of Indigenous communities and 

governments “to review or engage with incoming research” (CCA, 2023a). For 

example, in the Arctic, “short timeframes, staffing limitations, duplication of 

processes at the territorial level, and a lack of contextual understanding about 

the North by Southern researchers have posed problems for effective and timely 

review by Indigenous organizations” (CCA, 2023a). Moreover, in the panel’s 

opinion, additional mechanisms and resources are necessary to protect 

Indigenous data from misuse by non-Indigenous researchers during the active 

research phase and after the research project ends.
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4.2	Active research phase
During the active research phase, researchers collect data, conduct 

experiments, make observations, and perform other activities to gather 

information necessary to test their hypotheses and answer the research 

question. At this stage, managing access to physical facilities and data—

through controlled entry, cybersecurity, and travel restrictions—is crucial for 

safeguarding sensitive research of concern. Under the STRAC policy, research 

teams need to monitor their collaborations and partnerships during the active 

research phase (ISED, 2023f). Continuous monitoring of the research project by 

researchers and, if applicable, Indigenous Peoples is necessary to assess 

whether the implemented safeguarding measures are appropriate.

4.2.1	 Controlled access to research facilities

Controlled access to research facilities is a critical and commonly deployed 

measure to safeguard sensitive research of concern that applies throughout the 

research process (COGR, 2023; EC, 2024b; JASON, 2024). While controlled access 

to research facilities, security clearances, and other restrictive measures may 

prevent some researchers from participating in experiments, clear rules around 

physical security and cybersecurity can also enable sharing and collaboration 

by creating a safe environment where researchers can freely exchange 

knowledge. “In aerospace technology research, security clearance is necessary 

to work on some research projects funded by DRDC and other government 

departments. Having clear rules around access to different parts of the 

laboratory allows researchers who do not have necessary security clearance to 

continue working on fundamental research” (P. Ferguson, personal 

communication, 2024).

APPLICATION OF MEASURES:

Controlled access to pathogen research facilities

It is common for public and private research facilities conducting 

pathogen research to establish different access levels to different parts 

of the facility (e.g., GC, 2009, 2024d; Gov. of Australia, 2024). Access 

requirements established in the Canadian Biosafety Standard (CBS) 

are informed by the need-to-know principle, which “restricts access to 

specific areas, regulated materials, and related assets … to individuals 

who need it as part of their job responsibilities” (PHAC, 2024f). Only 

people who “have a legitimate reason or authorization based on their job 

(continues)
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(continued)

responsibilities may access specific areas and related assets” (PHAC, 

2024f). The CBS distinguishes between limited access and restricted 

access (PHAC, 2022):

•	 Limited access is permitted to authorized personnel and authorized 

visitors through operational means (e.g., supervision by authorized 

personnel) or using a physical barrier. 

•	 Restricted access is permitted to authorized personnel using a 

physical barrier. Restricted access requirements apply to parts of the 

facility designated as containment zones and SSBA zones.

4.2.2	 Cybersecurity

Whole-of-organization cybersecurity strategies that set out policies, standards, 

roles and responsibilities, digital identity management, measures for 

addressing vulnerability and managing threats, training and awareness 

programs, and business continuity planning can all help research institutions 

mitigate cybersecurity risks (UFIT, 2021). Shankar and Drake (2022) distinguish 

between institutional and research cybersecurity. They define the latter as a 

subset of institutional cybersecurity that applies “cybersecurity to research in a 

manner that accelerates research while limiting risk to the research mission.” 

To be successful, a cybersecurity research program needs to be designed with 

the researcher and research mission in mind, reduce the cybersecurity and 

compliance burden on the researcher, and ensure security throughout the 

research process (Shankar & Drake, 2022). 

APPLICATION OF MEASURES:

Cybersecurity at the Ocean Tracking Network 

The Ocean Tracking Network (OTN), funded by CFI, includes 

infrastructure such as “acoustic and satellite transmitters, receiver lines, 

data storage capacity, and various physical oceanographic equipment.” 

Data collected using this infrastructure are stored in a database. OTN 

has developed the following documents to support the preservation 

and stewardship of ocean data: a data management plan; a data 

decommissioning plan; and a cybersecurity plan that lists data resources 

and cyber assets, outlines risks and mitigation strategies, and sets out 

data control mechanisms.

(OTN, 2024)
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Since the beginning of the COVID-19 pandemic, the Canadian Centre for Cyber 

Security (Cyber Centre) has observed a large volume of malicious activities 

against Canada’s research organizations, including research laboratories (Cyber 

Centre, 2024a). The digitalization of research and the use of integrated 

information technology systems to conduct experiments with pathogens and 

toxins have made research laboratories easy targets of cyber interference (Cyber 

Centre, 2024a). Despite issues identified by the Cyber Centre, the CBS, and other 

policies regulating research facilities working with pathogens and toxins do 

not contain cybersecurity requirements applicable to all licensed facilities. 

APPLICATION OF MEASURES:

Cybersecurity requirements for containment 
level 4 facilities

PHAC is planning to introduce additional cybersecurity requirements 

for containment level 4 facilities in 2026; currently, there is one such 

facility—the National Microbiology Laboratory located at the Canadian 

Science Centre for Human and Animal Health in Winnipeg, Manitoba 

(GC, 2019b; PHAC, 2024f, 2025b). As of 2024, the Vaccine and Infectious 

Disease Organization (VIDO) is developing another level 4 facility in 

Saskatoon (VIDO, n.d.). Level 4 facilities will be required to implement a 

cybersecurity plan, policies on the use of digital devices, and a system 

for labelling, working with, and limiting access to sensitive information 

(PHAC, 2024f).

4.2.3	 Travel policies 

In Canada, one of the main documents guiding researchers’ international travel 

is the Travel Security Guide for University Researchers and Staff developed by 

the U15 Group of Canadian Research Universities and Universities Canada (U15 & 

Universities Canada, 2019a). This country-agnostic and non-legally binding 

document contains a number of recommendations on how researchers can 

enhance both personal and cybersecurity while travelling abroad, including:

•	 “Do not travel with unnecessary documentation (contact lists, electronic 

files, etc.) or devices. Before you travel, carefully consider what data you 

need. Bring the minimum. 

•	 Encrypt and transfer data onto a separate external storage device and keep 

it with you at all times while traveling. Keep data passwords separate from 

the media.
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•	 Do not let your devices out of your sight at any time during your travel. If 

this happens, assume that the equipment has been compromised.

•	 Do not plug an unknown device, including USB keys, cameras or digital 

picture frames, into any of your equipment. Should you find it necessary to 

plug an external device into your equipment for presentation purposes at a 

conference, you should consider that your device has been compromised. 

•	 If possible, do not access cloud data storage sources while travelling. If 

access to cloud storage is necessary, be sure to only do so on personal and 

secure devices. 

•	 If your device is lost or stolen, notify your IT department immediately.

•	 Refrain from talking about sensitive parts of your research or potential 

future research in public places, or with contacts you have just met. 

•	 Monitor the progress of associations, particularly new relationships and 

connections with foreign nationals and refrain from offers of personal 

companionship while travelling.” 
(U15 & Universities Canada, 2019a)

CSIS has also issued a research security guide addressed to businesses, 

industries, and academic institutions (CSIS, 2020). The guide contains a broad 

range of recommendations on mitigating risks to personal safety and 

cybersecurity arising from foreign intelligence, terrorism, and economic threats 

while preparing to go abroad and during international visits. It covers such 

topics as protection of personal and sensitive information when applying for a 

visa, vigilant behaviour at airports and hotels, and cybersecurity (CSIS, 2020). 

Several universities in Canada have also established travel security policies that 

outline offices responsible for training, registration, and communication with 

researchers travelling abroad (e.g., uOttawa, 2022; HEC Montréal, 2023). 

The Government of the United States has introduced legally binding foreign 

travel security requirements on federally funded research organizations (NSTC, 

2022). Research organizations must establish foreign travel policies for faculty 

and staff. Such policies can include a travel record and, if necessary, travel 

authorization and pre-registration requirements, security training and digital 

security assistance (NSTC, 2022). 

4.2.4	 Monitoring of research by Indigenous Peoples 

Monitoring of Indigenous research by Indigenous Peoples ensures they 

maintain ongoing control over how their data are stored, processed, and shared 

throughout the research process (ITK, 2018; FNIGC, n.d.). In some cases, such 

monitoring has been formalized. For example, the Government of Canada’s 
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Northern Contaminants Program, which was established to reduce 

contaminants in wildlife species, enables communication between researchers 

and Indigenous communities through Regional Contaminants Committees (GC, 

2024i). In the United States, Tribal Institutional Review Boards controlled by 

Tribal Nations monitor and review research on the community’s behalf (Around 

Him et al., 2019). Formal systems of Indigenous monitoring of active research 

phases could be expanded in Canada, but they require sufficient “resourcing 

and capacity consistent with the values of the Indigenous Peoples concerned” 

(CCA, 2023a). 

APPLICATION OF MEASURES:

Labelling of ocean data by Indigenous people 

Data-labelling systems controlled by Indigenous Peoples can also 

support continuous monitoring of the active research phase in 

compliance with the principle of data sovereignty (ONC, 2023). In 

2023, Ocean Networks Canada (ONC) and the Canadian Integrated 

Ocean Observing System (CIOOS) launched a labelling tool for datasets 

developed in collaboration with Indigenous coastal communities. 

Communities can create and apply a customized label to a dataset by 

adding “provenance information and contextual metadata (including 

community names), protocols, and permissions for access, use and 

circulation.” This labelling system allows for transparent but controlled 

accessibility of data in compliance with the principles of CARE 

(Collective benefit, Authority to control, Responsibility, Ethics) for 

Indigenous data governance (ONC, 2023). These principles advance the 

cultural security of Indigenous data and help ensure that Indigenous 

Peoples control them and benefit from sharing them (Carroll et al., 2021; 

GIDA, n.d.). Some researchers believe that the CARE principles represent 

an important foundation for working with Indigenous data and that they 

will evolve and mature as they are applied in Indigenous communities 

(Carroll et al., 2021).

In the absence of formal research monitoring mechanisms, researchers can rely 

on guidelines co-developed with Indigenous communities (e.g., the Ocean 

Frontier Institute’s Indigenous Engagement Guide) as well as culturally 

appropriate community engagement (e.g., community presentations, posters, 

videos and films, radio shows, project summaries, brochures) to support 

continuous and accessible reporting of research findings to communities (ITK & 

NRI, 2007; OFI, 2022). Community feedback can help researchers identify 

sensitive or controversial aspects of their research before publication (ITK & 
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NRI, 2007). “Being accompanied by a member of the hunters and trappers 

organization while doing cliff erosion imaging helped us ensure that we dealt 

with their data in a culturally secure way. Some images were never published 

due to their sensitivity and significance to the community” (D. Whalen, 

personal communication, 2025).

4.3	Post-research phase 
The post-research phase of the research process is focused on knowledge 

mobilization tactics that can accelerate the uptake and implementation of 

outputs. Responsible approaches to the publication of outputs and data-sharing 

(e.g., through self-imposed restrictions or external review) can help researchers 

advance open science and maximize the benefits of sensitive research of 

concern while ensuring that it remains out of 

the hands of malicious actors. 

4.3.1	 Self-imposed restrictions on 
publication and data-sharing 

Researchers rely on various knowledge 

mobilization methods, including publications 

and presentations, to share research findings 

with the broader public and accelerate the 

implementation of research outputs (CCA, 

2024b). Not all research results, however, can 

or should be shared publicly (e.g., with those 

not involved in the project or lacking security 

clearance). Because research results alone, 

without detailed descriptions of used data and 

methodology, can pose significant risks or 

cause damage in some cases, researchers are 

encouraged to assess the possible consequences 

of publishing at the outset of the research project and continuously evaluate 

these risks throughout the research process (PHAC, 2018a; Leopoldina & DFG, 

2022b). Sometimes researchers may be able to edit, redact, or otherwise limit 

access to research data without damaging the overall ability to publish (NPSA & 

NCSC, 2024). According to Inglesby (2024), however, this option is often 

problematic because “any attempts at redaction or removal of results in life 

sciences have provoked scientific firestorms in the past … Journals will not 

likely agree to be involved in this kind of redaction and the science community 

has itself harshly criticized scientists who tried to do this in the past.” As a 

last resort, researchers may also consider delaying the publication of results or 

Responsible 

approaches to the 

publication of outputs 

and data-sharing (e.g., 

through self-imposed 

restrictions or external 

review) can help 

researchers advance 

open science and 
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of sensitive research of 

concern while ensuring 
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not publishing it at all; however, decisions not to publish should be carefully 

weighed against the applicable research funding policies, and the principles of 

responsible conduct of research, open research, and free exchange of 

information (MPG, 2017; NSERC, 2018; PHAC, 2018a; GC, 2022b). 

4.3.2	 External pre-publication review of research findings 

The pre-publication review of research findings may be required by the terms 

and conditions of research contracts, particularly when sensitive research of 

concern is funded or approved by government departments and agencies or 

private funders (Shea, 2006). “Aerospace technology is a sensitive research area. 

When research is privately funded, the pre-publication review of papers by the 

funder can be included in the conditions of the research contract” (P. Ferguson, 

personal communication, 2024). Laws and regulations provide clearer guidance 

on goods and technology transfers than they do on data-sharing and 

publication of research results (GC, 2025f) (Section 3.2.1).

APPLICATION OF MEASURES:

Publication of ocean research 

In ocean research, restrictions on the publication and sharing of data 

may be imposed on a case-by-case basis (e.g., through research 

contracts and by the principle of data sovereignty; Section 4.3.3); the 

panel and the interviewed experts are unaware of policies or regulations 

limiting the open sharing of ocean data. CIOOS’s national ocean data 

platform works with data producers on a case-by-case basis to address 

sensitivities around their data (CIOOS, n.d.-c). OTN treats all “animal 

morphology information and any ongoing locational information” to be 

restricted data by default (OTN, 2024). It allows researchers to request 

a two-year embargo (that can be extended on a case-by-case basis) 

on publishing animal tagging metadata due to its sensitive ecological 

nature (OTN, 2024). Most data collected from deep ocean and coastal 

water observatories operated by ONC are available free of charge in 

near real-time for anyone to use. Notably exempted from this rule are 

some seismic and hydrophone data that are screened by the Canadian 

and U.S. navies for national security reasons; these may be diverted prior 

to archiving (ONC, 2021a) (Section 3.1). 
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APPLICATION OF MEASURES:

Publication of pathogen research 

Policy documents issued by PHAC do not contain legally binding 

guidelines on how to, and who should, carry out pre-publication 

review of data and papers on pathogens (PHAC, 2018a). The Canadian 

Biosafety Guideline–Dual-Use in Life Science Research (the Dual-Use 

Guideline) provides that every research project should be reviewed “for 

dual-use potential during the planning stages, throughout the course of 

the project (including when there are unexpected results), and prior to 

the use or dissemination of the results (including publication).” Research 

facilities are encouraged to adopt a communication plan on what 

information (e.g., research data, experimental protocols) will be shared, 

including content to communicate, target audience, and communication 

method. The Dual-Use Guideline is “intended to assist regulated facilities 

in meeting the requirements specified in the CBS.” Research facilities 

can choose alternate approaches to developing communication plans 

and managing communication risks (PHAC, 2018a). 

PHAC’s Dual-Use Guideline highlights the role of editors and editorial 

codes of conduct in limiting the publication of DURC, but this role 

remains contested (PHAC, 2018a). While editors can provide feedback 

on potential DURC implications of research papers, they may lack the 

required expertise and training to do so (NASEM, 2017).

The U.S. government has established stricter oversight of the 

communication of federally funded research on pathogens and 

toxins with dual-use potential (Gov. of United States, 2024b). The 

Implementation Guidance for the United States Government Policy 

for Oversight of Dual Use Research of Concern and Pathogens with 

Enhanced Pandemic Potential (“the Implementation Guidance”) provides 

that research institutions must develop a conduct and communication 

of research plan that is approved by the funding agency. Researchers 

bear the primary responsibility for ensuring that all communications, 

including research publications, adhere to the approved plan (Gov. 

of United States, 2024b). In the panel’s experience, gain-of-function 

research papers often include biosafety and biosecurity practices in the 

materials and methods discussion as a safety measure. 
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4.3.3	 Pre-publication review of research findings by Indigenous 
communities

To support data sovereignty, Indigenous data and knowledge systems require 

special consideration during the publication stage of the research process. The 

Global Indigenous Data Alliance notes that “the emphasis on greater 

data-sharing alone creates a tension for Indigenous Peoples who are also 

asserting greater control over the application and use of Indigenous data and 

Indigenous knowledge for collective benefit” (GIDA, n.d.). Indigenous and 

non-Indigenous people may have different perspectives on privacy and 

confidentiality, which are integral to data sovereignty (CCA, 2023a). For 

example, A First Nations Guide to the Privacy Act developed by the FNIGC 

provides that much of the First Nations data held by the Crown are not 

considered personal information under the Privacy Act and do “not recognize or 

accommodate First Nations collective rights to privacy … [and deny] most First 

Nations similar respect it gives to other governments, including foreign 

governments, provinces, and municipalities” (FNIGC, 2024). Indigenous 

communities’ understanding of privacy can extend beyond data about people 

and include other knowledges (e.g., hunting and gathering practices, 

ceremonies) (Snipp, 2016). Communicating and reporting of research results to 

Indigenous communities often rely on methods similar to research monitoring 

(Section 4.2.4), as both phases of the research process are closely 

interconnected and should be guided by community priorities and values.

4.4	Safeguarding the research lifecycle
In Canada, researchers, institutions, governments, and Indigenous Peoples have 

implemented measures to safeguard sensitive research of concern. In practice, 

there is more safeguarding in pathogen 

research due to the high risk of negative 

impacts on human health through inadvertent 

or nefarious activities compared to ocean 

research. For all sensitive research of concern, 

it is important to re-assess and, if necessary, 

modify these measures throughout the 

research process to ensure a proper balance 

between security and research openness. 

Although it is often assumed that 

researchers—as subject matter experts and recipients of research funding—

should bear the primary responsibility for safeguarding sensitive research of 

concern, successful implementation of these measures relies on shared 

Successful implementation of 

safeguarding measures relies 

on shared accountability 

across all actors in the 

research ecosystem
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accountability across all actors in the research ecosystem—researchers, 

institutions, governments, and Indigenous Peoples. 

The distribution of accountability across the research ecosystem may vary 

depending on the phase of the research process, the types of research, the 

source of research funding, and whether the research project involves 

Indigenous Peoples and their Land. The following considerations can help all 

actors of the research ecosystem assess whose participation is required to 

ensure the effective implementation of measures to safeguard sensitive 

research of concern: 

•	 Expertise: The effective implementation of safeguarding measures depends 

on subject matter expertise in the relevant research field, alongside 

specialized knowledge of research security and open science principles. 

Examples of measures: self-imposed restrictions on publication and 

data-sharing; external pre-publication review of research findings.

•	 Capacity and resources: Actors with access to infrastructure, resources (e.g., 

staff, tools, training programs), and communities of practice are often best 

equipped to support the implementation of research security measures. 

Examples of measures: controlled access to research facilities, cybersecurity, 

travel policies.

•	 Legal commitments: Laws, regulations, contractual obligations, and 

funding agreements can assign the responsibility and accountability for the 

implementation of safeguarding measures to specific actors. Examples of 

measures: screenings of researchers and research proposals, bans on 

partnerships and collaborations, and security provisions of 

research agreements.

•	 Indigenous rights and data sovereignty: Indigenous Peoples should guide 

the development and implementation of all measures to safeguard sensitive 

research of concern that takes place in their communities and on 

their Land. 

Key to this success is allocating resources and enabling decision-making 

systems that support researchers and institutions in these efforts. These same 

enabling factors should extend to Indigenous communities to uphold the right 

of Indigenous Peoples to determine what constitutes sensitive research of 

concern in their communities and how to safeguard it. 

Measures to safeguard sensitive research of concern vary in scope and 

complexity but encounter similar obstacles due to the fragmented nature of the 

research security landscape, the inequitable distribution of responsibilities for 

safeguarding sensitive research, lack of capacity, and the chilling effects of 
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research security on research collaborations and open research. Chapter 5 

discusses factors that can address these challenges to enable a research system 

that is as open as possible and as secure as necessary.
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	Chapter findings

•	 Factors that support research security measures may also apply to open 

science; determining the level of openness and security for research 

relies on the same foundation of enabling conditions, including financial 

resources.

•	 Enabling researchers to successfully engage with both open science and 

research security requires education, training, and capacity-building at 

individual and institutional levels. 

•	 Divergent research security approaches across Canada and other 

jurisdictions cause confusion and reduce buy-in among researchers. 

Harmonizing support systems for knowledge-sharing across the research 

ecosystem and devoting resources to measuring and evaluating the 

outcomes of research security measures can improve effectiveness.

•	 Establishing widespread sensitivity to research security issues requires 

changes to research culture; the modern research mindset encompasses 

awareness of risks alongside research integrity and the responsible 

conduct of research.

T
he impact and ultimate success of measures for identifying and 

safeguarding sensitive research (Chapters 3 and 4) rely in part on 

enabling factors. Currently, supports for the implementation of these 

measures are inconsistent and lacking in certain sectors, and various actors 

within the research system are differentially impacted. Academic, government, 

and private industry actors are subject to different incentives and capacities 

when faced with the prospect of adopting new research security or open 

science practices, especially in fields where these practices are novel and 

experiences are limited. In several cases, the same supports apply to research 

security and open science; determining the level of openness and security for 

research relies on the same foundation of enabling conditions. Support systems 

for knowledge-sharing (Section 5.1), capacity-building and training (Section 

5.2), financial resourcing (Section 5.3), and enforcement of compliance (Section 

5.4) are all necessary to identify and safeguard sensitive research, while also 

potentially supporting open science and innovation. 
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5.1	 Support systems for knowledge-sharing
Within Canada, jurisdictional approaches to research security differ, 

complicating inter-institutional partnerships and consistent implementation of 

research security policies across the country (UCalgary & U of A, 2023; SRO, 

2024a). This variation impacts public funding because some funders align their 

research security efforts with federal 

programs (e.g., using the STRAC and 

NSGRP policies as guidance) while 

imposing additional requirements 

(Mitacs, 2023; Gov. of ON, 2024a); federal 

agencies and departments also have their 

own research security policies (e.g., NRC, 

2024). In the panel’s experience, this lack 

of harmonization imposes additional 

burdens on researchers, slowing down 

collaborative research among Canadian 

institutions and reducing buy-in for the 

implementation of research security 

measures. This issue is not limited to collaboration within Canada; differing 

approaches to research security across allied jurisdictions may reduce the 

effectiveness of global efforts and pose a challenge to researchers attempting 

to navigate international collaborations responsibly and securely. At the 

international level, The Five Eyes partnership and the G7 have introduced 

research security guidelines and policies addressed to academic researchers, 

governments, and the private sector in order to harmonize approaches across 

member states (SIGRE, 2022; CSIS, 2024a,c). The panel emphasizes that 

harmonization does not imply standardization. Utilizing common baseline 

criteria—including foundational principles 

and approaches to addressing challenges 

while maintaining unique processes tailored 

to specific circumstances—would be one way 

to reduce repetition and the burden on 

researchers and institutions responsible for 

implementing research security and open 

science policies. 

Given the fragmented nature of mechanisms 

to identify and safeguard sensitive research, 

establishing support organizations tasked 

with the gathering and sharing of information 

on existing approaches is instrumental to 

Within Canada, jurisdictional 

approaches to research 
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and consistent implementation 

of research security policies 

across the country
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cultivating consistency across the research ecosystem, both within Canada and 

across foreign jurisdictions. Some strategies that may address this 

fragmentation are specialized centres that provide research advice, national 

roundtables and advisory groups, and the measurement and evaluation of 

research security activities. 

Specialized centres can provide tailored advice on research security 
and coordinate efforts within jurisdictions

While research security in Canada is distributed among different departments 

and agencies (Section 2.4), the Netherlands has adopted a whole-of-government 

approach and created an inter-ministerial National Contact Point for Knowledge 

Security to assist knowledge institutions and their affiliates with assessing 

risks and opportunities associated with international cooperation (OCW, n.d.-a). 

This service helps steer institutions and researchers towards publications and 

tools produced by government agencies and other trusted third parties, such as 

state actor threat assessments (e.g., AIVD et al., 2022; OCW, 2023), advice on how 

to weigh security needs versus core principles of academic freedom and 

integrity (AWTI, 2022), and relevant codes of conduct that aim to supplement 

national guidelines (KNAW et al., 2018; OCW, n.d.-b). This approach is similar to 

the Biosecurity Office that the Netherlands uses to oversee sensitive research of 

concern in the life sciences (RIVM, n.d.-a,-b). Likewise, the Government of 

Australia has appointed the National Counter Foreign Interference Coordinator 

to streamline efforts to stymie foreign interference across the government, as 

well as with non-government actors at higher risk, such as research 

institutions (UFIT, 2021; Gov. of Australia, 2025). 

The Research Collaboration Advice Team (RCAT) in the United Kingdom is a 

cooperative initiative between government and academia created to provide 

institutions with official advice on research security in international 

partnerships (RCAT, n.d.). This initiative acts as an important conduit to aid the 

government in understanding how academics conceive of and manage risks, 

and considers how initiatives and practices can be improved (d’Hooghe & 

Lammertink, 2022). RCAT has been well received by the research community in 

the United Kingdom and lauded for fostering coordination among various 

actors and highlighting the importance of risk management and awareness 

(d’Hooghe & Lammertink, 2022; Department for Science, Innovation & 

Technology, 2023). 

In 2024, the National Science Foundation (NSF) announced the formation of the 

SECURE Center led by the University of Washington and supported by nine 

institutions (NSF, 2024b). It was established to serve as an information 

clearinghouse, helping the research community identify and mitigate foreign 
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interference. It would share “information and reports on research security 

risks, provide training on research security to the science and engineering 

community and serve as a bridge between the research community and 

government funding agencies.” It would also act as a hub for several regional 

centers managed by six universities nationwide. Experts from these institutions 

would “provide expertise on sensitive research, threat types, geopolitical 

analysis and international collaboration” while SECURE Analytics, led by Texas 

A&M University, plans to “provide enhanced expertise in the form of landscape 

analyses, risk modeling and data reporting through the SECURE Center.” As it 

is not yet fully operational, the effectiveness of this centre cannot be assessed 

(NSF, 2024b). 

Within Canada, the Research Security Centre, operated by PS, is tasked with a 

mandate similar to that of the SECURE Center, providing guidance and advice 

to the research community on how to safeguard their research (GC, 2024j). The 

Research Security Centre is composed of a network of six research security 

advisors distributed across Canada, with a central hub based in Ottawa (PS, 

2024a). Each security advisor is responsible for providing advice to the 

institutions in their region, though the panel notes that regions are 

geographically broad, resulting in many institutions per advisor. This approach 

can be particularly effective in situations where advice is provided within a 

specific timeframe; for example, the National Contact Point for Knowledge 

Security in the Netherlands aims to provide service within 48 hours (OCW, 

n.d.-a,-c). 

CSIS is also advancing research security by offering publicly available resources 

and engaging directly with university research communities through the 

Academic Outreach and Stakeholder Engagement (AOSE) program and with 

private sector investors through the Secure Innovation initiative (CSIS, 

2024a,d). AOSE organizes roundtable events and workshops, attends 

conferences, and produces commissioned papers to engage with various sectors 

implicated in research security (CSIS, 2024b, 2025). However, panel members 

note that only limited information can be shared by CSIS through these 

resources due to security clearance considerations, and whatever information is 

available does not always reach researchers in both academia and industry. 

Moreover, the panel acknowledges that when information about research 

security threats is shared with the public, it can be exploited by malicious 

actors to cause harm, and that these risks need to be carefully balanced against 

the benefits of keeping the research ecosystem informed about potential 

threats. Information-sharing by CSIS may be improved in the future through 

legislative amendments introduced to the CSIS Act through Bill C-70 to allow for 

“the disclosure of information, subject to privacy protections, to individuals 
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and organizations outside the Government of Canada, to help them build 

resiliency to threats to the security of Canada” (PS, 2024d). In the panel’s 

opinion, ongoing improvements in communication channels among the 

intelligence community, researchers, and institutional administrations could 

raise researchers’ awareness and incentivize them to integrate research 

security into their daily activities.

Research security communities of practice have been created to bridge 
various sectors and share knowledge 

In 2020, the Government of the United States established the National Science, 

Technology and Security Roundtable as a forum for actors from government, 

academic, and industry sectors to share knowledge on research security 

(NASEM, 2024). The 2024 capstone event, which concluded the roundtable’s 

four-year term, “examin[ed] effective approaches to communicating threats 

and risks; [and] … shar[ed] best practices for addressing and mitigating threats 

and risks” (NASEM, 2024). Though this roundtable is now completed, 

participants at the capstone event noted that “it will be important to have a 

forum where academia, the private sector, federal research funding agencies, 

intelligence agencies, and law enforcement would be able to continue to come 

together for ongoing discussions to share information on research security 

threats and risks” (NASEM, 2025). In the United Kingdom, the Engineering 

Biology Responsible Innovation Advisory Panel (RIAP) is offering advice to the 

government on emerging risks to innovation in engineering biology, and is 

comprised of both academic and industry leaders (Gov. of United Kingdom, 

n.d.). RIAP maintains permanent communication between the government, 

industry, and academic sectors, enabling policy development and engagement 

across sectors on emerging risks (Gov. of United Kingdom, n.d.). In Japan, a 

consortium on research security and integrity within the university system has 

also been proposed to support activities addressing research security and 

integrity concerns, topics of increased interest in the country (Gov. of Japan, 

2023; University of Tokyo, n.d.). 

Communities of practice have also emerged in other venues. In Canada, 

research security directors across several academic institutions have created 

the Team Canada initiative to bring practitioners together to share resources, 

discuss best practices, and develop strategies to meet the needs of institutions 

across the country (Universities Canada, 2024). This is further expanded upon 

through regional communities of practice (e.g., the Alberta Research Security 

Community of Practice; UCalgary, 2025).
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The private sector is a major contributor to research in Canada and 
requires dedicated guidance to support research security efforts

While these types of forums can help develop promising practices, the needs 

and capacities of the private sector differ from those of universities and other 

research institutions (EC, 2024a). In Canada, the private sector is an important 

component of the research ecosystem (Section 2.1); it funds the most R&D, 

spending $32.9 billion in 2024 compared with the $18.5 billion spent by the 

higher education sector (StatCan, 2024a). Some jurisdictions, including Canada, 

have been boosting research security engagement with the private sector. CSIS 

provides briefings on research security to private sector companies conducting 

biopharmaceutical, life sciences, and data science research (PS, 2024e). 

Furthermore, security guidance and education are offered to emerging 

technology investors—specifically small- and medium-sized companies—to 

help them identify threats and assets that may be at risk, secure supply chains, 

and manage collaboration and international expansion risks (CSIS, 2024a). 

Other jurisdictions are also providing guidance to the private sector. In the 

United Kingdom, the National Protective Security Authority and the National 

Cyber Security Centre have focused their efforts on protecting emerging 

innovative tech startups and spinouts against IP theft. The Secure Innovation 

toolkit contains advice and resources tailored to small companies that may 

otherwise lack cybersecurity expertise and resources (NPSA, 2023). In the 

United States, the Center for Security and Emerging Technology13 has 

recommended the creation of a specialized research security clearinghouse 

situated within the most active R&D centres (Flagg & Arnold, 2021). The goals 

of such an organization would be to share information and resources (including 

for training and decision support) with researchers in the private sector while 

coordinating with federal partners (Flagg & 

Arnold, 2021). It is unclear, however, whether 

this initiative will be implemented, or if it is 

to be encompassed within the activities and 

mandate of the SECURE Center. 

Analysis of research security activities 
helps evaluate the effectiveness 
of measures 

Efforts to measure and evaluate the 

effectiveness of research security strategies 

are nascent and challenged by a lack of 

13	 The Center for Security and Emerging Technology is a policy research organization within 
Georgetown University’s Walsh School of Foreign Service.
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evidence and clarity surrounding appropriate study methods and theoretical 

approaches (Dao et al., 2024). This issue also extends to open science directives 

and policies. The Tri-Agency Research Data Management Policy mandates that 

all research institutions administering tri-agency funds must create an 

institutional research data management (RDM) strategy, and that all tri-agency 

grant proposals reflect best practices for RDM in their methodologies, and in 

some cases also submit a data management plan to the relevant agency (GC, 

2021b). Similar to research security policies, policy non-compliance may breach  

the responsible conduct of research (GC, 2021b). The tri-agency does not, 

however, evaluate institutional strategies (GC, 2024c), nor is there evidence of 

monitoring or tracking on the implementation of this policy by the tri-agency 

(Tayler et al., 2020). 

Open science initiatives need to be monitored in order to better understand 

gaps and foster solutions (Cobey et al., 2023); yet, there is limited understanding 

of the degree to which grant-holders in the Canadian research system abide by 

data management and open science policies more broadly (Tayler et al., 2020). 

Without some form of auditing or benchmarking, it is difficult to track 

progress and to implement improvements to processes (Tayler et al., 2020; 

Moher & Cobey, 2021; Alayche et al., 2023). Even when research funded through 

the tri-agency is mandated to be made publicly available within 12 months of 

publication, in reality many researchers do not follow the Tri-Agency Open 

Access Policy on Publications (Larivière & Sugimoto, 2018; Paquet et al., 2022). 

This finding extends to clinical trials as well, with registration and publication 

of clinical trial results (components of the open science ecosystem) in Canada 

lagging behind other countries (Alayche et al., 2023). It appears that a lack of 

compliance with mandates does not result in significant consequences, and 

these consequences remain vague (Paquet et al., 2022). 

In the panel’s view, these gaps in the measurement and tracking of the 

effectiveness of open science initiatives apply to research security measures as 

well. Some jurisdictions have launched dedicated research programs to address 

evidence gaps in the efficacy of research security policies. In 2023, the NSF 

announced the development of a new research on research security (RoRS) 

program to “more fully understand the nature, scope, challenges, and potential 

of research security across all research” (NSF, 2023). The NSF will fund research 

on a variety of topics including:

the nature and pervasiveness of research security threats; methods for 

identifying research security risks, and strategies for preventing and 

mitigating them; methods for strengthening research security protocol and 

approaches; the complex relationships between human behavior and 

research security policies; research security policies and their implications; 
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research on organizational change around systemic and cultural factors as 

they pertain to research security; research on research security in the 

context of a particular field or discipline, especially in high-risk areas; 

[and] the international dimensions of research security.

(NSF, 2025) 

In Germany, the Helmholtz Association, which includes 18 scientific research 

centres, launched a program entitled Further Development of Research Security 

in International Scientific Collaborations, which supports programs for 

enhanced research security across several institutes (Helmholtz, n.d.). The EU 

is putting in place initiatives to monitor the effectiveness of research security 

actions and establishing policy hubs (EC, 2024a,b). The European Commission 

monitors member progress on implementation of the 2024 Council of the 

European Union recommendation on research security based on established 

indicators and is asked to submit an implementation report every two years 

(EC, 2024a). 

In the panel’s view, streamlining and centralizing sources of research security 

information in Canada using specialized centres or advisory groups, could 

facilitate information-sharing across all actors of the research system. 

Harmonization of approaches could minimize the administrative burden on 

research institutions and researchers. Tracking and monitoring of approaches 

to research security and open science are necessary to evaluate the 

effectiveness of the various strategies and mechanisms discussed in this 

report, as well as to further develop an understanding of capacity-building and 

training needs.

5.2	 Capacity-building and training
Adequate capacity is key to any measure for identifying or safeguarding 

sensitive research; funding, training, and infrastructure are all integral to 

ensuring actors in the research system are supported in research security and 

open science activities. In the panel’s view, one objective of capacity-building 

and training could be the internalization of sensitivities to security issues. It is 

critical, however, that this be done while minimizing the burden 

on researchers.

Capacity-building and implementation tools are essential supports for 
integrating research security policies into institutional cultures

Governments across many jurisdictions offer resources to researchers for 

identifying sensitive research. In certain cases, where identification 

responsibility is primarily held by researchers, the importance of effective 
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design and dissemination of such supporting information cannot be 

overemphasized. For example, the Government of Germany is not directly 

involved in identifying sensitive research or placing limitations on research 

partnerships due to the constitutionally protected right to freedom of research; 

however, federal ministries provide support and promote knowledge relevant to 

research security (Gov. of Germany, 1949; d’Hooghe & Lammertink, 2022). 

Although specialized research ethics committees (KEFs) exist to identify 

sensitive research (Section 3.2.2), the process occurs on an opt-in basis, and the 

German framework hinges on the capacity of the research community to 

acknowledge and understand the ethical landscape of its activities (Jakob et al., 

2024). To ensure that this self-regulatory capacity exists, detailed resources on 

due diligence, cybersecurity risks, recommended practices for collaboration, 

and training modules on establishing international partnerships and 

agreements are made available to German researchers (DLR, 2022, 2023, 2024; 

DAAD, n.d.). Similar online resources are provided by the Government of 

Canada to the research community (GC, 2021e,f; NSERC, 2024d), although there 

is no option to opt-in to a KEF-style review if a researcher is concerned.

Research institutions may also have some level of responsibility for providing 

training or capacity-building to researchers. For example, the United Kingdom 

has research security guidelines explicitly targeted at the governing bodies of 

universities, implicating them in a centralized contact point for researchers and 

the provision of adequate supports (d’Hooghe & Lammertink, 2022; Universities 

UK et al., 2022). The Australian Research Council’s (ARC) Countering Foreign 

Interference Framework details how universities holding ARC grants are 

responsible for training and educating staff on appropriate disclosure, and for 

the identification and reporting of potential risks (ARC, 2023). Many research 

institutions in Canada now have research security offices and officers that 

provide advice and outreach to researchers regarding best practices and 

requirements for safeguarding research (e.g., U of A, 2025; UVic, 2025; U of T, 

n.d.). These bodies can keep abreast of threats and developments in the risk 

landscape and develop tools and resources for researchers at their institutions 

(V. Gerdts, personal communication, 2025; P. Ferguson, personal 

communication, 2024). AI has also been used to help research institutions 

manage the increasing number of research security requirements in certain 

jurisdictions; for example, Rice University utilizes an AI tool called PRISM to 

accelerate the assessment of research security risks (Franklin, 2025).

Capacity-building resources are, in some places, supplemented by central 

contact points for research security, to provide advice to researchers who feel 

ill-prepared to assess risks or manage vulnerabilities. For example, in the 

Netherlands, the Biosecurity Office at the National Institute for Public Health 
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and the Environment offers a questionnaire to help researchers determine if 

their research is dual use (RIVM, n.d.-a,-c). This same office acts as a national 

information centre for the government and organizations that work with 

high-risk biological material. Similarly in Canada, the RSC is a national contact 

point offering guidance and advice (PS, 2024a).

Colleges and institutions conducting research with quick turnaround 
times have unique research security needs

College research is undertaken in response to community and industry needs, 

often in partnership with small- and medium-sized Canadian companies 

(Polytechnics Canada & BHER, n.d.). According to the Colleges and Institutes 

Canada (CICan) 2023–2024 Applied Research Survey, about 0.3% of college 

applied research partnerships were conducted with international partners14 

(CICan, personal communication, 2025). However, with growing economic and 

geopolitical uncertainty and the complexity of research relationships, new 

research security measures were deemed necessary to protect researchers, 

institutions, and funders from potential misappropriation or misuse of college 

driven innovations (CICan, personal communication, 2025). Colleges also 

specialize in short-term research projects with quick turnaround times (e.g., 

project completion in under 1 year) (CICan, 2023); thus, any research security 

requirements, such as risk assessments that involve long wait times for 

permission to move forward, could inhibit the ability of colleges to engage in 

this type of research.

Through a series of working group discussions and input from the college 

community, ISED heard that the greatest barrier to research security initiatives 

in the college sector is inadequate resourcing, as limited administrative 

capacity and budget would make implementing any new research security 

measures challenging (ISED, personal communication, 2025). College 

community representatives indicated to ISED that initiatives that are 

implemented would likely require consideration of how to minimize burden 

and time delays to be effective in the college context. As of April 30, 2025, a 

research security approach is being piloted at four institutions in Canada to 

determine the feasibility of the approach and resource requirements for the 

most promising path forward for the broader college sector (ISED, personal 

communication, 2025).

14	 CICan defines international partners as any foreign-based or foreign-owned organizations. However, 
organizations with a branch or satellite office in Canada that have been active for at least one year 
are categorized as a Canadian partner.
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Safeguarding sensitive research involves training for all actors in the 
research system, at regular intervals, and through multiple modes of 
communication

Measures to safeguard sensitive research include organization-wide 

awareness-building efforts and communication strategies, training on research 

security and integrity, and transparency regarding conflicts of interest and 

commitment (MPG, 2017; PHAC, 2018a; DOD, 2023; OSTP, 2024; ASIO, n.d.). 

Australia’s University Foreign Interference Taskforce recommends conducting 

regular general training for all researchers, staff, and students to address 

expectations of appropriate research conduct, how foreign interference can 

occur on campus, and how to report concerns of foreign interference, 

intimidation, and harassment within the university or with appropriate 

authorities (UFIT, 2021). General training can then be customized to address 

specific objectives and target intended groups (e.g., researchers, students, 

administrative support services). For example, assessing risks related to 

geography requires different considerations than assessing ethical risks, and 

may demand different resources and awareness-raising activities (e.g., U15 & 

Universities Canada, 2019b; KNAW, 2023). To be effective, it is advised that 

training and awareness campaigns take place regularly and use multiple 

channels, both online (e.g., email communication, learning modules) and in 

person (e.g., team discussions and meetings) (Gov. of Netherlands, 2022).

Training focused on specific requirements, including government policies that 

impose additional legal obligations on researchers, may also be required to 

ensure appropriate compliance (JASON, 2024). For example, the EU 

recommendation accompanying export regulations describes how these apply 

to academic research activities, including publications, presentations, software, 

and data (EC, 2021a). This document provides examples and conditions under 

which research items may require screening, while acknowledging the 

accompanying tensions with open access to research. It outlines conditions and 

circumstances under which certain research outputs may be exempt from 

export controls and describes the procedure for ensuring compliance, carrying 

out risk assessment, and navigating the export of items with dual-use 

potential that do not appear on related lists (EC, 2021a). Canadian institutions 

and researchers lack awareness of export controls and sanction regimes, and 

could benefit from similar guidance and training (UCalgary & U of A, 2023). The 

panel also notes that research security training and education are not exclusive 

to academic institutions, and that those participating in the research ecosystem 

from within governments should also receive this important knowledge. 

One risk to widespread training on research security could be the 

over-sensitization of individuals to certain risk profiles (e.g., countries with 
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high-risk institutions), resulting in discrimination and barriers to participation 

in research activities for certain staff and students (Gov. of Netherlands, 2022). 

As discussed in Chapter 3, lists of research institutions prohibited from 

partnerships may disadvantage researchers from those countries, even if they 

are not associated with the institutions in question (Section 3.2.1). The effects 

of these policies are already being felt in Canada, where some researchers are 

erring on the side of caution when collaborating or taking on students, and 

simply avoiding individuals who may not make it through the visa process (P. 

Ferguson, personal communication, 2025). This issue has been taken to the 

extreme in certain contexts, such as the now defunct U.S. China Initiative, 

which, in the efforts to counter Chinese economic espionage, instead resulted 

in widespread racial profiling of academics and researchers (Prasso, 2021). 

Harassment of individuals from certain nations may also come from the 

nations themselves; there have been cases where China has pressured Chinese 

students working or studying in North American institutions to provide 

information to the Chinese government about their research (Molloy & 

Johnson, 2025).

To address issues around discrimination, research institutions in the 

Netherlands are encouraged to promote “the academic values of freedom, 

respect, and open academic discussion” in the risk awareness training of 

researchers and education in general (Gov. of Netherlands, 2022). Another 

approach to avoiding discrimination against individuals from certain countries 

has been used in France, where the government may restrict physical access to 

certain facilities for certain individuals based on risk assessments (Gov. of 

France, 2012; CNRS, 2024). In Canada, the development of the STRAC policy was 

guided by the principle of non-discrimination, harassment, and coercion, 

explicitly stating that it does not target any nationality (ISED, 2023f). 

Institutional level protocols may also be explicit in how to conduct due 

diligence research in accordance with ethical and legal requirements, while 

upholding the principles of equity, diversity, and inclusion (SRO, 2025).

5.3	 Financial resourcing 
In the panel’s view, sustained financial resourcing for both open science and 

research security initiatives is critical. Asking researchers and their institutions 

to engage in and be responsible for determining the sensitivity of the research 

they produce—and how to safely share and protect it—is dependent on 

commensurate funding that extends beyond one-off or unstable sources. 
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Controlling access to sensitive research requires financial resources, 
increasing the cost of doing research

Financial considerations are particularly relevant when research security 

policies impose additional physical and cybersecurity requirements for storing, 

transmitting, and processing sensitive data, as well as safeguarding equipment 

(JASON, 2024). Requirements for open science also involve additional digital 

infrastructure (Goodchild et al., 2023). For organizations working with immense 

volumes of data (e.g., the Canadian Integrated Ocean Observing System, Ocean 

Networks Canada) the mandate of open data includes achieving FAIR (Findable, 

Accessible, Interoperable and Reusable) data and implementing TRUST 

(Transparency, Responsibility, User focus, Sustainability and Technology) 

principles (ONC, 2021a,b; CIOOS, n.d.-a,-c). Implementing these principles 

requires substantial resources to “support the production, sharing, and reuse of 

data over its lifecycle,” especially if the research is considered sensitive 

(Goodchild et al., 2023).

Research security policies enacted by the federal, provincial, and territorial 

governments increase the administrative burden placed on universities, 

highlighting the need for additional funding to support research security 

programs and offices. By demonstrating rigour in research security, however, 

institutions may position themselves as a trusted partner for sensitive research, 

creating opportunities for new collaborations and forms of funding (SRO, 

2024b). At the federal level, post-secondary institutions that receive more than 

$2 million in research funding are eligible for research security funding, which 

is calculated as a percentage of their federal research funding (TIPS, 2022). As a 

result, large universities receive a significantly 

greater share of funding than small- and 

medium-sized universities, while most colleges 

and polytechnics do not receive any research 

security funding (TIPS, 2024). This is a gap in 

the current research security landscape, as 

colleges are participants in Canada’s R&D 

ecosystem and often collaborate with the 

private sector, including foreign partners 

(CICan, 2023). In the panel’s opinion, 

inequitable distribution of research security 

funding creates vulnerabilities in the Canadian post-secondary research 

ecosystem, since smaller universities, colleges, and polytechnics are often 

approached by foreign partners. Providing base funding to establish research 

security capacity across all research institutions could help fill gaps in the 

research security landscape and ensure that all institutions are adequately 

Inequitable distribution 

of research security 

funding creates 

vulnerabilities 

in the Canadian 

post‑secondary 

research ecosystem
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supported. Alternative, more equitable forms of funding already employed in 

other research funding programs (e.g., Canada Research Chairs special 

allocation funding, Research Support Fund allocation grant model) could also 

be applied to support research security efforts in smaller research institutions 

(GC, 2025k,l).

Research security training can be required as a condition of federal 
research funding

In the United States, the NSPM-33 requires that organizations implement a 

research security program if they receive more than US$50 million per year in 

total federal research funding (NSTC, 2022). These programs must include 

research security and export control training for relevant personnel, which 

covers threat awareness and identification, preparation for research security 

incidents, review of foreign partnerships, and compliance with export control 

processes and protocols. Incorporating these considerations into existing 

training efforts for the responsible and ethical conduct of research is suggested 

(NSTC, 2022). In the panel’s view, these initiatives tie into the concept of a 

modern researcher, where awareness and sensitivity to research security and 

open science are integrated into education and training (Section 5.5). 

Resources that overcome barriers to information-sharing support both 
open science and research security 

Resources, training, and supports for safeguarding and sharing research are 

required for all types of research, regardless of where they sit on the 

continuum of sensitivity. Adopting open science practices requires overcoming 

several barriers (Gownaris et al., 2022; ISED, 2024c). Digital research 

infrastructure deficits are particularly salient to the Canadian context 

(Northrup et al., 2022; The Alliance, 2024). Resourcing for RDM storage capacity 

is not keeping pace with the rate at which data are being collated, nor with the 

growing range of needs corresponding to given research domains (including 

specific requirements for safeguarding sensitive research) (The Alliance, 2021; 

Goodchild et al., 2023). 

Open-access publishing can demand significant financial resources (Owens, 

2023b). Publications in open-access journals require article-processing fees 

that typically come out of research grants. If researchers do not publish in an 

open-access journal, they must locate and publish in a suitable repository, 

potentially following an embargo period (Owens, 2023b). A survey revealed that 

the issues of cost and access to repositories are key barriers, alongside concerns 

surrounding the lack of professional incentive for open-access publishing in 

Canada and the lack of enforcement of existing policies (ISED, 2024c). Although 
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the diamond open-access model is free for authors and readers, it still demands 

financial resources from funders, governments, or donations to operate (Zheng, 

2021; Bilodeau, 2024). Funding for long-term storage and access is also lacking 

across all research disciplines, alongside dedicated funds for professional 

support staff (The Alliance, 2021). 

Another challenge is providing access to appropriately formatted data in 

repositories or elsewhere, requiring expertise and changes to common 

workflows—which can be burdensome in the absence of rewards. In the panel’s 

experience, this gap leads to inequities in how certain individuals and 

institutions are able to safeguard or provide access to knowledge and data. This 

is especially true for Indigenous governments, communities, and researchers 

(Box 5.1).

Box 5.1	 Supports for Indigenous data 
governance 

Although this report has highlighted scenarios where Indigenous 

rights-holders are engaging in data sovereignty and governance efforts 

(Sections 3.2, 4.1–4.3), these efforts are not without costs. Creating 

data management plans and governance arrangements, purchasing and 

maintaining infrastructure, and building capacity in individuals tasked 

with these responsibilities all require adequate resourcing (CCA, 2023a). 

Several organizations have developed or are actively developing data 

governance strategies and plans, including the First Nations Information 

Governance Centre (FNIGC), Inuit Tapiriit Kanatami (ITK), and the Métis 

National Council (MNC) (ITK, 2018; FNIGC, 2020; Gabel & Henry, 2024). 

Sustained funding to achieve data governance goals and outcomes is 

paramount; “multi-year (predictable) and flexible funding instruments 

will be essential to support cost-effective planning, as well as to allocate 

and account for the funds based on priorities and needs. Predictability 

of funding will be key to attracting, developing, and retaining talents 

and skills” (FNIGC, 2020). The panel emphasizes, however, that costs 

are not the only barrier to Indigenous data sovereignty efforts; data 

aggregation, the lack of sharing research data back to communities, 

policies and legislation blocking Indigenous Peoples from accessing and 

using their own data, and the publication of results without permission 

from Indigenous individuals or organizations all persist throughout the 

research ecosystem (ITK, 2018; FNIGC, 2020).
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5.4	Enforcement of compliance
There are a wide variety of approaches to the enforcement of research security 

activities among foreign jurisdictions; however, several countries employ 

approaches for safeguarding sensitive research that are based on self-regulation 

within the research sector (d’Hooghe & Lammertink, 2022). This affords 

flexibility to researchers and aims to reduce burdens relating to establishing 

external oversight. In Germany, this approach is most pronounced, where 

researchers and institutions collectively carry the responsibility for 

safeguarding sensitive research, pursuant to relevant laws (Leopoldina & DFG, 

2022b). In contrast, the approach used in France is top-down and places 

responsibility for the protection of knowledge resources with the General 

Secretariat for Defence and National Security (SGDSN), an inter-ministerial 

body also responsible for the implementation and development of security and 

defence policies (d’Hooghe & Lammertink, 2022; SGDSN, n.d.). The degree to 

which authority is assigned to researchers dictates which levers may be 

available for compliance and enforcement measures.

Among the compliance measures currently in force, several rely on presenting 

researchers with disincentives. For jurisdictions where researchers rely heavily 

on competitive funding, restrictions on access to funding or funding programs 

can apply strong pressure towards compliance. This approach can be 

implemented in different ways: under the STRAC policy in Canada, access to 

federal funding can be curtailed for researchers based on the topic and the 

affiliations of participants in their proposed project (ISED, 2023f), whereas the 

Australian government has placed conditions on access to grant funding based 

on the demonstration of adequate research security risk management planning 

(ARC, 2023). The STRAC policy is within the scope of the Tri-Agency 

Framework: Responsible Conduct of Research, and any failure to comply with 

STRAC invokes allegations of breach of agency policies, and the institution 

hosting the researcher is responsible for conducting an inquiry and 

investigation if necessary (NSERC, 2025). The panel notes, however, that 

institutions' internal investigations of breach may not be as extensive as they 

should be because of concerns related to preserving reputation (e.g., Molloy & 

Johnson, 2025), and that outside of research funded through the tri-agency, 

there are no specific enforcement mechanisms to comply with research 

security practices.

The Secretariat on Responsible Conduct of Research (SRCR) is mandated to 

provide support for the Tri-Agency Framework: Responsible Conduct of 

Research, by “reviewing institutional investigation reports to ensure the 

process followed by the institution is in accordance with its own responsible 
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conduct of research policy and is consistent with the Framework,” and 

“learn[ing] from and respond[ing] to emerging issues in research ethics and 

responsible conduct of research, in a national and international context” (GC, 

2024k). In the panel’s view, the SRCR may have opportunities to further 

support institutions and researchers in research security activities, despite not 

currently having any current role in the enforcement of policies.

Other measures used to incentivize compliance may involve the reduction of 

additional administrative burdens, legal penalties, and emphasis on 

reputational risks. In France, digital research security measures require that 

data stored within regulated institutions be labelled to indicate their 

sensitivity, as part of a broader DMP. The absence of such a plan, or the 

presence of unlabelled data, results in all data contained in that facility being 

considered sensitive by default, thereby preventing researchers from sharing 

their research results (SGDSN, 2018). Penalties for activities contravening 

research security policies may also be utilized. For example, in Canada, 

non-compliance with the conditions of a license for research on human 

pathogens and toxins from PHAC may result in administrative enforcement 

actions (e.g., suspension or revocation of license and security clearance) or 

penal enforcement actions (e.g., investigation and prosecution) (PHAC, 2024a). 

Legal penalties vary across jurisdictions, ranging from fines to imprisonment, 

and their form and thresholds are defined through various pieces of legislation 

governing different dimensions of research security (e.g., Gov. of France, 1990, 

2012; GC, 1992; Gov. of Australia, 2018; Gov. of United States, 2022b; Gov. of 

Netherlands, 2023; Gov. of South Korea, 2023). Damage to reputation or 

standing, with implications for obtaining funding and the attraction and 

retention of students and staff, is another negative outcome that can be 

communicated to institutions and researchers as a risk of not employing 

adequate or appropriate research security measures (Gov. of New Zealand, 2020; 

d’Hooghe & Lammertink, 2022; UNZ, 2022; NPSA & NCSC, 2024).

Practices in support of compliance and enforcement of new research 
security policies benefit from sensitivity to research context and the 
needs of researchers

Compliance with laboratory safety policies has been shown to be improved 

through an understanding of disciplinary cultures, which requires the 

participation of engaged experts (Silbey, 2022). For example, biologists and 

chemists are each required to conform to strict laboratory safety practices, but 

notions of contamination and hazards differ between these fields (Silbey, 2022). 

These and other distinctions can inform the design and implementation of 

compliance measures. Accounting for differences across disciplines and specific 
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research contexts may provide other opportunities by exploring how security 

policies might be deployed in a manner that addresses an unmet need for 

researchers (Shankar & Drake, 2022). 

Cybersecurity policies can introduce vulnerabilities as a result of researchers 

circumventing measures perceived to impede research or be disproportionately 

onerous. One approach to mitigate this issue is to filter cybersecurity measures 

through the lens of research workflows and specific use cases (based on 

disciplines), and taking into account existing IT infrastructure and services to 

avoid overly tedious conditions for researchers (Shankar & Drake, 2022). This 

method mimics the German approach to research security, wherein 

considerations are embedded within existing procedures for research integrity, 

reducing the burden on researchers while taking advantage of their familiarity 

with existing policies and approaches (d’Hooghe & Lammertink, 2022).

Although no single solution presents itself for effectively overcoming barriers 

to data-sharing, strategies such as tailoring data-sharing incentives to specific 

research contexts and disciplines (Musker & Smith, 2021), alongside the 

provision of resources (financial and human) and infrastructure (Woods & 

Pinfield, 2022) are promising. A narrow focus on individual researchers is 

insufficient, since culture changes in research communities may be more 

effective in improving uptake (Plomp et al., 2019; Woods & Pinfield, 2022). 

Internationally, some institutions have created specific roles within research 

departments and units; these are tasked with establishing discipline-specific 

data management support (Plomp et al., 2019; TU Delft, n.d.; University of 

Cambridge, n.d.).

Protections for whistleblowers can facilitate the disclosure of 
information to law enforcement agencies

In some jurisdictions, cooperation with law enforcement and national security 

agencies is central to research security policies and guidelines (UFIT, 2021; 

NSTC, 2022; ARC, 2023). Such interactions are necessary to keep researchers 

up-to-date on the scale and scope of problems posed by foreign influence 

(JASON, 2024). Whistleblower policies can enable researchers and staff members 

to report illegal or unethical practices with confidence (Gov. of Netherlands, 

2022). The Government of Quebec, for example, adopted special protections for 

whistleblowers that facilitate the disclosure of wrongdoings committed or 

about to be committed against public bodies, including universities. The Act to 

facilitate the disclosure of wrongdoings relating to public bodies prohibits public 

bodies from taking reprisals against people who raise a complaint in good 

faith, and establishes a presumption that any disciplinary measure or activity 

that affects a person’s employment is a reprisal (Gov. of QC, 2024a,b). In 
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situations where aspects of research security are enforced by law, such 

protections for whistleblowers can support researchers who try to employ the 

law but are discouraged or prevented from doing so by their institutions. 

Establishing widespread sensitivity to security issues will require 
changes to research culture

Creating a research culture that is aware of potential security risks may aid in 

the self-regulation of research security and open science. Although a full 

review and analysis of the topic is out of scope of this report, change 

management approaches offer a potential pathway for achieving some of these 

goals, though it is not without challenges. For example, individual achievement 

and self-reliance are valued in academia, which can make the culture resistant 

to change as a result of several contributing factors, including concerns around 

loss of time, lack of resources and support to implement change, complexity or 

uncertainty of the proposed change, and perceptions that there is minimal 

value to proposed changes (Lane, 2007). Beyond cultural resistance to change, 

the panel also notes that the current system of research incentives and focus 

on maximizing publication outputs may deter researchers from engaging in 

responsible research, with regard to both research security and open science 

considerations. The panel further notes, however, that the signing of the San 

Francisco Declaration on Research Assessment (DORA) by the tri-agency 

(NSERC, 2023) may be a potential first step in addressing this challenge in the 

future, as DORA emphasizes the “need to improve the ways in which the output 

of scientific research is evaluated” (DORA, 2012).

Another potential challenge is the shift in sentiments around collaborations 

with certain countries. Over the past several decades, Canada has had a strong 

relationship with China in the innovation and education sectors, with dedicated 

programs to increase partnership and knowledge exchange (GC, 2008; 

Davidson, 2017; Evans, 2022). Recent focus on limiting collaboration and 

affiliation with certain institutions, including those located in China (e.g. ISED, 

2023e), is a reversal of course. In the panel’s view, researchers who were 

previously encouraged to foster relationships with Chinese colleagues and 

institutions may require additional support to adapt to changing policies.

When change involves new regulatory oversight, inadequate communications 

regarding the scope and nature of regulation can create confusion, particularly 

when regulations governing an entire research ecosystem are interpreted in 

heterogeneous ways across institutions (Babb, 2020). For example, during the 

early 2000s, heightened enforcement of the Common Rule—a U.S. federal policy 

to protect human research subjects enacted in 1991 (Gov. of United States, 

1991)—resulted in widespread dissatisfaction among researchers (Babb, 2020). 
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This stemmed from a lack of clarity on how to achieve compliance (ostensibly 

designed to provide flexibility to institutions) in combination with 

non-compliance penalties. Efforts to raise compliance were marked by a focus 

on the total elimination of risk, but they also led to confusion and frustration 

among researchers in fields that would typically be exempt from the Common 

Rule (particularly social sciences and humanities research) (Babb, 2020). 

Although research security is an issue separate from the ethical considerations 

outlined in the Common Rule, this example illustrates some of the 

implementation risks associated with a wide-ranging regulation of research, as 

well as challenges in defining compliance levels that reduce risk to a suitable 

level without negatively impacting research.

Understanding the culture of the environment where change is being pursued 

is essential to organizing implementation and communications planning (Berns 

et al., 2007). In the setting of a public research institution, the creation of a 

dedicated body for supporting change management is important because it 

provides a central resource for individual research departments. Moreover, 

effective and clear communications and training of leadership are essential to 

implementation, since changes (and their consequences) may catch employees 

off guard (Berns et al., 2007). In the case of research security, dedicated 

institutional bodies such as research security offices are tasked with raising 

risk awareness among faculty and staff, but the panel notes that these bodies 

may not have expertise in how to best institute change. Due to this lack of 

expertise, these offices may struggle to be effective in institutions with 

decentralized organizational structures. Incorporating change management 

expertise within research integrity or security offices and considering those 

principles in the development and implementation of research security policies 

may aid general uptake.

5.5	 Fostering the modern research mindset

The implementation of measures to identify and safeguard sensitive research 

can be supported by enabling factors that are applicable across both research 

security and open science activities. Key to the success of these efforts is the 

creation of systems of shared accountability, where the responsibility for 

executing measures is distributed among actors who are best equipped to 

perform the relevant roles. This framing relates to the concept of the modern 

research mindset, in which all actors participating in the research ecosystem 

are aware of not only research security and their role in it, but also open 

science, ethics, and research integrity more broadly, allowing individuals to 

assess how open and secure their research needs to be. Quickly changing 
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geopolitical contexts and the rapid pace of technological advancement in 

research all contribute to the need for researchers to have a modern mindset 

capable of adaptation, and to be equipped with the tools and resources 

necessary to embody the following aspects: 

•	 Participation in the protection and preservation of the Canadian research 

ecosystem, encompassing research security and open science, as well 

as innovation;

•	 Awareness of the global context in which research takes place, and how it 

may affect the responsible conduct of research;

•	 Application of an ethical, privacy, and security lens to research, especially 

in partnerships and collaborations (including with Indigenous Peoples and 

foreign partners);

•	 Prioritization of research integrity in all 

aspects of conducting and supporting 

research, throughout the lifecycle of a 

project; and

•	 Ongoing assessment of one’s own research 

sensitivity in relation to changing 

geopolitical contexts.

In the panel’s view, the modern research 

mindset and the modern researcher are the 

outcomes of adequate training, resourcing, and 

capacity-building, all of which are necessary to 

support the development of vital competencies 

for participating in research in Canada looking 

to the future. 
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T
hough various orders of government have instituted security policies to 

strengthen Canada’s research ecosystem, rapid advancements in certain 

areas and the changing geopolitical landscape necessitate an 

ever-evolving approach to identifying and safeguarding sensitive research that 

balances research security and open science and innovation. Recognizing this, 

DRDC and PHAC asked the panel to examine measures to identify and 

safeguard sensitive research of concern, and how to apply these approaches to 

the two research areas:

•	 Pathogen research involves materials that pose great potential risk to 

human health and therefore features many stringent protocols and 

frameworks for the identification and safeguarding of research. This type of 

research is representative of other study areas where risks to human health 

and well-being are well known. 

•	 Ocean research comprises a vast array of fields of study featuring varying 

sensitivities. Unlike in pathogen research, there is much less oversight and 

direction for researchers to gauge the sensitivity of their research, its 

potential negative impacts, and implement appropriate safeguards. Much of 

ocean research is focused on sharing information with a wide range of 

actors nationally and internationally, and researchers may not be 

considering research security measures to restrict access to 

this information.

Similar to ocean researchers, those conducting many other types of research, 

including in the social sciences, and humanities, may be unaware of the 

potential security risks associated with their research, even though their 

research outputs or methods may be sensitive due to privacy or 

ethical concerns.

Throughout the report, various means for identifying and safeguarding 

sensitive research and sensitive research of concern have been examined, 

including measures being used in Canada and approaches from other 

jurisdictions. Where possible, the applicability of these measures to pathogen or 

ocean research has been discussed. Section 6.1 summarizes these measures in 

the context of these two research areas, comparing and contrasting various 

approaches and discussing the factors required for implementation across the 

research design, active research, and post-research phases. Final reflections 

from the panel are shared in Section 6.2.
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6.1	 Application of measures to pathogen and ocean 
research

To make informed decisions about research security, those engaged in research 

activities need to know how to identify sensitive research and determine when 

it presents additional risks (i.e., becomes of concern).  Balancing risks with 

opportunities in research is a critical component in the assessment of 

sensitivity and appropriate safeguards, where research that is extremely 

valuable to human health and global 

well-being (e.g., infectious disease research, 

geospatial data) is also often associated with 

security risks. Factors that trigger the 

identification of research as sensitive depend 

on the research area and project. Lists of 

sensitive technologies, risk assessments, and 

consultations with experts are common tools 

employed in the identification of sensitive 

research in Canada and other jurisdictions. 

Once research has been identified as sensitive 

and of concern, appropriate safeguards must 

be determined to ensure it is responsibly conducted and shared. The panel 

emphasizes that not all safeguards are appropriate to all types of sensitive 

research of concern; when they are applicable, implementation may differ. 

6.1.1	 Identifying and safeguarding sensitive pathogen research 
of concern

In pathogen research, factors that signal sensitivity include risks to human 

health, harmful application of research, and context-specific factors such as 

the transmissibility of pathogens. When the risk of conducting research is 

evident, and the consequences of its potential misuse can be detrimental to 

public health and safety, policy-makers create lists of dangerous items and 

products and restrict who is allowed to conduct research. This is the case for 

research involving certain types of human toxins and pathogens. While a 

list-based approach is the main mechanism to identify sensitive research of 

concern related to pathogens, it is supplemented by additional measures—risk 

assessments and specialized expert reviews—designed to reinforce the 

application of lists (Table 6.1). 

The panel emphasizes 

that not all safeguards are 

appropriate to all types 

of sensitive research of 

concern; when they are 

applicable, implementation 

may differ
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Table 6.1 	 Measures to identify sensitive research of concern in 

pathogen research

Measure Description Phase of research process

Lists Research with pathogens and toxins included 
in the Human Pathogens and Toxins Act 
requires specific safeguarding measures, 
including licences and security clearance. 
These materials also appear on export control 
lists, which require an export licence or permit,  
in accordance with the Australia Group lists of 
chemical and biological weapons. 

Research design phase; 
post-research phase

Risk 
assessments 

The Canadian Biosafety Guideline provides 
a decision tree and risk assessment process 
to aid in determining the level of sensitivity 
of certain types of research. Considerations 
for novelty, harmfulness, modification risk, 
and misuse potential are all included in the 
risk assessment process. Once the risks are 
identified, a further step is taken to determine 
if the existing level of biosafety is adequate, 
or if additional safeguarding measures are 
required.

Research design phase

Specialized 
expertise

Certain journals screen submissions for dual-
use potential and identify research that is too 
sensitive to be published in the proposed state, 
if at all. 

Post-research phase

Once work has been identified as sensitive and of concern in pathogen research, 

a host of safeguarding measures apply to the research design phase. In many 

cases, these measures are embedded in policies (e.g., the Canadian Biosafety 

Standard) adopted under the Human Pathogens and Toxins Act (HPTA) and the 

Human Pathogens and Toxins Regulations (HPTR). The active research and 

post-research phases are less regulated. For example, with regard to 

cybersecurity, the Biosecurity Addendum to the Biosafety Standard, which 

enters into force in 2026, will apply only to containment level 4 research 

facilities. In the post-research phase, the development of communication plans 

is left to the discretion of licensed research facilities (Table 6.2).
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Table 6.2 	Measures to safeguard sensitive research of concern in 

pathogen research 

Measure Description Phase of research process

Screening of 
researchers and 
partners

Researchers undertaking research with SSBAs 
must acquire special security clearance, while 
foreign nationals must provide additional 
documentation. 

Research design

Pathogen researchers applying for federal 
funding for projects that involve the 
application of life sciences technology (as 
identified in the STRAC policy) cannot 
collaborate with researchers affiliated with 
named research organizations (NROs). 

Research design

Screening of 
research 

Licences are required for research concerning 
pathogens and toxins identified as risk groups 
two, three, and four.

Research design

Research facilities adhering to the Canadian 
Biosafety Standard are required to review all 
projects for dual-use potential at all stages, 
including in the dissemination of results. 

Research design phase; 
active research phase; 
post-research phase

PHAC recommends that research facilities 
adopt communication plans dictating what 
information can be shared and with whom.

Post-research phase

Security of 
research 
facilities and 
infrastructure

Controlled access to research facilities is a 
common practice in both public and private 
labs working with pathogens and toxins.

Active research phase 

Requirements for level 4 facilities that enter 
into force in 2026 will include a cybersecurity 
plan, policies on the use of digital devices, 
and a system for labelling, working with, and 
limiting access to sensitive information.

Active research phase 

6.1.2	 Identifying and safeguarding sensitive ocean research 
of concern 

Although the higher-level processes for identifying and safeguarding ocean and 

pathogen research are aligned, ocean research differs from pathogen research 

in that the sensitivity risks of conducting the former are often not as obvious, 

with less potential immediate harm to human health and well-being; some 

factors that can trigger research to be sensitive are foreign partnerships, 

research concerning Indigenous Peoples, geography, and the production and 

use of large datasets. Simultaneously, the sharing of large volumes of ocean 

observation data are foundational to international partnerships that advance 

understanding of climate change and other global issues. The sensitivity of 

research can depend on whether the researcher advances certain technologies 

included in the STRAC policy, works in sensitive research areas, or with certain 
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types of data. Risk assessment committees can be established to provide 

additional guidance to researchers and determine, whether research identified 

as sensitive presents additional risks (i.e., is of concern) because it can be 

reasonably anticipated to be misappropriated or misused immediately or in the 

future, with no or minimal modifications (Table 6.3). 

Table 6.3 	Measures to identify sensitive ocean research of concern 

Measure Description Phase of research process

Lists Ocean research that advances certain 
technologies is implicated in the STRAC policy. 
These technologies (under the category of 
advanced sensing and surveillance) appear on 
the list of sensitive technologies that, on their 
own, do not indicate the research is of concern 
but can be cross-referenced with the NRO 
list. Institutions may assess their strengths 
through prized asset analysis, and create and 
periodically re-assess lists of sensitive research 
areas (which could include ocean research) 
that warrant additional safeguards.

Research design phase; 
active research phase

Risk 
assessments 

Standardized risk assessments are not 
commonly used in ocean research, partially 
due to the lack of familiarity of individual 
researchers with respect to research security. 
Institutional review boards could be tasked 
with performing risk assessments of particular 
research areas in conjunction with researchers. 
These bodies can be internal to institutions, 
regional, or rely on national research 
organizations such as the Oceans Research 
in Canada Alliance (ORCA) to coordinate 
and provide services to the ocean research 
community.

Research design phase; 
active research phase

Specialized 
expertise

Certain types of ocean monitoring data 
(such as acoustics) are extremely valuable to 
national and international scientific goals but 
also have military implications. Specialized 
screening and expertise within the military 
is necessary to prevent certain data from 
inclusion in publicly accessible dataflows for 
national security reasons. Indigenous research 
partners also hold specialized expertise in 
identifying data or research that may be 
culturally sensitive, dictating the conditions of 
sharing and access. 

Research design phase; 
active research phase; 
post-research phase

Most measures to safeguard ocean research of concern apply on a case-by-case 

basis, depending on the applicable policies of research institutions and 

researchers’ awareness of security risks. Policies promulgated by the federal 

government, such as NSGRP and STRAC, can provide helpful guidance in this 

regard. Some safeguarding measures may be attached to private and public 
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funding (e.g., a risk assessment process under the NSGRP or limitations on 

publishing research results) (Table 6.4).

Table 6.4	 Measures to safeguard sensitive research of concern in 

ocean research

Measure Description Phase of research process

Screening of 
researchers and 
partners

Foreign ocean researchers applying to work 
and study in Canada are subject to security 
screenings by government agencies.

Research design

Ocean researchers and organizations can rely 
on the NRO list to avoid collaborations with 
researchers affiliated with foreign entities that 
pose security risks.

Research design

Screening of 
research 

An ocean researcher applying for tri-agency 
funding must submit a risk assessment form 
with their grant application if their funding 
opportunity falls under the NSGRP and they 
plan on conducting research with a qualifying 
partner. 

Research design

Organizations that fund ocean research may 
use the NSGRP to guide the security review 
of research proposals based on open-access 
sources.

Research design

Data-labelling systems controlled by 
Indigenous Peoples can support continuous 
monitoring of the active research phase 
in compliance with the principle of data 
sovereignty.

Research design phase; 
active research phase; 
post-research phase

Restrictions on 
publications 
and sharing

Restrictions on the publication and sharing of 
data may be imposed on a case-by-case basis 
(e.g., through research contracts or by the 
principle of data sovereignty).

Post-research phase

Security of 
research 
facilities and 
infrastructure

Ocean research organizations can implement 
cybersecurity and data management policies. 

Active research phase 

6.1.3	 Comparing and contrasting approaches

Measures for identifying and safeguarding sensitive research of concern may be 

broadly applied across many areas of research, though the precise method of 

implementation may vary. No single measure is appropriate for all types of 

research, nor should it be as the risk landscape is unique for each research 

area, and each individual research project. Determining the level of risk for 

each unique research project, and implementation of appropriate actions and 

safeguards, is critical to avoid the oversecuritization of research and 
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researchers, and to ensure that research and data continue to be shared to 

advance knowledge and innovation. In this report, pathogen and ocean 

research can be viewed as stand-ins for other 

research areas with varying levels of regulation 

and awareness of risks by researchers and their 

institutions. For example, nuclear research 

shares some similarities to pathogen research in 

that it is highly regulated and protected, with 

broad general knowledge of the potential harms 

to humans. Ocean research can be analogous to 

many other areas of the research ecosystem 

where emphasis on research security is limited. 

The panel emphasizes that this assessment does 

not provide a comprehensive description of all 

potential measures for identification and safeguarding, however those listed are 

a starting point for researchers and institutions to determine which may be 

most applicable to address the risks of research areas in question. Other types 

of sensitivity triggers (Table 3.1) may emerge depending on the discipline or 

research area, and the approaches to identify and safeguard research may be 

applied individually or in tandem, in a variety of ways. No matter the measure, 

adequate policy, guidance, resources, and supports are critical for 

successful implementation.

6.1.4	 Conditions for success

Various efforts are underway to bolster research security in Canada and in 

foreign jurisdictions, but concerted efforts are needed to assess these measures, 

as well as their impacts on open science and innovation. Though limited, 

evidence indicates that measures require financial (and other) resources, 

capacity-building, training, and knowledge-sharing to enable and empower 

individuals, communities, and institutions undertaking the work of research 

security and open science (Chapter 5). Many of these considerations, although 

discrete and involving different objectives and actors, can fall under the 

umbrella of the responsible conduct of research. Ensuring that researchers, 

supported by their institutions and governments, are adequately trained in 

responsible conduct relies on the identification and protection of sensitive 

research, as well as an understanding of open science; this enables them to 

create research that is as open as possible and as secure as necessary. 

No single measure is 

appropriate for all types 

of research, nor should it 

be as the risk landscape is 

unique for each research 

area, and each individual 

research project
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6.2	 Panel reflections

There is a shared accountability for research security and open 
science in Canada

The responsible conduct of research is expected of all actors in the research 

system and involves a suite of measures that work in tandem. The panel 

understands that, building on the good work already being done in Canada to 

advance research security, there are opportunities to grow and improve. There 

is no single strategy or measure that can effectively identify or safeguard all 

sensitive research. Similarly, no single actor in the research ecosystem can be 

responsible for creating and implementing these measures. Working together to 

harmonize approaches to research security and open science within Canada 

will help reduce the burden on researchers and minimize confusion when they 

attempt to work across jurisdictions, both within Canada and internationally. 

The panel further suggests that there is a social responsibility and civic duty 

for all who engage in research to be accountable for the appropriate conduct of 

research, including but not limited to research security and openness. Much of 

the research done in Canada is publicly funded, and therefore researchers and 

other actors in the ecosystem should be encouraged to ensure their findings are 

not only of use and for the good of people in Canada, but also, if necessary, 

that people are protected from the possible misuse of research. In parallel, 

decision-makers have an important role in ensuring that guidance is clear and 

that adequate supports are available for researchers and institutions to fulfill 

research security and open science directives, while minimizing administrative 

burden and financial costs. 

A modern research mindset encompassing multiple competencies can 
support the responsible conduct of research

In the panel’s view, the concepts of the modern research mindset and the 

modern researcher are promising for effecting change that supports both 

research security and open science. They refer to cultivating awareness of 

security and open science in researchers throughout their academic careers, as 

well as individuals comprising research institutions and governments more 

broadly. These skills could be introduced as a training requirement by 

institutions or departments, and supported by governments and 

decision-making bodies. Training could also be supported at the faculty level 

by making it a requirement for receiving federal research funds. This training 

would focus on the principle that engaging in the responsible conduct of 

research involves sensitivity to potential risks in tandem with engagement on 

open science and research integrity, to avoid oversecuritization. Researchers, 
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institutions, and funders must view security awareness and the value of open 

science as fundamental skills in the research ecosystem. In the panel’s view, 

senior leaders are critical in this process; if they do not also develop and value 

these competencies, it will be much more difficult for institutional culture to 

change and adapt.

Research security will likely become increasingly important in the 
future, and successful implementation of measures warrants expanded 
evaluation, monitoring, and tracking of initiatives

If threats to intellectual activities continue, there could be devastating 

consequences that are far-reaching across society, with negative impacts on 

health, wealth, and our ways of life. Because of these potential impacts, the 

panel sees this report as a tool to support a call to action for increased 

recognition of research security across the research ecosystem by all actors.  

These efforts need to be pan-Canadian in scope to be effective in an 

ever-changing geopolitical landscape, with approaches coordinated across 

allied and collaborative jurisdictions. Changing externalities warrant the 

continuous re-assessment of risks to enable a responsive and flexible approach 

to research security. Conversations and dialogue also need to continue between 

researchers and those active within national 

security and intelligence communities so that 

all are aware of the changing geopolitical 

context and are able to continually re-assess 

the sensitivity of research. The Arctic is a 

critical example of this; some areas of research 

are rapidly becoming more sensitive as the 

North becomes increasingly politicized.

Research security and open science 

initiatives—under the broader concept of 

responsible conduct of research and research 

integrity—are vital to the research ecosystem, 

and yet it is difficult to identify the most 

promising practices due to a lack of publicly 

available research and evaluation of current 

programs both in Canada and internationally. 

Monitoring and tracking of compliance and 

effectiveness of these policies and programs is crucial to improving 

implementation and ensuring that all actors in the research system are 

adequately supported to make research as open as possible and as secure as 

necessary. Canada’s research ecosystem does not and will not ever exist in a 

Monitoring and tracking 

of compliance and 

effectiveness of these 

policies and programs 

is crucial to improving 

implementation and 

ensuring that all 

actors in the research 

system are adequately 

supported to make 

research as open as 

possible and as secure 

as necessary
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national vacuum; therefore, ongoing dialogue about approaches to identifying 

and securing sensitive research without compromising open science are 

necessary on an international stage. There is an opportunity for Canada to be a 

leader in these conversations, promoting both open science and the sharing of 

research where safe, and securing sensitive research of concern to ensure the 

safety and well-being of people in Canada and across the world.
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